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1 Introduction
The aim of this dissertation is to unfold and examine how and why public acceptance ofelectronic identity impacts the success of e-government. It is widely known that electronicidentity (further, eID) is one of the pillars that support e-government [27], [I,III,VI]. eIDserves as a key to open the access to e-services. Ever since eID has been introduced intonational identity management, an enormous amount of theoretical and practical knowl-edge accumulated. Going through different domains of eID, such as, technology behindit, policy field, legal framework, economic aspect, and eID adoption and acceptance, thelast one has caught our attention, as we discovered a knowledge gap in the end-user per-spective of eID.

According to the World Bank Group, eID is crucial for the government’s ability to de-liver services to its citizens while actually knowing who those people are and their at-tributes [6]. eID also supports the development of private sector and facilitates their ser-vice delivery processes through providing trustworthy ID credentials to citizens, i.e., pri-vate sector’s customers. Lastly, the World Bank Organization highlights the role of eID ingrowing the digital economy and enhancing regional and global integration. eID is neededfor secure identification and authentication, and is linked with digital signatures and trustservices. Together, they enable faster digital connections and transactions among people,governments, organizations, and commercial platforms through information, data, andcash flow. Ibid.
As we are based in Estonia, one of the most advanced digital societies with a well-functioning andmature eID [76, 66, 85, 77, 47], a decision to take the country as the scenefor examining eID acceptance was made.
While this dissertation consolidates results of a four-year-long research journey throughthe end-user perspective of eID in attempt to emphasize its impact and role in a largerpicture of a digital state and society, we also provide to the readers the view from thebackstage of a decision-making process that has been taking place all these years in orderto achieve the current level of e-Estonia’s development and its e-society. We examine theuser’s perceptions and opinions about eID and at the same timewe speak to practitionersand first-hand experts who have created and been maintaining eID ever since.
This dissertation will interest a wide audience that includes public sector officials, en-trepreneurs, identity providers, independent practitioners, academicians, and digital so-ciety enthusiasts who are keen to find out more about electronic identity. All the namedgroups of peoplewill be able to gain insights relevant to their fields of expertise. Aswe usescientific inquiry, tools and theories to investigate public acceptance of eID, our researchjourney eventually leads us to examining not only abstract concepts and ideas but alsoactions, decisions, and strategies of those who facilitated the eID to reach the end-usersand integrate it as part of the e-government ecosystem.
Through a single case study with embedded units of analysis, we study how publicacceptance of eID is reflected in other researchers’ work, we use the derived factors toexamine Estonian citizens’ perceptions of and attitudes towards eID, and we analyze thetop experts’ opinions on eID public acceptance and its importance to the overall successof e-Government in Estonia. As we answer the research questions, we come up with ageneralized view on eID public acceptance by means of institutional design framework[64].
It is important to discuss the subtlety of the term “public acceptance” and clarify itsusage in this dissertation. Are technology acceptance and public acceptance the same?While eID is usually rather perceived as a technical artifact, the objective of this disserta-
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tion goes beyond the “technology acceptance” of eID. Classically, investigations in technol-ogy acceptance treat the acceptance of a technical artifact ormeasure in the context of anorganization; typically, with the aim to understand the value added to theworkflows of theorganization. Such treatment of technology acceptance is too narrow for the purpose ofthis dissertation. eID belongs to complex, large-scale information system landscapes suchas e-government ecosystems that in turn presupposes continuous processes of commu-nication between all stakeholders. In the context of technology acceptance, one of thesestakeholders is the end user, i.e., the eventual beneficiary of the system. Therefore, thenorms and circumstances in which end users function also dictate their roles. Susantoand Aljoza state that “e-Government users are more than just technology users” [113].The researchers identify three roles: technology users, citizens, and customers. Depend-ing on the role, different factors may affect the acceptance and the process of adoption.Within this dissertation, the accent is placed primarily on the role of citizens together withconditions and factors that determine and lead to acceptance. Hence, this crucial aspectdefines what makes the context of “public acceptance” being “public” in this dissertation.In the context of e-governance, e-government, and eID, a concept of “public accep-tance” is more suitable. The term of “technology acceptance” is, in our opinion, too spe-cific according to its usual context of use, i.e., the organizational setting, and at the sametime not specific enough when it comes to the range of phenomena to be investigatedin the domain of eID acceptance. Therefore, applying technology acceptance analysis ina straightforward manner within this research (with its set aims and objectives), wouldbear the risk the domain-specific factors to be excluded or overlooked. In contrast, theconcept of “public acceptance”, as we want to use it in this dissertation, includes the in-vestigation of aspects that concern (i) the specific roles that users take, (ii) the continuousrelationships of users with providers of eID solutions, and (iii) the environment in whichusers and providers function and interact.The importance of public acceptance towards technologies, particularly, e-government,has been receiving attention from scholars over the years considering the rising number ofpublications dedicated to this topic [53, 13, 86]. At the same time, despite the vast interestin the topic, there is still no clear definition of this concept. In the context of technologies,Vlassenroot et al. attempt to define it as a “[. . .] phenomenon, how potential users will
react and act if a certain measure or device is implemented” [132].Therefore, taking Estonia as the context country, we study the phenomenon of eIDpublic acceptance by answering three research questions:

• RQ1 What are the factors that impact eID public acceptance? We conduct the veryfirst systematic literature review (SLR) that examines existing research on nationalelectronic identity systems that focus on the end-users, and first of all, the citizens.We collect a range of research work that points out to various aspects acknowl-edged as important from the user perspective and those that have direct impact onthe eID public acceptance. We organize the significant aspects into 12 categories,i.e., factors.
• RQ2 How do citizens perceive eID? 99% of the Estonian population have ID cards.Two thirds of the Estonian population use eID on a regular basis which also includesother means of electronic identity. Considering the maturity of eID, its technical ar-chitecture and legal framework, we pose this research question to reveal the actualperceptions and attitudes from the end-users themselves. To answer this researchquestion, we conduct a questionnaire designed on the basis of previously derivedfactors of eID public acceptance. We tailor the questions for the Estonian eID, i.e.,
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wemaintain details and peculiarities of the national eID scheme so that we receivea deeper understanding of the country’s case.
• RQ3 How does eID public acceptance impact the success of national e-governance
initiatives? To validate the findings of previous studies and contextualize them, weconduct seven in-depth expert interviews with the top specialists in the eID ande-government field who eyewitnessed and participated throughout the entire de-velopment path. We seek explanations on why people adopting the solutions isimportant for a digital state. Therefore, we ask experts to share their opinion andvision of how people’s acceptance of eID influenced the current state of eID matu-rity. To help interpret the big picture and see how eID public acceptance facilitatese-government, we use institutional design framework from Koppenjan and Groe-newegen [64].

The reader will be able to go through this dissertation page-by-page to familiarize withthe following: a) what public acceptance of eID is (current Chapter); b) what three re-search questions about eID public acceptance will be investigated (current Chapter); c)whatmethodswe used andwhy to guide us in answering the posed questions (Chapter 2);d) which theories we use to explain and interpret the phenomenon of public acceptance;e) what background and context Estonian eID has and why it matters (Chapter 4); f) ourresults and answers to research questions (Chapter 5); g) our contemplation and discus-sion of the findings we obtained (Chapter 6); and lastly, h) the conclusion with which wefinalize our work (Chapter 7).

15



2 Research Methodology
This chapter provides an overview of the research approach and the research methodsthat we used within this dissertation. A thorough description and justification of the cho-sen methodology and the protocols we followed to process our data is aimed to navigatethe reader through the body of our work and understand the chain of presented resultsand arguments, their structure and implications.

The goal of our research efforts is to explain the phenomenon of eID public acceptanceand to provide a detailed analysis of aspects and auxiliary elements that it contains.
The research of this dissertation is conducted primarily in the tradition of interpre-tivism [78]. According to interpretivist research philosophy, the reality, as well as knowl-edge about it (both society’s and researcher’s), is “incapable of being understood inde-pendent of the social actors” [91]. Here, interpretivism ties together with constructivism.A social research approach that is oriented towards constructivism would be inherentlyqualitative, as it would embrace constructivist viewpoints such that individuals seek un-derstanding of the world in which they live and work [42] through their very own experi-ence of the world in which they live and work (“The unexamined life is not worth living”Socrates). Hence, a constructivist research approach would demand that the reality is ex-plained through subjective views, beliefs, and opinions, i.e., social constructs. Since thereare multiple meanings and views, the researchers’ task is then to look into the complexityof these views, rather than attempting to place them in narrow categories. What mattershere is relying, as much as possible, on the participants’ observations and perceptions ofthe studied situation [42]. As a consequence, an important advantage of the interpretivistapproach is that “researchers can not only describe objects, human or events, but alsodeeply understand them in social context” [67]. Interpretivism is concerned with study-ing the processes of individuals’ interactions and specific contexts in which these interac-tions take place. Therefore, the interpretivist approach serves best in studying complexsocio-technical phenomena such as e-governance, eID and public acceptance of eID.
Predominant research approaches that are in line with interpretivism are case studiesand field studies [91]. It is worth tomention that in case of interpretivism, case studies areusually conducted preferably by utilizing an inductive rather than a deductive approach,which means that there is no definite theory as starting point; instead, the research isabout generating a theory, inductively developing it by identifying patterns of meaningthroughout the research process [41]. The research of this dissertation has been con-ducted as case study research. In [26], Benbasat et al. state: “a case study examinesa phenomenon in its natural setting, employing multiple methods of data collection togather information from one or a few entities (people, groups, or organizations). ”In theso far latest edition of his book [139], Robert Yin provides the following definition of acase study: “A case study is an empirical method that investigates a contemporary phe-nomenon (the ‘case’) in depth and in a real-world context, especially when boundariesbetween phenomenon and context may not be clearly evident.” An important feature ofcase studies that makes this method particularly appropriate for this dissertation is theirreliance on “multiple sources of evidence, with data deeding to converge in a triangulationfashion.” [139]
Case study research is a suitable methodology when an in-depth focus on a case isneeded while keeping a holistic and real-world perspective in studying social phenomenaat different scales, for example, ranging from small groups’ behaviours over managerialand organisational processes tomaturation of whole industries or domains [139]. It is alsoa preferred method if the researcher aims to explain phenomena, i.e., seeks to answer
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Table 1: “Key Characteristics of Case Studies” [26]. The table is entirely taken from [26], p. 371.

1. Phenomenon is examined in a natural setting.
2. Data are collected by multiple means.
3. One or few entities (person, group, or organization) are examined.
4. The complexity of the unit is studied intensively.
5. Case studies are more suitable for the exploration, classification and hypothesisdevelopment stages of the knowledge building process; the investigator shouldhave a receptive attitude towards exploration.
6. No experimental controls or manipulation are involved.
7. The investigator may not specify the set of independent and dependent vari-ables in advance.
8. The results derived depend heavily on the integrative powers of the investigator.
9. Changes in site selection and data collection methods could take place as theinvestigator develops new hypotheses.
10. Case research is useful in the study of “why” and “how” questions because thesewith operational links to be traced over time rather than with frequency or in-cidence.
11. The focus is on contemporary events.

“how” and “why” questions. Furthermore, case studies make sense if the phenomenonunder investigation takes place in the present and requires “an extensive and ‘in-depth’description.” [139]. Usually, the phenomenon itself does not have clearly evident bound-aries and no experiments or manipulations are used to intervene the natural course ofevents [26]. Within the information systems (IS) domain, case studies contrast with othercommon approaches in so far that, prior to the study, the researcher usually possessesless knowledge of the variables he is interested in and how they will be measured [26].At the same time, Benbasat et al. emphasize [26] that the degree of this knowledge maystill vary depending on the units of analysis, their number, and whether they are com-pared with each other. In [26], Benbasat et al. compiled eleven “key characteristics ofcase studies” [26] from [25, 29, 61, 112, 138] that can also serve as criteria for determiningthe suitability of the case study research method for a concrete research endeavour, seeTable 1.
Jennifer Platt, a representative of American methodological thought, has examinedthe limited and rather isolated applications of case studies in only certain research prob-lems in the past; and in the early 1990s, she concluded that the case study has increasinglybeen treated as method that has its own “logic of design [. . .] a strategy to be preferredwhen circumstances and research problems are appropriate rather than an ideologicalcommitment to be followed whatever the circumstances.” [100]. Therefore, consider-ing the identified research questions, research problem and objectives together with thescope of research (see Chapter 1), we applied the given methodological approach.
In accordance with Table 1, we have compiled Table 2 that analyzes in how far ourresearch endeavours shows the key characteristics of case study research of [26], in orderto demonstrate the suitability of the given method for our research.
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Table 2: Key characteristics of our research endeavours according to [26], compare with Table 1.

Criterion Explanation1. The phenomenon isinvestigated in its naturalsetting
The subject of eID public acceptance is studied in itsnatural setting. This is dictated by the nature of thephenomenon itself, i.e., it is a phenomenon how users(citizens) react and act if a solution (eID) will be imple-mented. As the eID in Estonia is state-provided, study-ing the phenomenon of public acceptance in an artificialsetting and attempting to replicate real-life conditionswould contradict with the essence and definition of thenotion itself.2. Data are collected bymultiple means. Desk research, surveys, questionnaires, and expert inter-views are used within this research. The data is furthertriangulated3. One or few entities areexamined In our case, the investigated eID ecosystem involves alarge number of stakeholders amongstwhich are individ-uals, groups, organizations, systems, abstract notions,etc. Therefore, we incorporate quantitative/qualitativesurvey techniques into our research methodology4. The complexity of theunit is studied intensively This case study consists of one unit of analysis, whichis the country of Estonia. The unit is investigated thor-oughly and in detail since in the context of public accep-tance, the country as a unit can be divided in multiplesubunits or embedded units.5. Exploratory stage of re-search The idea, that case study research is more suitable forexploratory research, is a rather classical viewpoint. Wefollow Robert Yin [139] who considers case study re-search as beneficial for both exploratory, descriptive andexplanatory research efforts. This research is not locatedin its exploratory phase. We argue that due to the wideand exhaustive body of knowledge on eID and the Es-tonian eID, the goal is to use this existing knowledge tofocus on a particular fragment, i.e., the phenomenon ofeID public acceptance. By means of topic-specific datacollection, an explanatory inquiry was carried out.6. No experimental con-trols or manipulation areinvolved
No experiments were designed or conducted within thisresearch.

7. The investigatormay notspecify the set of indepen-dent and dependent vari-ables in advance

No specific variables were identified in advance, nor thiswas a priority or goal within this research. It is possibleto conceive that public acceptance can be posited as thedependent variable, however, the design of this researchdoes not presuppose any experiments or measurement.8. The results derived de-pend heavily on the inte-grative powers of the in-vestigator

The results of thiswork should be reviewed and assessedby other researchers and experts of the field.

Continued on next page
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Table 2 – continued from previous page
Criterion Explanation9. Changes in site selectionand data collection meth-ods could take place as theinvestigator develops newhypotheses.

As the research presented in this dissertation was con-ducted over four years, both the site selection and thedata collection methods were modified together withthe focus and objective of this research under the inter-nal and external circumstances10. Case research is use-ful in the study of “why”and “how” questions be-cause these with opera-tional links to be tracedover time rather than withfrequency or incidence

Two out of three research questions are “how” ques-tions. In order to provide answers to these questions, aninvestigation of facts and events occurring within a cer-tain period of time was required. Indeed, the focus wasplaced on the “quality” of those occurrences rather thanon their frequency or whether they occurred in general.
11. The focus is on contem-porary events The main focus of the research was placed on the pub-lic acceptance of eID which can be seen as both a pro-cess that takes time, but also a result or an outcome,and hence may require investigating preceding eventsand actions). According to [139], “case studies are pre-ferred when the relevant behaviours still cannot be ma-nipulated and when the desire is to study some contem-porary event of set of events (‘contemporary’ meaninga fluid rendition of the recent past and the present, notjust the present”.

Yin [139] distinguishes several types of case studies. He claims that there was a ten-dency amongmany social researchers to array researchmethods hierarchically: case stud-ies were suitable only as a tool within the exploratory phase of research; histories and sur-veys for the descriptive phase; and only experiments could be used for explanatory pur-poses. Yin, however, does not agree with the idea that a case study is only suitable for thepreliminary phase of an inquiry and he rejects such hierarchy by pointing out that manyof the most prominent case studies have been explanatory case studies, e.g., “Essence ofDecision: Explaining the CubanMissile Crisis” by Allison and Zelikow [18]. A similarmiscon-ception can be refuted for descriptive case studies, which aside from history can be foundin other major branches of science such as political science and sociology. Yin claims [139]that every research method can be applied in each scenario, be it explanatory, descrip-tive, or exploratory. And even then, the sharp boundaries between the inquiries are notnecessarily implied since there are many overlaps between albeit distinct characteristicsof each. Indeed, the form of a question may already give a hint of which research methodthus is appropriate. However, Yin prompts to select first those inquiry and method thatwill be most advantageous within the conducted research.
2.1 Research Design
According to Yin [139], a case study can be a holistic case study, where the case is studiedas a whole; whereas an embedded case consists of several units of analysis.For the purpose of this dissertation, an embedded case study design is introduced.This decision was taken since the original case study has expanded and evolved over time.
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Figure 1: Case study design.

While collecting the data, the orientation of the study shifted. At the same time, the ini-tially planned exploratory investigation has evolved into an explanatory. In the preliminarystage, where the preparations for the research took place, i.e., learning countries’ prac-tices and identifying the knowledge gap in the literature, the types of asked questionswere “what” and “which”. However, once the data accumulated, it became clear, that thefocus needs to be changed, and therefore, the boundaries of the case were limited to aspecific case, i.e., the public acceptance of eID within the context of a particular country,Estonia, and its eID system. To avoid a too abstract level of study, the initially plannedcomparative multiple case study design, in which several countries would have been ex-amined, was replaced in favor of a single embedded case study design. Acknowledgingthis shift, in fact, allowed for this work to attain a clear focus on a particular case in aparticular context.
In order to design a case study that allows for various insights and discoveries, subunitsare useful tools for maintaining the focus. To achieve this, the subunits need be identifiedand aligned according to the research questions. Within this dissertation, the units ofanalysis also fulfill the function of streamlining the outcomes into the “larger” unit, i.e.,the “case”. In other words, these units help to define the public acceptance in Estonia.This not only helps to increase the clarity of the research design, but also addresses therisk of introducing a subunit in a case in general. Often, determining the type of a casestudy (exploratory, descriptive, explanatory) is, to a large extent, a matter of perspective.Also, different units of analysis inside a case study represent different types of inquiries.Within the research of this dissertation, the types of inquiry are determined for each unitof analysis together with the overall emphasis on the explanatory nature of this case study(see Figure 1).
The general analysis strategy for the case study presented in the given dissertation re-lies on a combination of two analytical techniques, i.e., linking data to theoretical proposi-tions andexamining rival explanations. The theoretical propositions are expressed throughthe theoretical framework presented in Chapter 2 that will provide the necessary con-cepts, notions, specifications and linkages to build up the case and interpret its findings.Rival explanations, abundantly discussed by Yin [139], serve as one of the criteria for eval-uating the strength of findings, as they are also crucial for both internal and external va-
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Table 3: Case study design.

Unit of Analysis Type of inquiry
1. Factors affecting eID public acceptance The RQ 1 whichcorresponds with this unit of analysis is answered via a sys-tematic literature review (SLR) [III] and in-depth expert in-terviews. The nature of inquiry for this question was ini-tially exploratory as this was the inception phase of the re-search. The purpose of this question is to identify factors ofpublic/user acceptance specific to eID by means of SLR. Theinput from the SLR has served as a part of the theoreticalframework in the further activities in other research block s.Furthermore, the outcomes were later used to reiterate thefindings for RQ1 through triangulation.

Exploratory/Explanatory

2. Citizens perceptions of and attitudes towards eID The RQ2that corresponds with this unit of analysis aims to analyzeEstonian citizens’ perceptions of and attitudes towards eID.A user-centric approach is crucial when introducing a newsystem or solution, hence, a detailed analysis of user needsis required. Here, using the input from the previously con-ducted SLR, a questionnairewas specifically designed to findout i) what qualities and features of the current authentica-tion options in Estonia the citizens find un- and appealing,and ii) what general tendencies in the public’s narrative arein the context of eID [IV,V]. RQ2was also partially addressedby the analysis on citizens’ perspectives on eID presented in[I]. It gained a series of valuable insights from in-depth ex-pert interviews that provided the stakeholders’ perspectiveon eID public acceptance.

Explanatory

3. Role of eID public acceptance in the success of
e-government The RQ3 that corresponds to this unit of anal-ysis addresses the inquiry on the significance of eID publicacceptance in the overall success of e-governance in Estonia.It provides views of stakeholders on the subject of study inorder to understand how Estonia reached the current levelof eID acceptance among its users and whether it is impor-tant in the state’s endeavors in implementing and maintain-ing a digital government. In-depth expert interviews withtop experts from relevant fields were conducted and ana-lyzed. The outcome complemented the previously acquiredresults and enriched the case evidences with experts’ opin-ions.

Explanatory
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lidity of a case study by means of introducing alternative plausible explanations for theoutcomes.
2.2 Timeline, Data Sources and Data Collection Procedures
The data for this dissertation comprises several rounds of data collection by means ofmultiple methods from a wide range of data sources.The centralmethods for data collectionwithin this case study are in-depth expert inter-views and questionnaires. Additionally, a systematic literature review and desk researchhave been conducted.Semi-structured in-depth expert interviews were used as one of the tools for collect-ing qualitative data. An interview can provide are that open-ended questions and probes“yield in-depth responses about people’s experiences, perceptions, opinions, feelings,and knowledge”. The amount of context is sufficient for interpretation.Along with interviews, online qualitative surveys were used to collect both quantita-tive and qualitative data, as these surveys combined the use of close- and open-endedquestions. It is quite common to regard surveys mostly as a tool for collecting quantita-tive data. However, Braun et al. are convinced [32] that qualitative surveys can serve as arich source of qualitative data with a potential to harness new perspectives and in-depthunderstanding of investigated matters. In [32], Braun et al. highlight a number of advan-tages that characterize online qualitative surveys. Firstly, the method offers flexibility andopenness in addressing an array of research questions through the access to a wide rangeof data that can include views, experiences, or material practices [32]. Secondly, onlinequalitative surveys are affordable to organize and facilitate easy access to populations ofdifferent sizes that may often be spread geographically. Additionally, the aim of a qualita-tive survey is to collect in-depth insights about the topic of research interest [32]. Anotheradvantage of qualitative surveys is the anonymous mode of data collection as it usuallyencourages the respondents to disclose (more) information of the surveyed topic. Oneof the concerns around this method is the claim that as compared to interviews, withinsurveys there is a high risk of losing depth of data. Yet, Braun et al. refute this argument[32] by providing a range of research examples that demonstrate that written responsescan offer a great deal of details within just even one submitted response. Such responsesmay often provide far more relevant information with a strong focus on the subject thaninterviews which may be less effective in case the informant tells a “bloated story” fromwhich its meaning cannot be grasped easily or, on contrary, the informant’s answer is tooparsimonious. Either way, independent of the method, these risks are real also becauseof circumstances and/or researcher’s skills.Within the current dissertation, the surveys are split in two data collection roundsdescribed below and consist, as was already mentioned, of close- and open-ended ques-tions. Though compelling arguments in favor of fully qualitative online surveys are broughtabove, we also introduced questions with prepared multiple-choice answers in order tocollect quantitative data aswell. Combining qualitative and quantitative data has acquiredawider acceptance and employment as a research practice across different research fields[73]. The aim ofmixedmethod data collection is to complement the insights that each hasto offer.Another data collection method used within this dissertation is literature review.Conducted and published in 2019, the literature review in the context of this disserta-tion serves as one of the research methods for data collection. Not only it performs thecommon function of providing an overview of a particular research area on eID and publicacceptance, but it also synthesizes research findings to uncover research gaps that in turn
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urge for creating new theoretical concepts and models [111].Keeping in mind the purpose of this literature review, it was conducted following thesystematic literature review guidelines of Kitchenham and Charters [63] (widely known asKitchenham’s guidelines). According to Moher et al., a systematic literature review helps“to identify all empirical evidence that fits the pre-specified inclusion criteria to answera particular research question or hypothesis. By using explicit and systematic methodswhen reviewing articles and all available evidence, bias can be minimized, thus providingreliable findings fromwhich conclusions can be drawn and decisionsmade” [84]. Kitchen-ham’s guidelines increased the rigor and trustworthiness of the conducted study. Thisway, the adhered SLR protocol allowed to extract a set of categories that group factorsinfluencing eID acceptance. These factors were later incorporated into further researchactivities as a part of theoretical framework.The data sources and data collection procedures are further described in a form ofa timeline which increases the clarity and understanding of the dissertation’s researchdesign and interrelations between its components.The first round of data collection took place in 2017 [I]. The research objective of thestudy was to examine the status of eID adoption in Ukraine, evaluate the citizens’ aware-ness level and identify its associated drivers and barriers. The study employed an ex-ploratory type of inquire. The data were collected primarily by means of online surveysthat were launched among citizens and yielded 222 responses. The goal of the survey wasto analyze how aware citizens are about the back then newly introduced eID, whetherand how often they use e-services, and what are the overall attitudes towards the digital-izing government. Though this study is mainly citizen-centric when it comes to the datasource, in order to acquire a broader view on the problem of eID awareness, three ex-pert interviews with public officials were conducted. All three interviewees represent thestakeholders of a local government project on an issuance of a citizen card with multiplefunctions and applications. The interviews were semi-structured, consisted of ten initialquestions. The interviews lasted on average 45minutes andwere recordedwith a desktopaudio application. The codes and themes were created using excel sheets and analyzedmanually to address the overall research question on the eID public awareness and its rolein the success of eID implementation. Along with primary data collection techniques, adesk research was also conducted with the purpose of learning international practices ofeID implementation and introduction.The work [I] has served as a commencement for the current case study and identifiedthe topic of public acceptance as a point of our interest. The outcomes of this study willbe incorporated to address the research questions of this dissertation (see Section 5.1).The second data collection round took place in 2018. A literature review employing SLRguidelines and procedures was conducted [III]. Adhering to [63] and [133], the literaturereview included the next steps:
1. Identifying the need for literature review.
2. Formulation the research question.
3. Developing a search strategy.
4. Carrying out a comprehensive search of studies.
5. Analyzing and extracting data from the selected studies.
6. Synthesizing the results
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7. Writing-up an interpretation of results.
The search terms were adapted to answer the following research question: what arethe factors that affect eID public acceptance?The search has retrieved in total 146 studies, out of which, after careful considerationof the subject, 39 studies were included into the final set of review. Among the retrievedstudies, such types as conference proceedings, journal articles, book chapters, theses,policy documents, and reports were captured.Next, the relevant studies were processed and arranged in a set of categories thatrepresent factors of eID public acceptance and consist of operational notions used andaccommodated further within the current case study research. Thus, the conducted study[III] serves as a part of theoretical framework for the current case study research. It alsorepresents a wide array of related work on eID acceptance.The third round of data collection took place in 2019. The study was design as a casestudy research with a semi-structured qualitative online survey as the main data collec-tion method. The survey comprised closed and open-ended questions. The latter wereanalysed by means of thematic analysis that was conducted manually and facilitated byexcel sheets. The pre-defined constructs, i.e., the factors of eID public acceptance, as theoutcome of the second data collection round serve as a theoretical framework to concep-tualize and interpret the results of the survey.Comparing to the second study, the investigated issue at hand was now narrower. Theaimof the studywas to look in the case of Estoniawhen it comes to the daily use of eID andits multiple means of authentication. The research questions for this study were posed asfollows:
1. Which eID authentication methods are preferred by the citizens?
2. What are the factors of eID public acceptance in Estonia?
The survey was designed for the owners of the Estonian eID, which includes citizens,residents, individuals holding a digital citizenship (e-residency), holders of electronic iden-tity cards. Altogether, the survey yielded n = 268 responses (the population of Estonia isapproximately 1,328,000 citizen, and approximately.= 97% of Estonian citizens have aneID [21 ], which is approximately N = 1.288.000, resulting in 95% confidence level with 6%margin). The survey was created by means of an online platform surveymonkey.com. So-cial media platforms and email channels were used to distribute the survey. As Estonia isa multi-lingual country, the survey was distributed in three languages: Estonian, Russian,and English. The survey consisted of 12 questions.Additionally, official requests for data provision were submitted to the issuer of eID,Police Border Guard Board (PBGB), and the trust services provider, SK ID Solutions AS(SK). These institutions were able to provide statistical data on the total number of OnlineCertificate Status Protocol (OCSP) requests, the number of national eID part of the OCSPrequests (all national documents including mobile-ID), mobile ID and Smart ID usage innumbers within the period of 01.01.2017–01.05.2019. This data was used to complementthe analysis of the survey responses (see Figure 10).The fourth round of data collection took place in 2021 in a form of in-depth expertinterviews. The primary goal of the interviews was to answer RQ3, however, based on theoutcomes and insights from previous studies, the interview questions were formulatedto address also the RQ1 and RQ2. In total, seven in-depth interviews with top expertsfrom the eID domain were conducted. Table 4 presents the positions and affiliations ofthe expert interviews as well as the duration of the interviews. To ensure data privacy
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Table 4: List of interviewees.

Position Affiliation1. Director eGovernance Academy (eGA)2. CEO Non-profit organization3. CEO SK ID solutions4. Government CTO Ministry of Economic Affairs and Communication5. Deputy Director State Information System Authority (RIA)6. Head of eID Department State Information System Authority (RIA)7. Founder of eGA,Consultant Independent

and ethical concerns, prior informed consent was obtained from each of the intervieweesbefore the interview process. The interviews were recorded via Microsoft Teams that hasalso allowed to use the screen sharing functionality which helped to display the interviewquestions for the informants. This in turn ensured staying on track with the narrativesbut also allowed focusing on each question one-by-one while having the possibility to beflexible and detour for the emerging questions and then circle back.The steps taken within the interview process are:
1. Designing interview questions based on the RQ and prior results.
2. Designing an interview guide.
3. Conducting video-recorded interviews.
4. Transcribing recordings of the interviews.
5. Analyzing collected data.
Six out of seven interviews took place online vis Microsoft Teams and were recordedbymeans of software functionalities. The interviewswere transcribed bymeans of a web-based software Otter.ai.In order to ensure a high quality of data for further analysis, and for the purposes oftranscriptions, a transcription protocol was designed. The protocol and its overall struc-ture took into account the seven principles of audio transcription suggested by Mergen-thaler and Stinson [82]. The principles are displayed as follows:
1. Preserve the morphologic naturalness of transcription. Keep word forms, the formof commentaries, and the use of punctuation as close as possible to speech presen-tation and consistent with what is typically acceptable in writ-ten text.
2. Preserve the naturalness of the transcript structure. Keep text clearly structured byspeech markers (i.e., like printed versions of plays or movie scripts).
3. The transcript should be an exact reproduction. Generate a verbatim account. Donot prematurely reduce text.
4. The transcription rules should be universal. Make transcripts suitable for both hu-man/researcher and computer use.
5. The transcription rules should be complete. Transcribers should require only theserules to prepare transcripts. Everyday language competence rather than specificknowledge (e.g., linguistic theories) should be required.
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6. The transcription rules should be independent. Transcription standards should beindependent of transcribers aswell as understandable and applicable by researchersor third parties.
7. The transcription rules should be intellectually elegant. Keep rules limited in num-ber, simple, and easy to learn. Guided by the above principles, the transcriptionprotocol for current study was also using directions provided by McLellan et al. in[80]. A few steps of the original transcription protocol were omitted as the softwareautomatically completed them.
In line with the work of McLellan et al. [80], the next steps were applied to the record-ings:
• The recordings were transcribed verbatim (i.e., recorded word for word, exactly assaid), but excluding any nonverbal and background sounds in order to facilitate thethematic in NVivo 12.
• Nonverbal sounds were excluded from the transripts.
• If interviewers or intervieweesmispronouncedwords, thesewordswere transcribedas the individual said them.
• The transcript were “cleaned up” by removing foul language, slang, grammaticalerrors, or misuse of words or concepts. If an incorrect or unexpected pronuncia-tion resulted in difficulties with comprehension of the text, the correct word wascorrected.
• The spelling of key words, blended or compound words, common phrases, andidentifiers were standardized across all individual transcripts. Enunciated reduc-tions (e.g., gotta, kinda, lotta, sorta, wanna, coulda, could’ve, couldn’t, coudn’ve,would’ve, wouldn’t, wouldn’ve, should’ve, shouldn’t, shouldn’ve) plus standard con-tractions of is, am, are, had, have, would, and whatnot were used.
• Filler words (such as “huh”, “mm”, “mhm”, “yeah”) were transcribed.
• Word or phrase repetitions were transcribed. If a word was cut off or truncated, ahyphen was inserted at the end of the last letter or audible sound.
The Otter.ai software identified portions of the recording that are inaudible or difficultto recognize. If a relatively small segment of the recording (a word or short sentence) waspartially unintelligible, we typed the phrase “inaudible.” This information was placed insquare brackets.We checked (proofread) all transcriptions against the recording and revise the tran-script file accordingly. We adopted a “three-pass-per-tape” policywhereby each recordingwas listened to three times against the transcript before it was exported.This scrupulous procedure aims to provide a deep level of transcription that is requiredto correspond with the intended level of analysis of our work. In [80], McLellan et al. ar-gue that “If an analysis focuses on providing an in-depth description of the knowledge,attitudes, values, beliefs, or experiences of an individual, a group of individuals, or groupsof individuals, a greater number and possibly lengthier units of text need to be included inthe transcript. With this type of analysis, researchers are not only interested in identifyingpatterns and salient themes. They also want to demonstrate variations in how social phe-nomena are framed, articulated, and experienced as well as the relationships within and
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Table 5: Interview length.

Interview Words Pages, A4 DurationInformant 1 6,800 13 0:58:00Informant 2 9,240 16 1:02:00Informant 3 7,765 14 1:08:00Informant 4 8,716 13 1:00:00Informant 5 4,609 12 0:42:00Informant 6 1,1732 17 1:25:00Informant 7 7,144 11 1:20:00
Total 5̃,6000 9̃6 7̃:58:00

between particular elements of such phenomena.” In [28], Boguraev et al. also suggestthat “[. . .] granularity of analysis” must be closely tied into context and rely on linguisticphrases”.
The transcription of all interviews for the current study yielded is presented in numbersin Table 5. The numbers are approximate representations as, for example, the numberof pages may vary depending on the formatting of the document. In case of the giventranscriptions, the number of pages is a result of such formatting parameters as: fontArial, 12 pt, 1.15 interval.
The transcripts were then uploaded to the qualitative data analysis software NVivo 12.
The full description of the thematic analysis procedures is provided in Section 2.3.The analysis procedure conducted for all four data collection rounds within the currentdissertation consists of the next stages.
To explain the analysis procedure, it is worth mentioning again that topic itself hasunfolded over time, and each following data collection round was conducted with con-sideration of the analysis outcomes from previous ones. As such, the research questionsposed in each study and answered in the form of results that were also published ear-lier [I,III,IV]Tsap20Tsap20b cannot serve as a standalone answer(s) for the research ques-tion(s) in the context of the current dissertation. Referring to the current case study de-sign, the research questions in the studies belong to corresponding units of analysis. Eachof those, in isolation, do provide answers for the questions within them. In chronologicalperspective, the units of analysis are linked to each other. However, only in the context ofthe entire case, the value produced by each unit added up altogether can provide a syner-gic result that in turn addresses the overarching research questions. Therefore, all resultswill be evaluated using triangulation. Moreover, they will be interpreted through and op-posed to the theoretical concepts brought in Chapter 2. Explanation building techniqueand rival explanations discussed by Yin [139] will be used to build and test the narrative.

2.3 Thematic Analysis
Thematic analysis is a prevailing analysis method in the current dissertation. Thematicanalysis is argued to be one of the foundational methods for conducting qualitative anal-ysis [31]. Boyatzis [30] defines it rather as a tool that can be used across various methods.He also believes that this is one of the generic techniques applied within qualitative in-quiry. However, Braun and Clarke [31] insist on thematic analysis to be considered as anindependent, stand-alone method.

Thematic analysis is valued for its flexibility. This method can be applied across theo-retical and epistemological approaches while other methods belong either to essentialist
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or constructionist paradigms. In the opinion of Braun and Clarke [31] “through its theo-retical freedom, thematic analysis provides a flexible and useful research tool, which canpotentially provide a rich and detailed, yet complex, account of data”.Throughout the first, second, and third data collection rounds, thematic analysis wasused as a complementary analysismethod, whichwas justifiedby a relatively small amountof data.In the first data collection round [I], thematic analysis was used to analyze and inter-pret open-ended questions in the questionnaire and identify main themes in the threeexpert interviews. In this round, the thematic analysis was conducted manually using Ex-cel sheets and employed a fully inductive approach in determining main themes.In the second data collection round [III], thematic analysis was used to synthesize andstructure the results of the literature review and consisted of two phases. The first phasetook place once the final set of documents was retrieved and each item has gone througha thorough read and identifying relevant narrativesmarked as codes in the itemfiles. Afterseveral rounds of reading the identified fragments, or codes, categories, i.e., the factorsof eID public acceptance, were formulated, which in other terms were also the themes.Here, the first phase employed an inductive approach allowing to rely on data while iden-tifying the codes and themes. Further, as a part of the second phase of thematic analysis,the identified codes were interpreted against the created set of measures aimed at de-termining whether the code, or the notion that underlies in of the factors, we highlightedas a positive, negative, binary, or neutral notion/instance. Here, in contrast with the firstphase, a deductive approach was applied when determining the codes and relations be-tween them according to pre-defined categories and measures (see Figure 8).In the third data collection round [IV,V], as in the first one, thematic analysis was ap-plied in interpreting the open-ended questions’ responses. It proved to be a suitablemethod due to an amount of textual data submitted by the respondents. The analysiswas facilitated by Excel sheets. A hybrid approach of combining deductive and inductivecoding enabled to recognize the pre-existing themes, i.e., factors of eID acceptance thatwere identified prior to this, while at the same time, identifying additional themes thatdid not fit into existing theme set yet revealed valuable input for further analysis and con-sideration.The fourth data collection round (see Section 5.4) was focusing purely on gatheringqualitative data by means of semi-structured in-depth expert interviews. Considering thevolume of transcribed text and the priority of providing a high-quality and detailed rigor-ous QDA (qualitative data analysis), a computer-based QDA tool, NVivo 12, was used forthematic analysis.The interviews were analysed using a hybrid approach in coding, i.e., a combinationof inductive and deductive coding. As an analysis strategy, it also implies “immersion inthe details and specifics of data to discover important patterns, themes, and interrela-tionships” [96]. In this sense, the identified themes are strongly rooted in the data it-self, or, in other words, are data-driven [96]. Such strategy was exactly applied to answerthe main research question within the fourth data collection round. While attemptingto understand how and why eID public acceptance becomes important for the successof e-governance, no pre-determined concepts or assumptions were made. As Braun andClarke describe this approach [31], if the data is collected specifically for this research,the themes identified should not be related to or identical with the questions that wereasked of the informants. Nor any theoretical agenda is concerned with it. Hence, withinthe process of coding, the data related to themain research question of the study was notplaced in a pre-existing set of codes. However, in parallel, we also conducted a deductiveresp. “theoretical” [31] thematic analysis. Aside from the intention to answer themain re-
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Table 6: Steps of thematic analysis (Adapted from [31]).

Phase Description of the ProcessFamiliarizing yourselfwith your data Transcribing data (if necessary), reading and re-readingthe data, noting down initial ideas.Generating initial codes Coding interesting features of the data in a systematicfashion across the entire data set, collating data rele-vant to each code.Searching for themes Collating codes into potential themes, gathering all datarelevant to each potential themeReviewing themes Checking if the themes work in relation to the codedextracts (Level 1) and the entire data set (Level 2), gen-erating a thematic ‘map’ of the analysisDefining and namingthemes Ongoing analysis to refine the specifics of each theme,and the overall story the analysis tells, generating cleardefinitions and names for each theme.Producing the report The final opportunity for analysis. Selection of vivid,compelling extract examples, final analysis of selectedextracts, relating back of the analysis to the researchquestion and literature, producing a scholarly report ofthe analysis.

search question about the correlation between eID public acceptance and e-governancesuccess, we had an opportunity to analyse the data realm based on the already acquiredfindings and genuine theoretical interest for the topic. Particularly, some of the codesand themes that appeared during the coding process match, for example, with the find-ings from previous studies. At the same time, some codes were clearly contradicting withthose, and hence will be further considered during the final data evaluation for disserta-tion and serve as rival propositions and explanations that way increasing the validity ofthe case. This was also a great setting to triangulate our findings later.
Considering the source of data in the last data collection round, which is the interviewsfrom seven top experts in the eID field, a combination of two analytical approaches is jus-tified. Other researchers also argue, that when it comes to analysis on practice, adheringto methodological purity becomes rare. Because of the nature of data collected, i.e., in-terviews, the reasoning of people is in general complex enough to do a pre-determinedhypothesis testing while staying open for other emerging aspects during the research ac-tivities [96]. The ability to stay creative and adaptable while studying various phenomenais rather beneficial in a real-world setting with ever-changing conditions.
During the entire process of our thematic analysis, we followed the guidelines of Braunand Clarke [31] in order to assure rigor and accuracy (see Table 6).
Before continuing to the results of thematic analysis, an overview of theories and con-cepts that form the theoretical framework of this dissertation in Chapter 3 together withthe case context description in Chapter 4 need to be provided to ensure a complete andwell-rounded understanding of the subject and the outcomes yielded. The current chap-ter merely reveals the methodological approach, procedures, and tools used togetherwith the story behind the course of this research.
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2.4 Validity Procedures
The overall concern with the case study research design when it comes to its validity ismainly related to a belief that its findings are not generalizable to any broader level [139].Yin [139] calls for a need to distinguish the analytic generalization from the statistical gen-eralization.

To avoid possible pitfalls, it is advisable (if not necessary) to rely on multiple sourcesof data for triangulation purposes. In [96], Patton also points out the rationale behindemployingmultiplemethods and cites Brewer andHunter [33] who refer to a combinationof several methods as “an arsenal of methods that have nonoverlapping weaknesses inaddition to their complementary strengths” [33].
Patton also reminds [96] that triangulation may result in showing some differences inthe results achieved by the use different methods, however, it points rather to the factthat each type of inquiry may be influenced by various real-world nuances. This impliesan opportunity of a deeper insight and understanding of the studied phenomenon andits relationships with different inquiries. Hence, it also demonstrates that triangulationdoes not necessarily point to an essentially identical yielded outcomes but rather testsfor such consistency [96]. Triangulation is only one part of research quality assurance. Acommonly agreed on set of validity procedures can be used for a respective assessment.Table 2.4 is adapted from [139] and includes part of validity procedures of widely acceptedframework that are relevant to and adhered within the current case study.
Construct validity refers to the identification of correct operational measures for theconcepts being studied. There are two ways to ensure construct validity. The first oneis to identify a chain of evidence which means it is possible to trace how the researcherhas arrived to the conclusions he reached departing from original research questions. Thesecond is to look at the investigated phenomenon from different perspectives by employ-ing multiple data collection techniques. Table 2.4 also indicates a third measure whichis reviewing the case study report by key informants, however, taking into account theformat of the case study report that is essentially this dissertation, the review as such ispostponed. The test of construct validity within the current case study can be done byreferring to the timeline of the research and the data collection procedures’ descriptionwhich aids to establish the chain of evidence. The data collected for this case study em-ploys multiple methods of collection having in mind the importance of triangulation.
Internal validity refers to establishing a causal relationship, whereby certain conditionsare believed to lead to other conditions, as distinguished from spurious relationships. In-ternal validity can be a potential weakness of an explanatory case study particularly since,here, the case study is built on inferences. Gibbert (2008) suggests three techniques toaddress the risk of weak internal validity. These are the: 1) pattern matching – empiri-cally observed patterns should match with the ones found in previous works in differentcontexts; 2) clear research framework that explains the causal relations between the con-structs whose interaction results in the studied phenomenon; and 3) adopting differentperspectives on the outcomes through theory triangulation. Yin’s suggestions are similarand the applied ones within the current case study can be seen in Table 2.4. The attemptto ensure the internal validity for the current case study research is done by applying allthree of the mentioned techniques. The results received from the analysis of empiricalevidence are evaluated against the existing body of knowledge for (in)consistency. Theresearch framework is described in detail in the form of a research design. Coming backagain to multiplicity of views, triangulation is accounted. When using Yin’s terms of en-suring internal validity, pattern matching, explanation building, and rival explanations areapplied to challenge the outcomes of the current case study.
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Table 7: Validity procedures.

Tests Tactic Research phase in which
the tactic is addressedConstruct validity Use multiple sources of evidenceHave key informants review thedraft of report
Data collectionComposition

Internal validity Pattern matchingExplanation buildingAddress rival explanations
Data analysis

External validity Use of theory in single-case studies Research designReliability Use of case study protocolDeveloping case study databaseMaintain a chain of evidence
Data collection

External validity refers to showing whether and how a case study’s findings can begeneralized. The explanatory nature of this case study requires to point out the uniquecircumstances and setting that might have been the cause of the case ‘emerging’ in thefirst place. Therefore, it is reasonable to distinguish between the statistical generalizationand analytical generalization. Statistical generalization aims to extrapolate the identifiedcauses in a sample to the entire population whereas analytical generalization strives totheorizing based on the case. In the current case study, we lean towards analytical gen-eralization in the sense of explaining “how” and “why” the phenomenon of eID publicacceptance occurs, what are its causes and what implications it bears. Indeed, the natureof the case calls for a specific question of whether it can be replicated in other contexts,i.e., other countries, but one must accept that all observations and findings are the causeof a particular and unique context. Hence, a more appropriate task is to provide expla-nations on an abstract and theoretical level that can then be transferred to a differentcontext. To ensure such transferability is possible, Yin’s hints on addressing the issue ofexternal validity during the research design phase andmaking sure the case study uses theright theories and/or theoretical propositions. In terms of the current case study research,the research design, and, specifically, the research questions, are carefully considered andbacked with chosen theoretical concepts. The received outcomes are then triangulatedto increase their validity.Reliability refers to demonstrating that the operations of a study - such as its data col-lection procedures - can be repeated, with the same results. The common way to addressreliability is to produce a case study report which entirely explains how the case studyresearch was conducted. The current dissertation can serve as the case study report andused to test the reliability of this case study. The chain of evidence has been maintainedand documented. The data collected within the entire case study is retained and stored.
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3 Theoretical Background
This chapter provides an overview of theoretical concepts that together form a theoreti-cal framework through which this dissertation is viewed and on which it is built upon. Thechapter is divided in three subsections where each theory or concept is respectively de-scribed. The content of the work within the chapter does not provide an immediate con-text to the dissertation’s subject but does draw general linkages to the field for the betterunderstanding of the text by the reader. The main concepts discussed are the TechnologyAcceptance theories, Institutional Design, and Actor Network Theory.Why these theories are important in the context of eID public acceptance? The tech-nology acceptance theories will help the reader grasping the main variables that accep-tance consists of, regardless of a kind of a technology we are dealing with. Moreover,these theories are the primary origins of modern concepts of our vision and commonknowledge about how and why an invention, a technology, an artifact can be used, is go-ing to be used and why. Further, in Section 5.2 we will see that the factor of eID publicacceptance are emanating from technology acceptance theories but in a more specificform. As for the Institutional Design framework and Actor Network Theories, these willnavigate the reader through the relations of stakeholders on different institutional levelsand in different settings. The two theories complement each other and help interpretingthe complex interactions among the participants of the Estonian eID ecosystem, includingend-users themselves.
3.1 Technology Acceptance
One of the priorities of decision makers has been to identify the factors that influenceusers’ intention to use a particular system. This knowledge can be taken into account dur-ing the development phase. The question of why and how new technologies are acceptedby people has been on the radar of both researchers and practitioners [114].Over several past decades, a series of theories, concepts, and frameworks have beendesigned to explain the user adoption of technologies and variables that affect it. Amongthose are the Technology Acceptance Model (TAM), Theory of Planned Behaviour (TPB),Theory of Reasoned Action (TRA), Diffusion of Innovation theory (DOI), Unified Theoryof Use and Acceptance of Technology (UTAUT) and many other theories and models thatderived, been extended or modified by means of various constructs. For instance, [114]who reviewed the technology adoption models and theories, also includes a model of PCUtilization, a social cognitive theory, and a motivation model (see Figure 2).Given a wide array of models that explain the adoption of technologies, over thecourse of the research within this dissertation, the constructs of the following modelsand theories were used and applied in regards to factors of eID public acceptance: Theoryof Planned Behaviour [11], TAM [45], UTAUT [130]. These models and theories and theirextensions are discussed below in the further subsubsections.
3.1.1 Theory of Planned Behaviour
The Theory of Planned Behaviour (TPB) that was introduced by Ajzen in [11] is a contempo-rary version of the Theory of Reasoned Action (TRA) from Fishbein and Ajzen [49]. TRA iscomposed of three cognitive components, i.e., attitudes (unfavourableness or favourable-ness of person’s feeling for a behaviour), social norms (social influence), and intentions(individual’s decision to behave in a certain way). The foundation of TPB is built uponthree independent predictors of intention: attitude toward behaviour which stands for“the degree to which a person has a favourable or unfavourable evaluation or appraisal of
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Figure 2: Adoption models overview by Taherdoost [114].

the behaviour in question” [11]. The second determinant is subjective norm, a social factorthat refers to “the perceived social pressure to perform or not to perform the behavior”[11]. The third construct is the perceived behavioural control whichmeans “perceived easeor difficulty of performing the behaviour and it is assumed to reflect past experience aswell as anticipated impediments and obstacles” [11].As Taherdoost notes [114], the third variable in TPB poses realistic limitations on theindividual’s actions which are not always under volitional control. In TRA, the crucial con-dition is that person’s actions are systematic, rational and, most importantly, voluntary.This creates an issue with validation of TRA. However, TPB has also received its criticismwhich is the exclusion of emotions and habits as influencing factors. Additionally, someresearchers point out the extent to which certain beliefs can as mediators affect the out-come of IT adoption and its use. As Jokonya notes [58] the perceptual beliefs can be diffi-cult to understand in terms of the degree of their possible influence. Moreover, anotherweakness of TPB is the “lack of explanatory power of testing different IS contexts since itsoriginal constructs do not fully reflect every context” [58].
3.1.2 Technology Acceptance Model
Technology Acceptance Model (TAM) by Davis [45] is perhaps the most influential theoryon the adoption of technology in IS research [24, 58, 97, 114]. TAM by Davis and its familyof approaches are discussed in this subsection and referred to as simply “TAM”.TAM derives from the TRA [45]. While TRA is a theory that explains human behaviour,TAM was designed to model user acceptance in the IS domain [39]. Originally, the in-tention was to apply the model specifically to construct the users’ acceptance within anorganization where information systems (e.g. emails and computers) are introduced toincrease productivity and quality of work, optimise job-related processes [45].TAM consists of two dimensions: Perceived Usefulness (PU) and Perceived Ease of Use(PEU). Perceived Usefulness in an organizational context refers to “the degree to which aperson believes that using a particular systemwould enhance his or her job performance”
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and Perceived Ease of Use refers to “the degree to which a person believes that using aparticular system would be free of effort” [45].As Figure 3 shows, the user acceptance presents itself as a four-stage process duringwhich the decision to use the technology transforms under the impact of particular vari-ables.TAM originally aimed to study acceptance and system use by employees in an organi-zation [45]. After theoretical analysis and synthesis of various theories such as self-efficacytheory, human-computer interaction, diffusionof innovations,marketing, expectancy the-ory and others on the subject of perceived ease of use and perceived usefulness, valida-tion of the model was conducted after carrying out several field and lab studies whereusers were testing software (e.g. a mail system, a file editor, a graphics editor). An out-come was that the correlation of both constructs as determinants of acceptance weresignificant. Especially, this concerned the perceived usefulness. As Davis explained, theprimary motivation for the user to adopt a systems is the function it performs and thevalue it brings as a consequence of its use, and only after that secondly comes the easeof its use. He further mentions that users are quite often ready to cope with some diffi-culties during the use of system if the function it performs is critically important for them.This surely may discourage the adoption of a system to a certain extent, however, if thissystem does not deliver a desired outcome, any amount of ease of use can be otherwisedisregarded. This contains an important message to designers and developers who arestrongly suggested to consider usefulness and its human factor dimension as an elementof a successful system [45].However, TAM has received its portion of criticism. Efforts have beenmade to addressTAM and its further extensions’ lack of guidance. One of the best known models were in-troduced by Venkatesh and Davis [128], where first criticism on TAMwas discussed. As theauthors state, TAM “ [. . .] is predictive but does not really offer enough to help designersand managers to alter the course of the fate of a system because it simply states that themore the usefulness and the more the ease of use, the greater the use.”Later, this gap was attempted to be bridged with TAM’s extensions and derivatives.Mainly, same researchers, Venkatesh and Davis, presented TAM2 [129] where the focuswas put on identifying the determinants of one of the predictors: perceived ease of use(see Figure 4).Following the TAM2, Venkatesh then introduced another set of determinants for theperceived ease of use. These include anchors (i.e., computer self-efficacy, perception ofexternal control, computer anxiety, and computer playful-ness) and adjustments (i.e., per-ceived enjoyment and objective usability). Venkatesh informally, as he puts it himself,refers to this model as TAM2’ in order “to reflect its complementary role to paper on thedeterminants of perceived usefulness.” [126]As a result of theoretical synthesis and integration with an empirical set, Unified The-ory of Acceptance and Use of Technology was designed. It will be described in detailfurther below. To conclude with the TAM evolution and its extensions, in 2008, TAM3was introduced by [127] as a result of endeavour to study interventions by introducing
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Figure 4: Determinants of Perceived Usefulness in TAM2 by Venkatesh and Davis [129].

enhancements for promoting employees’ acceptance [126]. Ultimately, in TAM3 its pre-decessors TAM2 and TAM2’ are merged
3.1.3 Unified Theory of Acceptance and Use of TechnologyInspired by TAM, UTAUT model was introduced in 2003. Aiming to address TAM’s lackof guidance, a new theory was designed as a result of synthesizing thirty two constructsacross eight models with an outcome of four variables significant in their conjunction tothe analysed models [130].Four significant predictors, introduced by Venkatesh are performance expectancy, ef-fort expectancy, social influence, and facilitating conditions. They are defined as follows.Performance expectancy refers to “the degree to which an individual believes that usingthe systemwill help him or her to attain gains in job performance” [130]. Effort expectancyis defined as “the degree of ease associated with the use of the system” [130]. Social influ-ence is “the degree to which an individual perceives that important others believe he orshe should use the new system” [130]. Facilitating conditions are defined as “the degreetowhich an individual believes that an organizational and technical infrastructure exists tosupport use of the system” [130]. Together with the four core predictors, four moderatingvariables are added: age, gender, experience, and voluntariness of use (See Figure 5).When it comes to criticism of UTAUT, the author of the model indicates the followingin his paper where he reflects on the developments ten years later since the moment themodel has seen the world: “. . . although UTAUT offers more precise prediction of tech-nology acceptance given the greater amount of variance explained and the various con-tingencies in the model, like TAM, it is lacking in terms of providing design or managerialguidance.”Still, a meta-analysis of the UTAUT model by Dwivedi et al. [48] suggests its strongvalidity, noting a high or mixed significance of the relationships between the model’s pre-dictors and external variables . The study also revealed the trend of introducing a growingnumber of different external variableswhen it comes to the evaluation of acceptance. Theauthor of UTAUT himself introduced in 2008 yet a further modification of the model, theUTAUT2, as the consequence of the technology expansion beyond the workplace context.
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The updated model considers “specific contexts can bring about changes to existing the-ories in various ways.” [126] The new additional variables are hedonic motivation, pricevalue, and habit. The hedonicmotivation refers to “the fun or pleasure derived from usinga technology” [131]. The price value is defined as “consumers’ cognitive trade-off betweenthe perceived benefits of the applications and themonetary cost for using them” [131]. Thevariable of habit is defined as “the extent to which people tend to perform behaviours au-tomatically because of learning” the extent to which people tend to perform behavioursautomatically because of learning [131]. Among other updates in UTAUT 2, themoderatingvariable of voluntariness of use is dropped since the model itself targets the consumers’context where unlike in the workplace setting, the use of system or solution is fully volun-tary and hence is redundant. In this sense, for the case of Estonian eID, the UTAUT2 wasobviously dismissed as it does not fulfil two criteria: 1) the voluntariness of use (as eIDin Estonia is mandatory to have); nor 2) the context is not consumer-related since in thecase of Estonia, the nature of relationships between the user of the system/solution canbe qualified rather in terms of e-government, i.e., G2C (government-to-customer), G2B(government-to-business), or G2G (government-to-government).
If we come back to the first and original version of UTAUT [130] and couple it withthe context of public acceptance of eID, UTAUT is not sufficient be solely applied for theeID adoption case of Estonia. It is worth to repeat the weakness of this model and notethat some contexts may require different changes in the models’ constructs. This alsounderpins the relevance of this dissertation due to the need of identifying external vari-ables which might have a significant impact on the public acceptance. Furthermore, evenif we zoom out to the context of e-governance and the respective applications of tech-nology adoption models within such scope, the use of single model will not provide a fulloverview and explanation of the public acceptance. Be it TAM or UTAUT, one variable oranother will remain uncovered and will require external determinants to be introduced inthe equation. Only one or two decades ago, a system was far more primitive than nowa-days, consisting of a PC with a standard software with a single user/employee in an orga-nizational setting [39, 10]. However, today and further in the future, IT systems are andwill be designed using a different logic offering a range of personalized and context-basede-services [39].
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3.2 Institutional Design by Koppenjan and Groenewegen
It is not enough to discuss the phenomenon of public acceptance purely by dissecting itinto constructs and looking into the relationships between them. These constructs existin an environment that is far away from being isolated from external influences. It takesmuch more to track and identify all of these than just simply tweaking the known deter-minants in order to find the right ratio and reach acceptance.

Public acceptance is both an outcome and an instrument. An immense amount oftime, efforts, resources, and conditions are standing behind public acceptance as an out-come. Therefore, in this subchapter, the perspective of institutions will be discussed. Theaim is to unveil the potential of institutional design when it comes to large-scale informa-tion systems such as e-governance, e-government, and eID.
In [64], Koppenjan and Groenwegen present an analysis framework (see Figure 6)aimed for a certain range of large-scale technological systems that “do not consist merelyout of technological assets, but involve institutions as part of their solutions” [27]. Thecomplexity of such socio-technical systems is explained by numerous dependencies thatexist between their institutional and technology parts. According to KG, these complextechnological systems consist of technology component which is important however doesnot merely determine the functioning of the entire system. What matters also is the be-haviour of actors (individuals, groups or organizations) who actually make the decisionson the system, its development and functioning.
Another aspect is that these systems are characterized by multiple actors involved.Very often, they consist of more than one organization but rather of a constellation oforganizations. Next, the actors and institutions of such complex technological systemsinclude both public and private parties which are impacted by the functioning of the sys-tem. Lastly, the latter is influenced by such forces as government regulations (on multiplelevels) and market forces (demand, competition, cost).
Koppenjan and Groenewegen state that the way these systems are designed in turndetermines the coordination of actors’ behaviour that allows the system to function. Thecoordination is facilitated by “institutional arrangements that regulate the positions andrelations between parties” [64]. Hence, apart from the substantive and technological de-signs necessary to design the systems, institutional design is required as well. While Kop-penjan andGroenewegen [64] couple technological and institutional designs, they outlinethe third kind of design – the process design. Considering the complexity and number ofactors involved, systems are adapted during the “processes by which they were agreedupon and implemented”. This means that design is not created once and is then set instone. It is rather an iterative process that is stretched in time and requires interactionof parties resulting in agreements and incremental steps. It aims to improve and struc-ture this process. Hence, as Koppenjan and Groenewegen put it, “process design is thusconcerned with designing the design process” [64]. This pre-supposes who should be in-volved, how this involvement should take place, what rules and regulations determinethis process, what conditions and requirements should be met and who is in charge of it.
Complex technological systems involve many actors and in order for the system tofunction, coordination is required. By themselves, technological systems cannot operate.They must be driven by a set of rules, or, as Williamson argues, “rules of the game” [136],that will guide the behaviour of actors. These rules can be framed as formal or informallaws that can have a private or public character. [64] regard these rules as institutionswhich are required for the system to function. Yet, not all arrangements, rules, or agree-ments can be considered as institutions or institutional arrangements. In their works,Goodin [51], Bush and Tool [37] agree that these arrangements must be commonly ac-
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Figure 6: Institutional design model by Koppenjan and Groenewegen [64]; adapted from [27].

knowledged by the involved actors, they must be utilised in practice and must be valid fora certain amount of time.Koppenjan and Groenewegen [64] warn about the problem of collective action and ahigh degree of likelihood it is going to occur. They define this problem as such that arisesdue to the multiple actors’ interests and their occasional collision. Once the conflict oc-curs, the situation requires a solution which is impossible without parties cooperatingwith each other. Because of the parties having different motives and reasons to partic-ipate, there are significant costs and risks coupled with the decision to join. The costscan be related, for example, to the compromises that actors have to accept, or to effortsto interact with each other. The risks can be associated with the dependency on eachother and the possibilities that one’s interests may face negative implications of others’strategic or opportunistic behaviour [64]. In other words, the interaction between theinvolved parties is both a key to make the technological systems to function and a sourceof costs and risks coming from the participants themselves. Therefore, the need for theinstitutions and institutional arrangements is justified and has to be fulfilled.Going further, Koppenjan and Groenewegen[64] specify the institutions by using fourlevels of analysis by introducing and adapting the model of Oliver Williamson [136, 137].The adaptation of the transaction cost economics model is twofold: firstly, a layer of theactors and their strategy is added; and secondly, Koppenjan andGroenewegen [64] enablethe interaction between the four layers of the model (see Figure 7).Layer 4 that refers to “culture, values, norms, attitudes” which are the informal “rulesof the game” that significantly impact the mindsets of actors in networks from Layer 1. Italso influences the actors’ perceptions of what is considered to be a problem, how is itidentified, and what kind of a solution is seen as feasible.Layer 3 represents the legal and formal rules of the game. They determine the legalpositions of actors and the legal mechanisms that regulate the transactions.Layer 2 contains actorswho join into networks in order to design rules andmechanismsthat coordinate the transactions among them. For example, “governmental structures”
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Layer 3: Formal institutional environment of socio
technological systems 

formal rules, laws and regulations, constitutions,  (formal
institutions)

Layer 2: Formal and informal institutional arrangements of
socio-technological systems 

Gentlemen agreements, covenants, contracts, alliances, joint-
ventures, mergers, etc. 

Informal: rules, codes, norms, orientation, relations

Layer 1: Actors and games in socio-technological systems 

Actors/agents and their interactions aimed at creating and
influencin (infrastructural) provisions, services, outcomes

Figure 7: The four-layer model: levels of institutional analysis [64] adapted from Oliver Williamson
[136, 137].

can be defined as institutional arrangements that regulate a specific group of transac-tions among several agents concerning a certain asset. On this level, the agent also formassociations, networks, and public-private partnerships or arrangements.
Layer 1 consists of individual agents and their interactions for the purpose of generat-ing “(infrastructural) provisions, services, and outcomes” [27]. Koppenjan and Groenewe-gen address large-scale systems such as “energy networks, water management services[. . .], waste treatment, transport systems (rail, road, water, tube), industrial networks, in-formation systems and telecommunication networks, city service [. . .]” [64]. Even though,the information systems are included in the range, as Bharosa et al. point out [27], themodel itself becomes relevant in case that an information system goes beyond the scopeof a regular enterprise architecture but rather can be defined as a ultra-large-scale soft-ware system [89]. Therefore, Bharosa, et al. conclude that [27], in the context of e-government systems, themodel is highly relevant and can be used for theoretical analysis.Within this dissertation, the eID will be analysed and discussed through the prism of theKoppenjan and Groenewegen’s institutional framework.

3.3 Actor-Network Theory
Actor-Network Theory (ANT) is a theory from the field of social studies of sciences andtechnologies created by Bruno Latour, Michel Callon and John Law. The main differencethat distinguishes this theory amongothers is its rejection of the “social” element togetherwith the concept of “social network” whatsoever. Latour asserts that networks consistboth from human and non-human entities which are equally important to the network.

Within the ANT, the (non-)human actors of the networks are also referred to as theactants. According to authors, each actor, depending on its role, purpose or relation to
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other actors, can take any shape [68]. That is where another central idea of the ANT lies,which assumes that no one and nothing is beyond the network of relations. Each actorhas no difference in its abilities, be it a person, an animal or an inanimate object. Nearlyany actor can be split into smaller actors, which implies that an actor can be a networkconsisting of other actors. In her review of “Reassembling the Social: An Introduction toActor-Network-Theory”, Wessells identifies Latour’s main premise of the theory as “anamalgamation of social entities” [135]. She then defines the amalgamation in the con-text of governmental structure such as “city government” which “is a tangled, temporalknot of agencies, personalities, connotations, services, buildings, phone systems, offices,elected officials, meetings, websites, vehicles, programs, uniforms, press releases, depart-ment heads [. . .]” [135]. The claim is that we are aware of it as well as of the fact of howthese components interact with one another in ways that what we mean and call a “citygovernment”. But the problem here, according to the criticism of Wessells, is that weoften fail to grasp adequately how in fact these components do interact, and as a conse-quence, we turn the “city government” into something much more stable than it can be.From here, another distinguishing aspect of the theory arises which is also linked to thefact that the ANT is not always seen as a “theory” but a “method”. More precisely, theANT is material-semiotic method that aims to examine thoroughly the relationships be-tween the elements of the network. The ANT attempts to explain how material-semioticnetworks form into a whole to act the way they do. Now, the “material” and “semiotic”qualities mean that these networks are simultaneously mapping relational ties betweenthings (material) and concepts “semiotic”. One of the things that we tend to do is look-ing at strategies and patterns that join the different elements into clusters of actors andnetworks so they become an apparent whole. These networks are likely to be transient,impermanent, and subject to constant assembling and re-assembling. It then follows, thatin order to maintain a network and keep it from “dissolving”, it is necessary to “perform”these relations continuously [68].The networks are also featured as not intrinsically coherent which means there can beconflicts and contradictions. It also follows that (social) relations only stay in process andhave to be maintained or “performed”.Wessells summarizes this concept in her review, again, from the perspective of a gov-ernmental project on building a new waterfront that she uses as a scenery for the ANT.“The notion that there is one agreed-upon, well-operationalized vision for a new water-front open space that is then implemented and achieved is not borne out by field re-search. Instead, I have found that these projects are best understood as continual works-in-progress, evolving over the course of decades and through the differing, adaptive ef-forts of multiple participants.” [135]. What she is attempts to explain, is that there is noblueprint on how to execute a project or a policy by simply studying a case once in fieldconditions and after replicating all the steps next time. Because of the involvement of somany actors and their clusters, it is very unlikely that the same scenario will repeat itself.Here, Koppenjan and Groenewegen’s institutional design can complement the premiseof Latour by one of its constructs discussed in the preview subsection. More particularly,when referring to the problem of collective action [68], it becomes apparent that interestsof so many parties involved create conditions that determine the course of interactionsand relationships between the actors. Moreover, these relationships need to be main-tained (or performed) through a series of agreements, negotiations, and compromises.The parallel that Wessells draws [135] with the government project she describes inher review of Latour’s book, indeed provides a clearer understanding of the theory thatis applied in a more tangible scenario. It must be noted here that Wessells, yet, calls for[135] not applying the theory in practice but rather to rely on its tenets. As she writes in
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the review “Researchers should take their time, tracing mundane interactions betweenconnected sites and actors. Collecting records of these interactions allows us to see howsites and actors mediate between one another, at the most basic levels of connection.”[135]. Again, it is difficult not to refer to Koppenjan, J. and Groenewegen [64] again andthe institutional levels they adapted from Williamson [136, 137]. Although Wessells is ap-pealing [135] to researchers about the method with which to apply the ANT, in fact, thesubject of this appeals, i.e., the interactions between the actors, resembles the formaland informal institutional arrangements (Level 4 and Level 2; see Figure 7).Within this dissertation, both the institutional design framework and the ANT will beapplied in the context of eID and its public acceptance in order to conceptualize this phe-nomenon and depict the connections of theoretical constructs with a real-life case. Theaforementioned will appear later in Chapter 6.
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4 Case Context Description: the Estonian eID
The description of Estonian eID and its ecosystem is provided in frames of the case studymethodology by Yin [139]. This case context description is intended to give a sufficientbackground information that will help to understand and follow the case at hand.
4.1 ID card and electronic identity setup in Estonia
Estonian ID card is a mandatory identity document for the citizens who are aged 15 andover. It is used for physical identification but can also be used as a travel document bycitizens that travel within European Union [2].The ID card contains a chip which enables the card to be used digitally as it is based onpublic key infrastructure (PKI). PKI allows for a secure authentication and legally bindingdigital signing. The first ID cards were issued in 2002. (e-Estonia) It allowed to replacethe first passports that were issued back in 1992 and were about to expire after 10-yearvalidity [76].The concept for a new type of ID which is essential an electronic identity documentappeared between 1994 and 1995 in the Institute of Cybernetics (Taltech) [92]. As theCEO of the Estonian Certification Authority (CA) recalls during the interview conductedin the third round of research within this dissertation, the experts from Cybernetica ASwere specializing on cryptography and “were able to provide. . . baseline cybersecurityknowledge”.It was realized later in 1997, as the former Citizenship andMigration Board (now Policeand Border Guard Board) started to discuss the need of introducing such a document[92]. However, the discussions and decision-making took more time than expected, sothat planned 15-month deployment was stretched to almost four years. (Ibid.)Aside from that, there was also the process of establishment which was complex ingeneral and required preparing respective legislation which was the Digital SignaturesAct. It was passed in 2000. This created a need to establish a certification authority.It was founded in 2002 by the two biggest banks and telecom operators. The certificationauthority handles the public key infrastructure of Estonian eID and is a private-ownedcompany SK ID Solutions AS, previously known as AS Sertifitseerimiskeskus (SK) [76].The function of the certificate is to provide a binding relationship between the publickey and the identity of the cardholder. The authentication key is used to log into the e-service environment. The same key can be used for the decryption of a document thatwas encrypted for the cardholder. PIN1 is used for these operations. The digital signaturekey is used to provide a legally binding digital signature. Under the eIDAS Regulation, it isrecognized as a qualified electronic signature. PIN2 is used for this operation [95].Aside from authentication and digital signing, the ID card has another functionality ina form of the personal data file that is contained in the chip. The file contains 16 records ofinformation which is printed on the card. The ID card issuance is a public service providedby the Estonian state [76].Beside the ID card, there are several other types of electronic identity proof.

Digital ID card or digital identity card is a digital document that can be used for authen-tication and digital signing purposes in an electronic environment. Digital ID card cannotbe used to identify the person. Citizens or residents who hold a mandatory ID card canapply for a digital ID card which upon issuance will be valid for 5 years [2].
e-Resident’s digital ID is issued to an alien by the Estonian state based on the identityof a nationality the person holds. It is a digital document that can be used to identifythe person and provide a digital signature only in an electronic environment. The holder
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of e-Resident’s digital ID can perform electronic transactions and benefit from e-servicesprovided by the Estonian state regardless of his physical location [3].
Mobile ID was introduced in 2007 by the largest telecommunication provider EMT incooperation with the Estonian Certification Authority. (Martens 2010) To obtain a MobileID, the user has to replace his regular SIM card with PKI capable one. Then the MobileID needs to be “activated” through ID card after the mobile operator registers the user.The certificates contained in the SIM card hold the same personal information the ID carddoes.One of the advantagesMobile ID has is that the user does not need to have the ID cardand a card reader with him and can use his phone instead. Especially, this is relevant forthe share of users who do not own smartphone but continue to use regular cell phones.
Smart ID was launched in 2017 by the SK ID Solutions AS, the state’s Certification Au-thority. It was developed in cooperationwith Cybernetica. Smart ID utilizes a smart deviceas a tool for authentication and digital signing. Smart ID operates on the basis of provencryptography principles via PKI. The advantage of Smart ID over Mobile ID is that it doesnot require a SIM card either. The initial goal for the solution to achieve was to help banksovercome the restrictions imposed by the security regulations back in 2016. However, theapp quickly became popular as a convenient authentication tool and outreached its initialgoal [88]. In 2018, Smart ID became recognized by EU as a Qualified Signature CreationDevice that users can use to sign documents digitally with Qualified Electronic Signatureaccording to the eIDAS regulation. [20] In 2019, Smart ID was announced to be used asan authentication tool to the state e-services. (Ibid.) Smart ID is considered a successfulsolution that rapidly engaged new users immediately after launch. The SK ID Solutionsstarted to provide the service also for Latvia and Lithuania. Within a year and a half, thesolution gained more than a million users [88].

4.1.1 Other Authentication Methods
Banks started to introduce online banking services in 1996 [95]. PIN-calculators and pass-word cards were used to authenticate bank clients. A PIN calculator is an offline cardreader with a key pad that the user used upon log in to his online banking. The userwould receive a code number on the screen, after which inserted the bank card to thecard reader and entered the number received on the computer screen. The PIN calcula-tor would then generate a one-time PIN that the user inserted online. A password cardissued to a bank customer was another authentication method. It contained 24 differentcodes one of which the customer would insert upon logging into the online banking [76].Later, in 2000s, as a federated authentication service, banks started to provided so-called bank links for the third parties [95]. Many governmental authorities also imple-mented this service since banks were considered trustworthy. Nowadays, the PIN calcu-lators and password cards are being phased out not only particularly for governmentalservices, but overall due to weak security of the given authentication method [92].However, even after the launch of ID card and Mobile ID, bank-provided authentica-tion methods remained widely popular. For example, the statistics on the use of authen-tication means used to log into state governmental portal, a one-stop-shop for accessinge-services, shows that up until 2014, among other eIDs, bank links prevailed, after whichto diminish. At the same time, Mobile ID started to be used more consistently. (Ibid)
4.2 Stakeholders
The lifecycle of an ID cards is maintained by a significant list of parties each of which hasclear and vital functions and responsibilities. The history of relations among the stakehold-
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ers is beyond of this work’s scope and only few and key events presented in this chapterwith the aim to provide sufficient background information.
The ID card starts its journey at the manufacturers’ facilities. Firstly, the smart cardmanufacturer is responsible for producing the smart card chip microcontroller and theoperating system for it. Secondly, the manufacturer of ID card embeds the chip into theplastic card on which the cardholder’s information is printed, and then personalizes thechip by recording electronic information into it [95]. At this stage, the public-key certifi-cates provided by the Certification Authority are loaded into the chip. The ID card is thenready to be issued to the card holder. This role is performed by a government authoritythat is responsible for issuing the document to a verified person. Today, the governmentauthority to perform this duty is the Police and Border Guard Board (PBGB), but until2010, it was the Citizenship andMigration Board that was eventually merged with severalother authorities. PBGB issues ID cards, ePassports (machine readable travel documents),and temporary residence permit cards [95]. PBGB is supervised by the Ministry of Inte-rior, while the Ministry of Economic Affairs and Communication is supervising the StateInformation Systems Authority which in turn coordinates ICT in the public sector [76]
Besides the parties mentioned above, banks are also involved into the eID constella-tion of actors since they operate as Registration Authorities. For example, today, a personwith an valid ID card can use bank’s assistance to get registered as a Smart-ID user.

4.3 eID Diffusion and Promotion
After the first ID cards were issued, they were not popular among the citizens, and in fact,nobody could understand or did not know how can it be useful. However, the situationstarted to change in the first years as efforts began to be invested in the diffusion and pro-motion of the new eID [76]. While the public sector, particularly, theMinistry of EconomicAffairs and Communication, was working on the diffusion of ID cards alone, the certifica-tion authority, i.e., SK (now SK ID Solutions) had tomake sure the software and smart cardreaders for ID cards were distributed as well. The motivation to do so was strong as SK’sexistence on the market depended on whether the eID cards were used or not. Hence,strong commitment on the side of the private sector from the beginning of the ID cardlaunch was crucial for its success. (Ibid.)

Having prioritized the direction towards the IT, in 2001, several the most impactfulcompanies around Estonia established a foundation Look@World, main goal of whichwasto promote Internet to Estonians. As a result, a great deal of resources has been spent onteaching people how to use the new technology. Multiple channels have been included todeliver to the public the knowledge about the new solutions and create motivation to usethem. Focused joint efforts have been put into spread of knowledge about the technologyto increase population’s computer literacy.
In 2006, themembers of the Look@World foundation, i.e., Seb Bank, Swedbank, tele-comproviders Elion and EMTon theprivate sector side togetherwithMinistry of EconomicAffairs and Communication on the public sector signed a cooperation agreement called“Computer Security 2009” with an ambitious mission to form Estonia as the most securecomputer and information society. Many other e-service providers joined the project [90].The beneficiaries were the Internet and e-service users. A wide usage of the ID card andMobile ID usage was promoted. During the fund allocation for the planned projects, itwas realized that while the importance of IT was growing day by day, the analysis showedthat nearly 300,000 citizens were not using computers and Internet due to the lack ofskills, motivation, and financial resources. Hence, the Look@World foundation and a fewother private companies launched a project “Come along!” with an objective to provide
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basic and advanced computer training to 100,000 people and provide Internet access to50,000 families. Free trainings and affordable prices on Internet access and computerswere offered [90].The scope of the “Come along!” project was training courses on the ID card, Mobile ID,and e-services. Particular attention was paid to beginner level users. The premise of theproject strategy was that low motivation to start using computers and internet stemmedfrom the lack of knowledge how to do so.A training project “eCitizen’s TrainingNetwork”was launched in order to spread knowl-edge on ID card, Mobile ID, and e-services and was held in a classroom format with teach-ers who received special training. In total, around 30,000 people have received trainingon e-services use, basic and advance computer and Internet use skills [90].An important part of this initiative was to ensure an even spread of training. To reachremote locations, an eBus project was launched, where the educating process would takeplace in a format of “classroom on wheels”. During this project, around 195 trainings werearrangedwith 1,200 people. As an encouragement, it was possible to receive card readersfree of charge.Among other initiatives were the mobile training boxes located in busy and crowdedplaces that offered practical personal training on ID. As a result, it yielded over 14,000people receiving the training, and more than 20,000 getting assistance from the boxes.There were also established eService’s consultation centers that provided personal adviceon the e-services usage. Additionally, an ID support center was opened to provide assis-tance delivered through several channels: IDwebsite, ID support website, a phone hotlineand an email address [90].Last but not least, amentoring programme to the “Come along!” project was launchedin 2009with the aim to help people by providing extended computer trainings and overallIT assistance by involving volunteers and forming communities [90].
4.4 ID Card Application
The ID card has a wide range of use cases it can be applied in. Apart from a long list onlineservices, ID card can be used for the next purposes.

e-Ticketing. Citizens are able to purchase online tickets to use public transportation.By personalizing their ticket with their ID card, citizens can claim the fare discounts theare entitled to. For instance, residents of Talinn and Harju county surroundings can usepublic transportation for free once they link their e-ticket to their ID card [76, 5].
e-Voting. Estonia is the first country to run internet voting on a national scale. Usingan ID card or aMobile ID, it is possible to submit a vote fromwhatever location in a secureand convenient way [IX]. Nowadays, more than 40% of voters prefer the online method.
e-Prescription. By means of a centralized paperless system, doctors are able to issueand handle medical prescriptions. A form is filled electronically by the doctor, and oncethe patient presents his ID card in the pharmacy, the pharmacist is able to see the recordin the system [4]. An ID card holder can also check online his health records.Additionally, an ID card is a partial replacement of a driver’s license. Drivers do notneed to carry their driver’s license with them, since upon the need to present it, they canhand in their their ID card instead [76].
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5 Results
This chapter reports on the results of analysis of four data collection rounds. Each sec-tion of this chapter represents one of the three units of analysis within this case study.Section 5.1 presents the description of the background of this dissertation reporting onhow the study commenced in the first place with the emergence of the public accep-tance subject as the main focus of our work. Section 5.2 reports on the results of the SLRand presents the factors of eID public acceptance. Section 5.3 elaborates on the citizensperceptions of and attitudes towards eID in Estonia. Section 5.4 reports on the resultsof thematic analysis of in-depth experts interviews about eID, its public acceptance andoverall importance in the context of a successful e-government. The research methodsand data collection procedures are described in detail in Chapter 2.
5.1 Initial Findings on the Subject of Public Acceptance
As it wasmentioned in Chapter 2, this dissertation unfolded gradually. Prior to deciding onconducting a case study of Estonia, the subject of public acceptancewas discovered duringthe research about Ukrainian eID (see [I]). Ukraine launched its first electronic identitydocuments in 2016. Considering the economic and political situation in the country amidstwhich the government had started its path towards electronic government, this settingpresented itself as an interesting and worth investigating research problem. Precisely,the aim of this research [I] (and first data collection round) was to identify key successfactors of national electronic identity management systems. At the time of designing thisresearch, related work and theoretical background were studied, in 2017, we revealedgrey areas around the research inquiry on user perspective aspects related to nationaleID management systems. We also reviewed the experience of other countries that aremore realized as e-states with more matured eID systems. Estonia was amongst them.Therefore, keeping in mind all of the above, we designed a questionnaire for citizensattempting to understand their perceptions of, attitudes towards, and awareness aboutthe newly launched eID. That way, not only did we would have a chance to get familiar-ized with user perspective but also compare and benchmark the development trends inUkraine to the existing examples. The questionnaire consisted of 14 questions yielded222 responses. The most significant and eye-catching highlight of the acquired resultswas the low levels of citizens’ awareness and their trust. The thematic analysis of textualresponses submitted by citizens showed that among the overwhelming 73% of those re-spondents who do not trust electronic services, first of all, do not trust the government.Moreover, respondents also replied that they were not aware of the possibility to use theservices online. The majority of more than 80% replied that they would like to use publice-services and access them with their eID. More than 60% of respondents also expressedtheir readiness to provide their biometric data as one of the identity attributes.Within this research, we additionally conducted a small case study about one of theregional identity solutions that was running in Lviv (also in Kyiv and Dnipro at that timebeing), one of the biggest cities in the country. The Lviv Citizen Card was launched as asecondary identity document for the residents of the city. It provided a number of ben-efits online and offline. Apart from being used as a bank card, it also served as a publictransportation ticket. The owners could also use the identifier number of the card whenapplying for a number of online public services (e.g., financial and social aid for certaincitizen groups). Our aim was to understand what are the barriers for introducing givensolution, and what are the possible future implications for citizens and public service pro-vision from the perspective of local government representatives. Hence, we conducted
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3 expert interviews with people who were directly involved in the development, deploy-ment, and service provision process. The interviewees unanimously pointed out to themost significant barrier which was at that time the lack of IT infrastructure and nationalsingle identifier. After all, the Lviv Citizen Card is primarily a bank card and is not a PKI-based identity document, so even if the card holder wants to apply for a service online, heor she had to submit an application using a login and password, while the service providerhad to make requests to different registries that are not connected to each other. More-over, often, the applicant still had to submit some of the documents himself by uploadingthem, sending via email, or presenting them in-person at the local government office.The interviewed experts also predicted that these barriers would cause similar difficultiesacross the state when it comes to the use of the Ukrainian eID. Furthermore, it would takeat least a few years for everyone to acquire card readers.The interviewed public officials confirmed that public awareness was one of the keyimportant aspectswhen distributing the launched card solution in Lviv so the local govern-ment run a few information campaigns, held press releases, andmade a number of publicannouncements including those in social media platforms. All in all, the experts duringthe interviews agreed on a long list of multi-level changes Ukraine should go through tomake the eID card work and be used.Today, the Ukrainian eID card continues to be issued as both physical and electronicidentity document. The state is actively transforming itself into a digital state. While eIDcard is not being widely used on its own as it is in Estonia, it found its place in citizens’smartphones in an application“Diya”1 ( meaning in Ukrainian – action) which serves notonly as a digital passport but as a gateway and a one-stop-shop for a wide range of publice-services.The research on the Ukrainian eID established for us a research endeavour that wehave been following since then. The case of Ukrainian eID drew attention to the impor-tance of the public acceptance when introducing eID. This called for a question on howto introduce eID that way that it will be used. Henceforth, we began to investigate thecase of Estonia. Section 5.1 and the first publication [I] is the synthesis of the first datacollection round. It is not included as a unit of analysis in our case study design as it doesnot provide direct findings about the case context of Estonia but it is a foundation of thisdissertation and is included as a result of the very first data collection round.
5.2 Factors of eID Public Acceptance
This section reports on the results of the analysis of a second data collection round [III].The aim of the results is to address RQ1. Table 8 summarizes the outcomes of the con-ducted systematic literature review (SLR). The main research question within the SLR cor-responds to RQ1 of this dissertation: What are factors affecting eID public acceptance?First, we identify a research gap in the existing work on public acceptance that focuseson theoretical aspects derived from technology acceptance theories [15, 16, 52, 60, 103].Second, search criteria were formulated to address research question RQ1. Third, a litera-ture search was conducted according to SLR guidelines of Kitchenham [63]. After review-ing the search results, 39 items were selected on the basis of having an explicit insight onthe citizen perspective of eID and its public acceptance. The selected sources were fur-ther thematically analyzed and categorized. We grouped the identified notions, i.e., unitscorresponding to a factor, aspect, or phenomenon, that were emphasized by the authorof the selected source as a valid cause and impact on public acceptance, into twelve cat-egories that are elaborated below.

1https://diia.gov.ua/
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Table 8: Categories derived from SLR (adapted from [III]).

Complexity [35, 40, 43, 55, 59, 72, 75, 109, 9]Ease of use [7, 8, 12, 15, 19, 43, 52, 55, 59, 72, 13, 87, 92, 98, 104, 108,109, 9, 115]Functionality [19, 40, 43, 116, 52, 55, 59, 62, 72, 13, 87, 92, 104, 109,50], [I]Awareness [7, 12, 17, 19, 38, 40, 116, 55, 59, 69, 13, 79, 87, 92, 104,109, 50, 9, 115], [I,VI]Trust [7, 15, 16, 14, 17, 19, 23, 21, 22, 35, 38, 40, 43, 116, 52, 54,60, 72, 13, 79, 81, 87, 98, 104, 108, 109, 50, 9, 115, 134],[I,VI]Privacy concerns [7, 8, 16, 14, 23, 21, 22, 40, 116, 52, 54, 55, 60, 62, 75, 79,87, 98, 104, 108, 109, 50, 9, 115, 125, 134], [I]Security [8, 16, 14, 23, 21, 22, 38, 40, 116, 54, 59, 60, 71, 87, 108,109, 50, 9, 115, 134], [VI]Control and empower-ment [7, 23, 21, 22, 35, 43, 116, 69, 109, 50, 9, 115, 125, 134]
Transparency [23, 21, 22, 69, 72, 75, 13, 81, 50, 9], [I,VI]Path dependency [35, 52, 81, 87, 92, 108], [I,VI]Cultural and historicalfactors [12, 35, 52, 69, 87, 50], [I]

The full outline of the procedures and methods used in this data collection round andanalysis are described in Section 2.2.The descriptions of the categories are taken from [III] as outcomes of the SLR researchprotocol of Kitchenham et. al [63].A realm of papers [8, 15, 16, 14, 17, 19, 35, 54, 13, 92, 109, 9] that study technologyacceptance, public acceptance, or user acceptance of eID have utilized TAM or one of itsextensions [44, 45, 130]. Therefore, the research design of these works is built on thebuilding blocks of TAM and its extentions [8, 15, 16, 14, 17, 35, 109] or these theories areemployed as general guidance and direction for the theoretical background. [35, 54, 13,92, 9]. TAM and UTAUT have also influenced the derivation of notions and factors withinthis round’s analysis as it will be seen further below.
Ease of use. This category echoes the element of TAM that has the same name. Thiscategory comprises such notions as “convenience” [8, 35, 40, 43, 60, 92, 50], “user-friend-liness” [19, 43, 75, 87, 104], “usability” [8, 19, 43, 55, 62, 9], “comfort” [55]. For instance,Kalvet et al. [60] use the term “convenience” when referring to the physical appearanceand properties of an eID card [60]. Such terms as “usability” and “user-friendliness” ap-pear in studies that are having a TAM-oriented view within their methods correspondingwith one of the two key variables, i.e., perceived ease of use.
Complexity. This category was distinguished even though it seemingly opposing the“ease of use” almost as an antonym. Here the complexity is seen as an attribute or asa perception. Moreover, among the reviewed literature, this attribute is rather associ-ated with the system standing behind the solution that ends up in the user’s hangs. Forinstance, the system that is seen by one user as “complex” due to the user’s lack of aware-ness or specific knowledge in a certain domain, yet it can still be described so by anotheruser with relevant knowledge, but in the case of the second user, the adjective “complex”has a different meaning [40]. In the work of van Rooy and Bus [125], the term “complex-

48



ity” is mentioned in the context of information systems and their structure. The issueof complexity in the survey from the study by Harbach et al. [55] can be described as adifficult-to-understand mechanism of the system.
Functionality. This category includes the identified notions that are similar to the “per-ceived usefulness” variable of TAM. These are the notions “usefulness”, availability ofoptions (e.g. authentication methods or e-services available). For example, findings ofAndermatt and Göldi [19] show that the availability of e-services linked to eID is of impor-tance when deciding whether eID is useful for the citizens.
Awareness. The following category includes such expressions mentioned as “under-standing” [40, 55], “seeing reason/purpose” [75], “knowing how to use” [22], “compre-hending”. [22] indicate “awareness” in the context of knowing how the systemsworks andknowing how to use it and connects this notion to the trust. In [115], Tiits et al. suggestthat awareness of, for instance, technical aspects of a currently implemented solution willnot guarantee the acceptance of future updates and changes, which implies the tempo-rariness of such attribute.
Control and empowerment. The given category refers to “control over eID (or e-identity,or identity)” [54], “empowerment of citizens” [7, 12, 40, 43], i.e., their ability to choosewhether to use eID, which personal data to provide, ability to check the status of data,ability to withdraw data, participation. In [40], Chauhan and Kaushik mention “empow-erment” in the context of citizens being able “to access their information without “bu-reaucracy”. In the work of [12], authors use “empowerment” as a reference to access toservices, more precisely “so that they can legally control service delivery to their advan-tage.” In the work of Halperin and Backhouse [54], “control” appears as a major themeduring analysis of primary data and concerned control of citizens over their personal dataas well as the issue of data integrity and disclosure by consent.
Transparency. This category generalizes the understanding of underlying principlesof how (accountable) the data is being handled in legal, administrative and proceduralsense by authorities [7, 125]. In [12], Al-Hujran et al. define “transparency” as a result of aprocess of “bringing visibility to citizens of the service workflow by means of automatedservice delivery.” The comparative study on citizen perceptions of eID and interoperabilityprovides a formulation of “transparency” given by a citizen as “ALL data that are collectedaboutme should bemade available tome, so that I amable to recognizewho has collectedwhat data about me.” [54]. In the work of Al Marzooqi et al. [13], the context brings up“transparency” along with the approach organizations handle data with.
Path dependency. This particular category that somewhat represents rather a differ-ent perspective than the citizen one, yet it was introduced due to the arguments in studiesof Brugger et al. [35] and Melin et al. [81] justifying the fact that paths chosen by coun-tries and the previous setting they possess (including societal) when introducing eID aredefinitive for the stakeholders’ perceptions (including end-users, i.e., citizens).Path dependency refers to “previous technical, organizational and regulatory settingsexplain for the differences in the provisioning of national eID systems and thus the het-erogeneous landscape of solutions and usage across Europe” [35]. Within the currentstudy, path dependency is defined as rather an external factor of influence that has notbeen articulated by end-users. In [81], Melin et al. highlight the need of understandingthe scenarios that worked out successfully in one country’s case and did not prove itselfwhen applying the same strategies in another country. Authors then state that citizenshave a major potential to determine the outcome of each scenario. Hence, they suggestexploring more deeply eID introduction in the socio-material perspective, i.e., citizens’relationships with eID artefacts.
Cultural and historical factors. Five studies have provided insights on the role of culture
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and history in shaping citizen perceptions and acceptance of eID [8, 12, 35, 52, 13]. Anelaborate opinion on how historical events can have a major impact and shape the senseof identity is given in the case study of the Hong Kong eID by Goodstadt et al. [52]. Inthe rest of the studies, history and culture appear as a background to the main narrative[8, 12, 13, 35].The categories of “privacy concerns”, “security” and “trust” are the most voluminouswithin this study [V]. All three notions are seen as issues to be leveraged in order toincrease their trustworthiness in the eyes of the citizens [35, 54, 23], [VII].
Privacy concerns. Notions related to this category are associated with risks, fears,threats to citizens’ rights which can be applied in relation to their digital identities [55,22, 50, 133].
Security. Here, the identified notions are related to data, software, andhardware, theirreliability, trustworthiness, safety, and the ability of the state to guarantee this security[62, 23, 22, 38, 40, 79, 98].
Trust. This category is themost prevailing one. Even thoughwedo notmake any claimsabout the degree of influence that each identified factor has, trust has been seen and pre-sented by researchers as one the most important pre-conditions of eID success. Trust isinterrelated to most of the other categories and could be divided into subcategories orappear as a standalone factor. In the work of Lockton [72], “trust” is displayed a two-typeconcept that included institution-based trust and characteristic-based trust [134]. Here,the institution-based trust represents the trust that citizens experience towards public au-thorities and their activities, whereas characteristic-based trust is the one that end-usersput in the system or solution. Another study by McGrath [79] identifies “trust” as well as“distrust” as two independent and separate sides of the same relationship and not as twoopposites of one continuum. These two sides, as authors explain, co-exist and evolve asthe relationship matures and evolves over time. Here, term ‘relationship’ is used in thesocio-technical and political context. Therefore, ambivalence is the main attribute andfinding regarding trust and distrust that varies from country to country clearly influencingthe development outcomes.
Other. This category includes notions that have not been assigned to the abovemen-tioned categories. One of the notions is the ‘intrinsic motivation to adopt the technology’(i.e., eID) [55]. The same source has identified cost and expenses associated with the useof eID as an influential factor. Another aspect is the extent to what the technology hasto spread before the user will actually start adopting it him or herself. This tendency par-ticularly echoes the diffusion of innovation theory where such users are known as late

adopters [103]. Lastly, the survey conducted within the study of Goodstadt et al. [52] hasalso identified as an impact factor the citizens’ possibility to receive help from a compe-tent person when using the technology, or in other words, technical support.Backtracking, the issue of costwas raised also in [35]. In [16, 14], Alkhalifah andD’Ambraproposed a model with six key elements that affect the adoption of identity managementsystems, one of which – ‘individual differences’ – was distinguished as a notion in our re-search aswell. The element of ‘individual differences’ is then divided in two sub-elements:demographic variables and situational variables that both have direct and moderating ef-fects. The demographic differences include gender, age, and education as characteristicsof individuals and the situational ones are referred to as context-sensitive characteristics,i.e., experience, facilitating conditions, subjective norm and cost. A study on the accep-tance of biometrics in identity management [60] revealed that “age, gender, educationlevel and occupation do not influence the respondents’ views on the acceptability of bio-metric identity databases in any considerable way.” In [81], Melin et al. mention suchfactors as eID user maturity and national differences in perceptions of information sys-
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Figure 8: Interpreted factors of eID public acceptance derived from SLR [III].

tems [V].
The identified notions within the created categories were interpreted in terms of theireffect on the eID public acceptance. During the second level of analysis, each documentitemwas analysed in order to identify the context in which the notion (or factor) is spokenof by the authors. Each category within a document item was assigned with a “quality”that signifies the effect on eID. In other words, a notion is presented as a driver or a bar-rier. Moreover, the impact of a factor, as it was learned from the narratives of authors,may range and hereby it can be assigned to both positive and negative group. Lastly,some derived factors were contextualised neither as positive nor as negative. Addition-ally, some analysed documents elaborate on the factors in a neutral context by not im-plying their positive or negative impact but merely assuming the possibility of impact ifany. The conducted interpretation can serve as a guide to the identified factors and allowsfor an in-depth understanding of the factor’s nature within a certain context and hence,can be considered as on the of the contributions of this dissertation. Additionally, it canhelp navigating through the conducted SLR. Figure 8 shows the interpreted factors of eIDpublic acceptance derived from each literature source included in the SLR. The number inthe top of the columns indicate the number of literature sources listed in Annex []. Thelist of literature sources is taken from the original published SLR [III].
At the moment of finishing the synthesizing the results of this SLR in 2019, the derivedcategories were presented in the published work [III] as potential metrics for assessingthe acceptance of eID. Later, in the course of further research activities within the currentdissertation, the idea of taking further the derived categories as variables that could bequantified and respected as a set measurements or metrics was dismissed. Instead, thefocus was shifted on the qualitative aspect these identified factors can shed light on inthe pursuit of answering the research questions of this dissertation. As we mentioned inthe published work [III], the limitations could be the issues associated with this particularstudy that may influence its validity, is subjectivity that may have affected the analysis ofthe retrieved literature sources. However, the input of this study was incorporated withincurrent work and delivered compelling evidence of its applicability. We will be furtherdiscussed in Chapter 6.

5.3 Attitudes and Perceptions of eID
This section is adapted from [V], previously published by Springer. It reports on the thirddata collection. The procedure and methods used are described in Section 2.2.

The aim of this study was to investigate the preferences of Estonian citizens when itcomes to authentication option and hence get an understanding what are the eID pub-
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Figure 9: Types of authentication options used.

lic acceptance factors specific to this country. The set of factors previously defined bymeans of literature review was used as a part of theoretical framework for designing thesurvey as well as for the interpretation of results. 268 responses were collected. The sur-vey was created in the online platform surveymonkey.com. Social media platforms andemail channels were used to distribute the survey. The survey was distributed in threelanguages: Estonian, Russian, and English. The survey consisted of 12 questions (see Ta-ble 10).
The survey questions have covered such aspects as eID as a point of access to e-services, frequency of use, purpose, preferences for authentication options. When askingabout e-services and their use we have distinguished between those provided by publicand private sectors. To have amore detailed picture of what makes eID attractive for dailyuse, questions on features and functionalities were posed. Respective questions werealso asked to explore current attitudes towards eID and their sense of trust.
The aim of the first two questions was to collect demographical data about respon-dents. 50.7% of respondents are male, 49.2% - female. The age groups are representedas follows: 32.4% (87 respondents) - 18-24 y. o., 32.8% (88 respondents) 25-34 y. o., 22.7%(61 respondents) - 35-44 y. o., 7.4% (20 respondents) - 45-54 y. o., 1.8% (5 respondents) -55-64 y. o., 2.2% (6 respondents) - older than 65 y. o.
Then, the respondents were requested to choose which of the existing authenticationmethods they use when accessing e-services. Figure 9 shows that the ID card is usedthe most frequently among the respondents. Smart ID follows. Username and Passwordis the third-choice option - 47%. Mobile ID reaches almost the same number - 45.9%.The respondents were able to choose multiple options. The statistical data provided bySK ID Solutions, Estonian Certification Authority, on the number of OCSP requests madewith Smart ID and Mobile ID (see Figure 10) shows how in the matter of months after itslaunch Smart ID usage overran the Mobile ID. Ever since 2019, the numbers of Smart IDusage have been continuing to increase.
Next, the respondents were asked to specify how often they use e-services. 50% ofrespondents stated they are using e-services on a daily basis. Around 29% reported atleast several times a week, 8.9% - once a week, 9.7% - a few times a month, 1.8% - oncea month, 0.7% - less than once a month. None of the respondents reported not using
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Figure 10: Number of OCSP requests.

e-services at all.Since there is a great variety of e-services, respondents were asked to specify whichones they access by means of available authentication options so that the ratio of publicand private services could be clarified.Four types of services such as financial, healthcare, education, and transportation e-services were clearly distinguished based on the responses. The e-services provided byprivate sector that require authentication are listed and grouped in categories such astransportation, entertainment, lifestyle, food delivery, telecommunication (e.g. mobilephone, internet), financial (e.g. banking). The results revealed the following numbers:transportation – 70,1%, entertainment – 60,4%, lifestyle – 78,7%, food delivery – 47,7%,telecommunications – 87,3%, financial – 90,6%.Respondentswere askedwhether therewere caseswhen the preferred authenticationoption was not available in a particular e-service. More than half of respondents, 56,41%,confirmed such cases occurred while the rest 43,5% replied negatively. Those who couldnot authenticated themselves were asked to clarify what was the service they had triedto access. 63% indicated it was a public service (e.g., many educational institutions do notsupport Smart ID yet. There are also occurrences of technical issues when using ID cardor Digital ID card). The rest 36% of respondents reported private services not supportingtheir preferred options (e.g., a large number of private sector service providers do notsupport eID-based authentication).The respondents were asked to explain their choice and preferences when using a par-ticular authentication option. The responses were textual and hence thematically anal-ysed after which grouped into themes. Each response was coded, and the themes wereformed. Many responses combinedmore than one code, so they are presented separatelyas combined themes and nodes (see Table 9).Respondents were able to choose from authentication options. Smart ID, Mobile ID,and ID card ranked the highest. Many of the submitted answers contained an indicatedauthentication option together some of characterizing factors (see Factors block in Ta-ble 9). For example, Smart ID + Convenience was mentioned three times; Smart + MobileID - four times. A triple combination of Convenience, Speed, and Security was mentionedrelatively frequently as standalone theme and as its variations of double-factor combi-nation. Convenience appeared as the most frequently named factor prioritized by the
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Table 9: Most frequently mentioned features (Adapted from [V]).

Position # of times
mentioned

% from total # of
respondents

Fac
tors

Convenience 41 18Convenience + Security 17 6Convenience + Speed 27 10Convenience + Speed + Security 7 3Security 8 6Speed 16 6Security + Speed 5 2Ease of use 10 4Usability 2 1No additional device needed 5 2Availability 5 2

Nod
es Convenience in total 101 38Security in total 38 14Speed in total 65 25

Aut
hen

tica
tion ID card 20 8Smart ID 45 17Mobile ID 24 9Username/Password 5 2Social media account 2 1PIN-Calculator 1 0

respondents.
Further survey questions were asked with an intention of understanding what poten-tial features users are open to when it comes to authentication. Users were offered tochose from a list of verification factors. The majority - 78.36% - of users indicated willing-ness to use fingerprints. With respect to other biometric factors, 28.73% chose iris scan,27.61% - facial image recognition. Voice recognition appealed to 11.94% of respondents.Around 40.30% - would like to use NFC (Near Field Communication) technology. As amat-ter of fact, it is worth to note that as of 2018, a new generation of Estonian eID smart cardsare issued and NFC feature is supported [107]. Three respondents marked refusal to usethe suggested options referring to distrust.
Respondents’ opinion was asked on whether there are enough authentication optionsavailable. Almost 74% agreed there are enough, around 20% would like to have more, 3%marked there should be less, and 3% replied with “I don’t know.”
The question on the opportunity of having one universal solution gained similar resultswhere 64% of respondents replied they would like to have several authentication optionsavailable, almost 28% found the idea of having just one option to be appealing, and around8% indicated they do not know. A few respondents commented that there has to bemorethan one option available. One of the respondents found the idea of a universal solutionto be “utopian”, and the others mentioned that considering the existing problems witheID, it is better to have alternatives. Also it was noted that having only one option wouldresult in more risks and security concerns.
To understand, how trustworthy the authentication options are, the respondentswereasked if they trust the service providers to process their personal data. About 20% of re-spondentsmarked that they fully trust the service providers. The same number of respon-
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dents noted they do have trust but some concerns exist. 36% felt skeptical but neverthe-less continue to use eID and e-services. About 3% expressed they do not trust and feelconcerned about their personal data. Lastly, the same number of respondents shared thatthey do not understand how their personal data is processed and what the implicationsmay be.Furthermore, as a part of data synthesis in this study, the results of analysis of this datacollection round are discussed through prism of previsously identified eID public accep-tance factors (see [III]). The below interpretation is adapted from the previously publishedwork (see [IV,V]).
Complexity. This factor explains to what extent users perceive the solution at use as adifficult-to-use system [102], [III]. During the analysis of survey responses, no results werelinked to this factor since the focus of this data collection round was put on the factorsthat make the solution appealing to users.
Functionality. This factor refers to the perceived usefulness and benefit [45]. The re-sults optained allow for a conclusion that the respondents value efficiency, practicality,and usefulness of authentication options and e-services that are available.. 25% of re-spondentsmarked speed as one of their prioritieswhen they choosewhich authenticationoption to use.
Awareness.The analysis of submitted textual answers revealed that the respondentsare knowledgeable and tech-savvy. In their answers, many respondents demonstratedawareness and consciousness about potential risks when it comes to security and privacy,capabilities and limitations of the existing system, principles of its functioning, etc. Forexample, one user hasmentioned the following about having one universal authenticationoption:

“The issue of technical capability. One central convenient working system would
certainly be more convenient. However, given ID-card authentication issues, this
problem would be greater if alternative authentication tools did not exist.”

In [23], Backhouse and Halperin point out the awareness to be one of the bridgesto understanding, trust and, hence, user acceptance. Additionally, Chauhan and Kaushik[40] argue that a lack of awareness can lead to a perception of the technology as toocomplex to use. The activities aimed at increasing awareness of Estonian population aboutopportunities the use of eID and e-services were effective judging the growing numbersof users and the volume of services provided [90, 83].
Control and empowerment. This factor refers to the citizens’ ability to control his orher personal data and access to it [III]. Moreover, it includes issues related to disclosureby consent, data integrity [54], access to services [9]. The analysis of data collected withinthis research round did not show results relevant to this factor but is sufficiently elabo-rated on in our study [VII].
Transparency. In the context of authentication options, this factor refers to citizens’ability to understand how his or her data is processed by service providers and how thesolution works overall. In other words, if the user the minimum level of understandingrequired to be able to use the solution, i.e., in this context, the authentication option.Transparency is also characterized as the visibility and accountability brought to citizensthrough the service delivery [9]. In the survey, the answers to the question about respon-dents’ trust to the service providers who handle their personal data revealed that onlyabout 4% of respondents who do not know or do not understand how their data is be-ing handled. although within this data collection and research round, this part of resultsseems to be the only aspect discovered in regard to transparency factor, the given numberpresents this aspect in a positive light.
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Trust. Whether it is public or user acceptance, it heavily relies on users’ trust towardstechnology. In the public sector, the concept of trust applies not only solely to the technol-ogy but to the service provider whomust show their integrity by ensuring proper personaldata processing. Within this research round, 20% of respondents replied they fully trustthe service providers in handling their data, 19% demonstrated some concerns, 36% feltskeptical about thematter, and around 4% showed themselves to be highly concerned;4%replied they are not aware or do not understand how their data is handled. Therefore, itmay be concluded, that generally, in Estonia, the level of trust is relatively high. The mat-ter of trust will be discussed in more detail in Section 5.4 when reporting on the results ofthe fourth data collection round.
Privacy concerns. Privacy is tightly linked with the factor of trust. As privacy concernscomprise risks, the latter go hand-in-hand with trust [22]. There is no consensus on howthey are related. A study of Sjöberg [110] revealed that trust is underpinned by the per-ceptions of risk. In the context of this research, as was stated just above, respondentsreported on a certain amount of distrust towards the service providers. For example, thebelow comments were submitted where the following was mentioned:

“Don’t trust to e-elections”

“I trust public sector, and I’m skeptical of private sector.”

Other technologies, for example, biometrics, that are used in identity managementfield, are associated with risks [60]. The respondents expressed they willingness to usebiometrics but some shared the following opinions:
“I have concerns about some of the abovementioned options. In particular concerns
about security and reliability of those, especially given the modern technological
advancements in AI (image rendering; voice reproduction). Hence, perhaps the only
reasonable option is iris scan.”

“Prefer non-biometric options for privacy reasons but don’t feel current tech allows
for needed security. Smart ID is the best currently available in my opinion”

“I would only use fingerprint if it were an “additional” layer of security, not the only
authentication needed to log in.”

The raised concerns remain relevant. As [53] note, the concept of trust has been in fo-cus of research in eCommerce primarily, where the trust of consumers is directed towardvendors not known previously, a situation of “initial trust”. In such setup, a predispositionto trust is already in place. However, Sjöberg [110] argues that, in the public sector, thecitizens, or “consumers” of the public services, are already too familiar with the serviceprovider, i.e., the state. In this sense, the technology itself is not an object of (dis)trustanymore but rather becomes an issue related to the service provider that citizens do notfind sufficiently trustworthy.
Security. This factor reflects the state’s, i.e., the service provider’s, ability to estab-lish, maintain and guarantee the security of data, infrastructure, ecosystems, and theirintegrity. The importance of security is almost impossible to overestimate so it does notcome as a surprise that the respondents prioritized the issue of security when choosinga suitable authentication method. Security was mentioned in total 38 times. It will bediscussed further in more detail in the context of the results of the fourth data collectionround and the overall discussion.
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Ease of use. This factor has been defined throughmany authoritative theories as ama-jor one when it comes to the public acceptance of technologies [45, 130]. Davis definesease of use as the “the degree to which a person believes that using a particular systemwould be free from effort” [45]. In this round of research, the convenience (or ease ofuse) was the most frequently brought out subject by the respondents. As Table 9 shows,it was mentioned as a priority more than 100 times. In [40], Chauhan and Kaushik alsomark convenience as one of the motivation factors of the eID acceptance. In [34], Brownindicates that “the ultimate convenience product or service would then be available con-tinuously (time), everywhere (place), and would require almost no effort to acquire oruse.” [34].
The results of the survey determined the ID card, Smart ID, and Mobile ID as the mostpopular authentication methods. Since it was possible to choose multiple authenticationoptions, most of them were ranked by the respondents. In this regard, several pointscan be made. Firstly, the available authentication options can be used in parallel withno conflicts. Secondly, at least half of the respondents marked they are using e-serviceson a daily basis, and around one third marked they do so several times a week. Thismeans a high number of active users with large volumes of transactions. The given aspectwill be also mentioned in Section 5.4 where the results of fourth data collection roundwill be presented. Thirdly, given that e-services are provided both by public and privatesectors and the authentication options may vary, it can be assumed that one person usesat least two options. A governmental portal may offer access to its services with ID cardandMobile ID while the same user will log in to an insurance company’s self-service usingSmart ID.
It is difficult to conclude which authentication option is ultimately the leading one.As results show, the respondents favor ID card, Mobile ID, and Smart ID. Other optionshave been gradually phased out. Respondents mostly agree that there is enough optionsavailable and having a universal solution most likely would not be a good idea. In 2017,Estonian e-identitymanagement discovered amajor security vulnerability known as ROCA(Return of Coppersmith Attack) that affected more than 70% of eID cards [VI]. Having atdisposal alternative options perhaps was one of the key reasons that made it possible tocontinue run the digital state without major interruptions.
In the regard of ID card usage, a report of Buldas et al. on the lessons learned fromthis case states, the incident not only has not affected the eID usage, it has continuedgrowing steadily since then. The State Information System Authority as well as the Policeand Border Guard Board have prioritized to retain people’s trust during the crisis solving[VI]. The amount of written answerts submitted with respect to Smart ID complement thenumbers that show constantly increasing numbers of its usage and confirm its growingpopularity among the public.
A study of Sai [106] on the adoption of Smart ID in Estonia postulates that the rapidgrowth of usage happened due to quickly spreading news through several large serviceproviders, peer networks, and opinion leaders about availability of a simple, fast, andsecure solution. Once again, cooperation of the private and public sectors proved to ef-fective as an adoption stimulus [70], [VI].

5.4 The Role of eID Public Acceptance
This section reports on the fourth data collection round. The aim of this data collectionround was to answer RQ3. Table 10 lists down the interview questions.

The thematic analysis of the interviews was conducted following the guidelines ofBraun and Clarke [31] (see Table 6). It consisted of the following phases:
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Table 10: Interview Questions.

Q1 In which field are you working? Is it related to eID?
Q2 Does your field of work depend on eID and its functionalities? How often do youuse it to conduct your daily work-related activities? (every day, couple of timesa week, couple of times a month, rarer)
Q3 How the public acceptance of eID affects the e-government success? What is itsrole?
Q4 Can you identify a fewmain aspects that contribute to the eID public acceptancein Estonia?
Q5 How citizen’s level of trust affects the technology acceptance in Estonia? Is theresuch thing as minimal level of trust for e-government success?
Q6 What, in your opinion, has contributed to and accelerated the gradual processof the eID acceptance during the years after it was introduced? Can you identifyany specific actions from the service providers’ and other stakeholders’ side?
Q7 Considering that eID became a part of the state critical infrastructure, how im-portant is it for the citizens? Are citizens actually dependent on eID? (any par-ticular sub-groups?) In your opinion, what are the main services, aspects, orfunctionalities that make eID vital for them?
Q8 [ROCA case] Who would immediately be affected? Which user group(s)? Couldyou explain why?
Q9 In Estonia, has the state has become the primary user of eID and the relatedinfrastructure? Is the state dependent on it more than other users?
Q10 Do you think these integrations [ad hoc electronic workflows in organizations]strengthen eID acceptance? Should organizations be encouraged to implementit as a part of their internal processes? What are the benefits and opportunitiesof such integration? What are the risks
Q11 Do you think it is necessary to strive for lowering the number of those users who(almost) never use eID by raising their awareness? Is it a priority?
Q12 Should the eID public acceptance continue to increase? How can it be in-creased?
Q13 What are the future plans with regards eID? How e-services can be improved sothat eID will be used even more?
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Phase 1: Familiarizing with the data. The interviews’ text was reviewed thoroughly.
Phase 2: Generating initial codes. The first round of coding was conducted andinitial codes created.
Phase 3: Searching for themes. Five initial themes were created. The hierarchy ofthe code tree included four levels. The total number of codes identified at this stagewas 87. The number of individual references was 1334.
Phase 4: Reviewing themes. During this process, the codes and themes were read-justed keeping in mind the research question #3 as the primary one while arrangingthe codes according to the narrative that contained possible answers for the restof the research questions, #1 and #2 respectively. Some of the codes were deleted,some merged. As a result, four final themes were identified. The fifth theme wasnot deleted but was rearranged to hold the codes which contained indirect and/orcomplementary information on the subject of the study. Eventually, the total num-ber of codes was 66, while the number of individual references – 1247.
Phase 5: Defining and naming themes. The final adjustments within each identifiedthemes were made. The final themes’ names are: 1) Public acceptance, its role andfactors, 2) Acceptance level, pervasiveness, 3) eID concept, 4) Actions and Decisions(see Figures 11, 12, 13, 14).
Phase 6: Producing the report. In-depth analysis of the final set of coded referenceswas conducted. The analysis report that contains ofmain highlights is presented fur-ther below. The report reflects on the insights received from the informants, how-ever, the holistic answers to all research questionswill be presented in the Chapter 6in order to include inputs from all data collection rounds.

A note should be made on the description of the themes. In order to maintain theflow of arguments, facts, and the narrative overall, the quotes of the expert interviewsare given in their full and extended format. That way, the reader is able to get the mostout of the story and put the presented thoughts and statements into perspective.
5.4.1 Theme: Public Acceptance, its Role and Factors
This themeholds features, attributes that contribute to andbuild public acceptance. Thesefeatures and attributes are more abstract and general (see Figure 11).The collected narratives from the experts joined in this theme contextualize the pre-viously defined factors of eID public acceptance within the case of Estonian eID.The codes created within this theme are based on the factors defined in the previ-ous study [I]. The following ones overlapped with the factors: Awareness, Convenience,Privacy and Security, Trust. The references were coded using top-bottom or deductiveapproach. The codes Availability, Inclusion, and Motivation were created based on thefrequency of mentioning those by the experts. Here, a bottom-up or inductive codingwas used.Below we elaborate on each of these codes.
5.4.1.1 Availability Thenarratives on the availability of e-services that hencebe accessedwith eID prevail. The availability entails inclusivity and equality, i.e., everyone has the rightfor the service as well as the possibility to access it.One of the informants mentions:
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Figure 11: Theme "Public acceptance, its role and factors".

“It might be also policy and political question: how to enable equal rights of people
to access”

He also then gives a follow-up:
“[. . .] many places in Estonia still were not so easy to access internet, and, of course,
most people are not, even if they know how to use those services, they are not al-
ways able to do it; and this is another policy that shows how to enable all people to
access”

Two informants noted the gradual process of e-services’ growth that correlated withthe use of eID. One of them mentions:
“Because when we started in 2002, and in the beginning there was a good attitude
from the public sector. In the media, they would take card as useless. There was no
e-services. “Why we need that kind of card? Why we spent so much money for that
card?” But we still continued to issue the cards and now we can see, okay, now, it’s
been sort of like 10 or 15 years ago, we saw that, okay, e-services are coming and
there are a lot of benefits for that card.”

It also has to be specified that during the roll-out of eID, according to one of the in-formants, there were already e-services existing and could be accessed via bank-enabledauthenticationmeans. Yet the number of these e-services was rather low. The correlationbetween the eID and e-services calls for a question: which enables what? What needs tobe implemented first to start the process? Three informants named it a “hen-and-egg ”question. They all replied to it that there is no way tell but what is clear, is that both haveto be done.This code is very similar to the code Inclusion.
5.4.1.2 Inclusion Within the acquired narratives of informants, the aspect of inclusionrefers to ensuring that each and every citizen is covered by the overall service provisionand is given the possibility to use the service(s). Here, the inclusion can be also looked atfrom the perspective of multiple user groups and the equal possibilities provided to them.
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Keeping in mind a relatively high level of e-services maturity, eID, and their stability,the informants were asked whether it is required to strive and put effort into increasingthe use of eID [IX].One of the informants answered:
“Every single citizen that lives in Estonia is of interest to the government. Which
means that it is definitely important for us to reach also the users that are notmaybe
on board with eID. But at the same time, in a sense, yes, I think it is necessary to
lower those numbers, because we want these conveniences for everybody”

The other informant though believes it is only possible to reach a certain level of users(70%), while the rest of them cannot be covered. According to him, a large number ofusers still own simple cell phones, might not have a PC, or just choose not to use any ofthe eID options.Among these mentioned 30%, children who have not turned 16 y. o., might not ownan eID card. Thosewhomight, use it as a travel document. There is no intention to imposethe eID and e-services and leave freedom of choice:
“[. . .] if someone is not using it – it is an individual decision of that person and, well,
no problem here.”

The answers of informants come to a point were inclusion has to be reached genuinelythrough invoking the wish of the people to start using eID. One of them mentions:
“I think the way also in Estonia, how to get more people to use eID and how to use
the digital solutions should be just making it better and better.”

“[. . .] the user-centered approach of developing services is the best tool for getting
people to actually use those”

Additionally, when talking about inclusion, and, as a matter of fact, availability, a re-mark was made on the language of the services provided. Since a large part of the citi-zens in the country speak Russian, and more and more people who speak English as theirprimary language come and settle in the country, a demand for multi-lingual support inservice provision is appearing. One of the informants noted, that part of the services isprovided only in Estonian language which often becomes an issue to those who speakother languages. Looking at it from solely citizen experience’s point of view, this can leadto a certain degree of disappointment and frustration on the citizen’s end. Therefore, in-clusion and availability can consist of many nuances that have to be kept in mind in eachspecific setting in order to provide equal opportunities for everyone. Moreover, the lan-guage is also used here as a tool to convey meaning. The simpler it is, the easier for allpeople to comprehend it:
“[. . .] because we found that also many service portals are very complex. So people
like simpler things. It’s also about how you are using language. To reach some
Ministry of Justice portal, you can read some very legal language [. . .] ”

5.4.1.3 Motivation From the experts’ perspective, motivation appears to be a highly im-portant factor. Motivation can be reached primarily through useful services. Importantly,there should be a variety of services available. Indeed, it requires a certain amount oftime for the services to become available, but the key is rather to have multiple initiativesto carry on, implement and demonstrate the benefits. Motivation is there if people findit useful. The purpose is what drives the usage, as the experts argue:
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“[. . .] if you get a tool to access governmental services, and you can use it only once
a year to declare taxes, of course, you’re not interested. Even if you this tool, after
one year, you forget how to use it.”

“[. . .] if the person doesn’t use it, the issue is not on the electronic identity side, but
basically, on the services that are provided to them. And they don’t find the service
that would make them use it.”

“[. . .] If you want to get people use the services and solutions, those have to be of
good quality. So if someone it not using, either he or she has no use for the solution,
or it is not good enough, if it is beneficial, I’m sure they will use it.”

It may seem that the focus is slipping from the eID to services but a reminder is thatthese two concepts are inextricably linked to one another. One cannot function withoutthe other. eID is a tool and enabler of service provision as services cannot be provided tothe citizens while skipping the their identification. On the other hand, if no services areavailable, too complicated, or unknown, the eID then has little to no value.
“[. . .] everybody should take very seriously about motivation of people start to use
it. Otherwise, you can build fancy good ID system but nobody is using it.”

“I think the way also in Estonia, how to get more people to use ID an how to use the
digital solutions should be just making it better and better.”

5.4.1.4 Awareness This code matches with the previously identified factor of aware-ness. It refers to users knowing that a tool or a service exists, can hold value and benefits,and is possible to acquire. Reaching awareness is a process that may require a large num-ber of actions to continuously boost it [VII].The informants reflected on a few projects commenced in late 1990s – early 2000swhich goal was to get people familiarized with the internet and educate them to use a PC:“Tiger Leap”, “Look at the World”, and “Computer security”. These projects were aimingat covering different age groups – from children to elderly. The informants alsomentionedIT buses as one of the ways to increase people’s digital literacy.Several informants pointed to an initiative on using eID in the public transport by theelderly. The idea was not use it as a ticket, but the motivation factor was to provide atwenty-five percent discount to pensioners when purchasing a bus ticket.
“And then we came out with the ticketing for the public transportation where it
didn’t have to have a paper ticket. You didn’t have to bring your pensioner certificate
or anything like that, you just showed your ID card, then somehow, magically, the
check could be done that you have a ticket. And because elderly people could buy a
bus ticket that actually didn’t cost them much, or actually nothing, if you were over
65. That was days for elderly people, they understood they need the card.”

A further comment was then made by the same informant, the author of the quoteright above, to explain why it was considered as an effective initiative:
“It was clearly one of those kind of mass services you can think of, that very quickly
got traction, because you really didn’t need to kind of learn much, you didn’t need
to have a device, you went to a small booth and ask your ticket to be connected with
this card.”
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Considering the outcomes of interviews from the first data collection round (see Sec-tion 5.1, a specific instrument for raising awareness was used in a form of marketing gov-ernment services by means of advertisements. One of the informants argued that aware-ness comes through communication rather than advertisements. Advertisement can bea part of a tactic to raise awareness but more importantly:
“The communication, which is always required, that you have to communicate, yes,
now we have the solutions, now it’s available for anyone, and to communicate the
benefits. Why one should use it? What is the benefit one gets from it?”

“[. . .] when more and more people use it, and can say that their experience is posi-
tive. Well, it’s bringing in new users. But I do not believe in the power of advertise-
ment, because in the end, they will however, use the solution and see if it is good or
not, it can raise awareness. Well, that’s the way how the advertisement can help.”

Summarizing the comments of experts, awareness is a result of deliberate subtle ac-tions of stakeholders and an outcome of the implications of those actions. While on thestakeholders’ end it requires a structured and consolidated approach to delivering the so-lution as well as the necessary information about it. The latter includes projects, publiccampaigns, announcements that will send themessage about the solution, create its pos-itive image and eventually converts the new knowledge about it into users’ desire to usethe new solution and receive its benefits.
5.4.1.5 Convenience Convenience code overlaps with the factor of ease of use. It alsocorresponds with the “ease of use” variable that constitutes the technology acceptanceaccording to the TAM.Convenience is commonly acknowledged to be one of the most important factors ar-ticulated by the users. The interviewed experts note it as well to be the main driver andrequirement coming from the end-users’ side. The Chief Technology Officer (CTO) of Es-tonia argues:

“the most important role of technology is to automate routines in our everyday life,
so that we could save time to spend timewith our friends and family, or dowhatever
we want to do, including being lazy. This is perfectly fine. And I think that if we
create technological tools that make inconvenient stuff more convenient to people,
then this does contribute to public acceptance.”

“once you show that people are saving time, I think this definitely contributes to the
public acceptance.”

Also, the informant who wished to remain anonymous seconds the previous state-ments:
“I consider the important factors to be the easiness and theway howpeople actually
experience it.”

One of the detected narratives related to convenience appeared to be multiple plat-forms of eID. The distinguished ones by the experts are the Mobile ID and Smart ID.More than a decade ago, a boost in the usage of eID was clearly seen after introducingthe Mobile ID. The CTO of Estonia reminisces the following:
“I think that mobile ID was a huge kick, because it made your digital identity very
convenient.”
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He then adds:
“[. . .] there’s a very specific correlation that shows that if you made your digital
identity even more convenient, by enabling it through your mobile device”

He then also continues with the Smart ID believing it is now having the same, if notlarger, impact on the public acceptance of eID due to howwell it caters to the users’ needs.As a conclusion he summarizes:
“This is the most important role of technology, you have to find places where you
can create amore convenient environment for your citizens, and then they aremore
happy to be in this environment. So I think this was really, really important.”

It is important to note that the matter of convenience was discussed during the in-terviews not only from the perspective of authentication options. eID can be used forenabling electronic workflows in the organizations. Therefore, such integration allows forreceiving the benefits eID can provide in such setting: high security level, ease of use, uni-versality and free access to the technology behind. Implementing the eID functionality inthe back-office systems of governmental entities contributed to the public acceptance ofeID from the service providers’ side as it simplified their work routines and made themmore convenient. More on this will be discussed in the description of the theme “eIDconcept”.
5.4.1.6 Privacy and Security A number of issues has been discussed within the currentcode. The references under this code contain the view of experts on the issue of privacyand security and its importance for eID public acceptance and how this issue being a partof the public acceptance affects the overall success of eID. The main issues raised duringthe discussion with the interviewed experts were sorted to the sub-themes: “Risks” and“Breaches and Incidents”.The privacy and security aspects discussed during the interview are broad as theycover several matters of eID: concept, infrastructure, functionalities, use cases, and users.All of the experts unanimously agreed on the high priority level of this particular aspect,i.e., privacy and security, and on the challenge of assuring it ubiquitously.The issue of risks was discussed in detail. Risk can be defined as a combination oflikelihood and consequences of an unwanted event or cause that might result in damageand/or loss.While risk itself is perceived as a negative phenomenon, it can be helpful at the sametime. Being aware of possible risks, the possibilities of their occurrence, and the implica-tions they cause is beneficial while designing, developing, andmaintaining an informationsystem.The interviews with experts revealed a long list of risks they consider to such. Thecommon sense appears to be, according to the interviewees, is that the highest risk sofar is the lack of knowledge. Human factor and a low level of digital literacy, cybersecurityand cyberhygiene can have a far greater impact than a vulnerability of a system. However,risks in general are to be found in each part of the system. One opinion was submitted bythe expert who wished to remain anonymous:

“I still consider theweakest point always to be the end Information Systems, because
it involves a big number of information systems, a big number of people having an
access to those Information Systems. It includes storing information, it includes log
files whichmight also include some data actually, not just their like operational logs,
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but logs, which really have certain user data included. So it’s multiple data sources
with eight information systems and thousands of risks related to the information
system.”

He believes that eID itself is much more secure, and other experts also supported thisclaim that a card does not need to be ultra-sophisticated. It actually has to be quite simpleand elegant in its design while the software is the one which is supposed to be “smart”.Now, the chip vulnerability discovered in 2017 is naturally a topic relevant for discussion inthis context so it will be surely brought up multiple times further within this dissertation.One of the interviewees noted that, for example, banks eagerly implemented eIDwithin their systems for its security: while there were successful attempts to hack intothe system using other channels, eID proved to be secure enough and no break-ins havebeen detected.Here, the technology plays an important role. The digital signing capability enablesa high-security assurance level which in turn is a motivation factor for the government.But this being just one part of the equation, what is also important is the user and hisunderstanding of security principles:
“You’re quite sure that this is a secure system, because it’s kind of a security infras-
tructure. Security infrastructure doesn’t guarantee your security without your own
conscious mind.”

“And for the government, is another thing, the higher level of security – the more
trustworthy system. And therefore, considering this, we have decided in Estonia that
the government has to give a solution that works everywhere, it means that it has
to have a highest level of assurance and technical security. That’s the key.”

Overall, experts agreed that there is a strong dependency on the attribute of securitywhich, if weak, creates a long list of risks of breaches, leaks, and other incidents. If privacyand security is not ensured, it leads to distrust and lose of users. The aspect of risks isdiscussed further in the current sub chapter, as well as the ROCA incident as one of themajor vulnerabilities identified recently in the Estonian eID. It is followed by the “Trust”code and factor description rounding up the theme “Factors of public acceptance: its roleand factors”Additionally, in terms of risks, the possible implications of eID ecosystem failure werediscussed. One of the interview questions directly inquired what is the most vulnerablespot in the system that would immediately suffer if some part got compromised. Thequestion was also framed with a reflection on the ROCA incident. Most of the expertsnoted that it is difficult to point out just one system or aspect arguing that potentiallysuch sectors as banking, healthcare, and the technical infrastructure itself would providean immediate response to a possible failure.A curious statement was brought up by the Estonian CTO who believes that at thispoint the likelihood of a major failure occurring and having a paralyzing impact on thestate’s functioning is very low. Instead:“[. . .] I think that this is again, akin to how software works as a whole. There’s no sit-uation with a software that ends up in a place where you say that, hey, we cannot usenothing here anymore. And if this is true with software, with operating systems, espe-cially, for example, with open-source operating systems where critical vulnerabilities canbe found sometimes, that are patched, or evenwith proprietary operating systemswhere,sometimes, you don’t even know that there was a crash vulnerability, and this is magically
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going to be patched as part of Windows Security or whatnot, is that we can patch thesethings.”He then continued that at this point of the state of affairs in the information systems,most of the crises, breaches, vulnerabilities and other troubles are solvable once goodrisk management, communication and leadership are in place.To conclude, another comment of the Estonian CTO can be cited:
“The benefit here is that while the electronic identity is incredibly sensitive and im-
portant and critical part of assuring our digital identity, in the way it is built, and,
sort of, the algorithms it’s based on, are not so complex, which means that they
are open enough or they’re easily patchable enough, that they don’t require a re-
placement of a whole operating system. They require just certain tweaks or certain
adjustments for the algorithm, and then everything is going to be fine with your
keys. Because in the end, it’s about your private key, it’s being secured.”

To round up the subject on risks and continue the previous statement on PKI, it is worthnoting the words of one of the experts from the Estonian State Information Systems Au-thority (RIA) (Riigi Infosüsteemi Amet) cautions about the single point of failure, whichhe believes to be the Certification Authority, SK ID Solutions AS. In terms of risk manage-ment, a single public key infrastructure authority may become a weak spot in the system.Having more than one would be safer but since the market is relatively small to fit morebusinesses, at the given moment, there will not be any changes.
5.4.1.7 Trust Trust has always been one of the primary conditions when it comes to theacceptance of technology. The definition of trust within the domain of e-governance andelectronic identity is not agreed upon and is somewhat elusive and intangible. Its conceptcan be tracked through almost all the narratives on the implementation and success ofmost of the technologies, especially those in the public sector.When talking to the experts during the interviews, the trust revealed itself as a mul-tilateral phenomenon that can function both as a cause and as a goal. Five out of seveninterviewees have agreed without any doubts that trust is an extricable component ofelectronic identity. The interviews allowed to distinguish the following: i) trust towardsthe technology of eID, ii) trust towards the devices, iii) trust towards the service providers,iv) trust towards the government, v) trust towards the citizens. All of these kinds of trustmust be maintained and treated equally as important.All of the interviewed experts noted that in Estonia, the trust level is very high in Es-tonia. One of the experts even highlighted that some people rather believe more in thestory of the Estonian success but not really questioning whether:

“Well, is it really that safe in all cases? Is it that well-built? Are we in a sustainable
way how we are building or e-governance solutions?”

Here, the expert distinguishes the base the trust is built upon: a story side and theactual technology or the reality side. He agrees that the high level of trust is definitelya positive thing and either way is always built on a story. Moreover, people start to trustmore if the story is repeated. On top of the story, the general public then builds its opinionadding to that the experience of using the technology. When these aspects gather up,people feel they have trust and thus satisfied with what they get.Two experts expressed an opinion that when it comes to citizens’ trust, people don’tcare in general. However, based on their answers it became somewhat clear that whatis meant by it here is that working deliberately on building up trust does not make much
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sense. Citizens do not need to know a lot about what is going on behind the curtain of thestate and its infrastructure. Naturally, nowadays people do know more since the digitalliteracy has grown significantly, but still it is the state is the primary party who is interestedin the issue of trust. To reach it, the solution must be trustworthy for the state itself.Therefore, the state makes sure the highest possible levels of security are assured. Whatwas done in case of Estonia, is that it was decided to involve a third-party certificationauthority that will be in charge of issuing the certificates. The latter originate from oneroot certificate creating a technical trust. Therefore, as one of the experts (RIA) argued,the banks began to accept state-issued IDs.Another expert who believes that people don’t care shared his thoughts that basicallymatch the above said but in different words. His point is that trust was not an issue in thefirst place. He argues that back in the days, when e-government was under development,a more pressing issue to solve was the attractiveness of the technology. The expert talksabout digital elections as an example where the first digital voter turnout was only around2%. As he explains, this number is not a result of distrust but attractiveness in the firstplace. Hence, it is better to concentrate on the technology and its development using ajoint effort of all parties and give it time.Digital voting plays here an important role. The government CTO of Estonia brings toattention the following:
“I think that with eID, it’s been really critical that the government trusts the digi-
tal identity; then fights for the security of it. Because if the citizen sees that, you
know, government trusts my votes, my democratic votes that are being secured and
authenticated by my digital identity, then if government does this, this, is the most
critical level of trust you can you can have, then obviously, I can use this for other
things, including banking, or including less sort of traditionally critical things such as
using it as a client card or customer benefits card and elsewhere. So, if it’s already
accepted in the highest level of trust, then they’re more ready to also use it in other
fields of areas.”

If we remember the different kinds of trust spoken of in the beginning of this section,then assuming that at first there was no trust towards digital ID or other technologies,the trust did exist between people, institutions, and service providers. As the CEO of theEstonian Certification Authority explains:
“[. . .] in Estonia, the electronic identity was brought out in a way where this launch
was coordinated and agreed by the private sector and public sector; and banks very
much supported in the public messaging.”

So, if the banks who have already been trusted by citizens are vouching for the elec-tronic identity solution that is issued by the state, this creates an image of reliability,security, and, again, trust. People then see that both service providers are interactingwith each other through the use of technology while demonstrating the safety and con-venience features that come along. The CEO of the Estonian Certification Authority thencontinues:
“Also, the telcos at the time, at least some of them had a very clear statement that
the brand is connected to innovation. So they are bringing the innovation to the
country. So I think that there were a lot of companies whowere related to the image
of technology, technologically advanced companies. And the services in the sense
worked. So they actually provided somethingmeaningful to the people. That meant
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that it wasn’t just a big part of why we do innovative things, but it actually paid off
on a daily basis. So that’s, I think, where the trust came from.”

After that he added:
“I think that this kind of a development that happened throughout the 90s and in
the beginning of 2007, it actually meant that you could see that if you go along with
the technical changes, you are becomingmore andmore successful in your personal
life aswell. So I think this was proven on a daily basis that it makes sense to go there.
So yeah, some level of trust was there.”

In other words, the Estonian stakeholders made a bid on the technology continuouslycreating the right conditions for everyone to use it. The trust came along as a collateral.So even when the already mentioned incident with the eID card chips happened, itbecame clear that trust towards eID has not decreased. Furthermore, the overall usage ofeID increased onwards. For the experts it is hard to decide what exactly led to this kind ofresponse from the general public, but they do name: i) transparency and accountabilitywhen the incident was announced and explained to the population; ii) ownership andassurance of crisis solving; iii) availability of alternative eID options. Of course, someof theexperts replied that citizens simply did not care or notice. The detected vulnerability andactions that fixed it afterwards have not affected their daily life and required on averagelittle to zero effort from their side tomake sure their identity documents are updated and,hence, remain valid. Yet, it should be said that in terms of trust this incident did not vanishaway without leaving any damage. The CEO of the Estonian Certification Authority pointsout the following implication:
“I think that the biggest loss you can see that there was a lot of trust lost is if you
look at the court cases that PBGB andGemalto had after that. Therewas a company
who hadworked with the Estonian government for 15+ years; with every kind of real
connections, and the good cooperation so far; and immediately, after the event,
there was no goodwill left anywhere.”

5.4.2 Theme: Public Acceptance and eID Pervasiveness
This theme holds evidence in the form attributes that demonstrate and prove acceptanceamong the population. The parts of the discussionswith the interviewed experts and theirarguments thatwere selected for this theme and its codes reflect on several aspectswhichare the history and timeline of the deployment of eID, country specific attributes that con-tribute to acceptance, and the acquired reliance on eID, or in other words, dependencies.Figure 12 shows the codes of the given theme.In broad terms, all experts agree that the eID public acceptance is very high in Estonia.Moreover, it is no less important than the technology itself. The Estonian CTO comments:

“So, from strategic point of view, public acceptance is absolutely critical. But the
public acceptance cannot come before the solution itself.”

But as he states, public acceptance is not something that appears by default right afterthe technology is launched. Here, it is important to keep in mind a series of actions takenby the stakeholders throughout the years that resulted in the current state of the solution.More on this will be elaborated in the theme of “Actions and decisions”.In order to understand the degree of eID pervasiveness, a number of questions con-cerning user groups and their reliance on eID were asked.
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Figure 12: Theme "Public acceptance and eID pervasiveness".

When asked whether there are some user groups that could be perceived as primaryoneswho aremore reliant on eID, the experts either disagreedwith the idea of prioritizingsome users over others, or explained the relativity of such prioritization. For instance,indeed, critical services like health care rely on eID continuing functioning since humanlife may depend on it, yet there are not enough grounds to lower the importance of otherservices. If one takes into account the amount of transactions in financial sector, then thebanks can also be considered as primary users. The experts are reluctant to differentiatethem according to importance. Without hesitance, two of them argued that each user isof priority in terms of service provision.The aspect of dependency is different from the importance. Some user groups rely onthe continuation of the eID enabled services. This is where the experts again named thesectors of healthcare and finance. Once the experts were presented a theoretical scenarioof eID being compromised and they were asked to assumewho would suffer first, the twonamed sectors were the first to be among others.The experts who wished to remain anonymous mentioned the entrepreneurs:
“I just cannot exclude the people who work in business and the businesses. Because
if your eID is not valid or not in use, or your certificates have been revoked, in that
case, it means you are not able to do anything.”

He then continues his thought:
“Those at work or the most critical group, and I think it includes quite many citizens.
For some citizenswho do not need to use their ID in thework, I think, it’smuch easier,
it is not stressed about it, it is something they use occasionally. But it doesn’t have
to be used even weekly, necessarily, depending on what they do. I think it’s mostly
work-related. And if you have any obligations, if it is something which comes from
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legislation, you as a citizen, if you have to perform some duties, and if they require
eID for that, well, it’s hard to say, it depends so much on the person. But quite
often, you might face these situations daily or weekly when you have to use the eID
for something.”

Amajor role plays the digital signature. The acceptance of this particular functionalityof eID has grown over the years and is now widely used. As the Estonian CTO explains:
“[. . .] the way eID has been done, is that you can sign your documents, you can
encrypt your documents, even if you don’t have internet. As long as you have the
software on the computer, and as long as your ID card is valid, I think this is really,
really great. So not having the central dependency really works.”

At the same time, some other experts estimate that the reliance on digital signing ishuge as it has become a part of software architecture and processes. More on this will beelaborated in the theme “eID concept”.Overall, the interviewed experts agreed that there is no way back in the sense of digi-talization and electronic identity. While from a legal perspective a person is not dependedon the eID and can (still) carry on with her life without getting involved into digital affairs,however, practically – it is not that easy anymore. As experts explained, yes, there arestill people who have not used the “e-”part of their eID, that number is lower and lower.The usage of eID naturally varies: some use it extensively on a daily basis, and others usealbeit rarer; however, at least one time per year one transaction is done by the heavymajority of the Estonian citizens – be it submitting a tax return declaration or paying bills.If a person does not want or know how to use public services online, service points andbureaus are available, though their number has significantly decreased over the years, asone of the experts from RIA mentioned. The other interviewee representing RIA has putin the following words:
“[. . .] people are kind of, let’s say economically forced to use eID”

The anonymous interviewee also commented:
[. . .] I would describe it that everyone who has any obligation to use the ID it might
be it’s just an individual citizen, it might be someone working on having certain re-
sponsibilities coming from the legislation, or it might be entrepreneurs. It might
be people in business or public administration. Well, I think anyone is involved in a
similar way.”

In order to understand better the situation with the dependencies in the user group ofcitizens, the experts were asked to explain if, who, and why are dependent on and moreacceptable of eID.In their responses, the experts did not cover all possible user groups but the mostspoken of were the already mentioned entrepreneurs, the elderly, and the underaged.These user sub-groups certainly differ in their acceptance level, attitudes and reliance oneID.The elderly and the underaged from the service provision point of view have alwaysrequired special attention, approach, and inclusion. The experts’ opinion is that these twogroups are less reliant on eID butwhat is essential here is to ensure that everything is doneto get them on board. The importance of raising awareness was emphasized. Again, theprojects related to the increase of digital literacy and the e-ticket were brought up by the
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experts as effectivemeasures to involve elderly. Additionally, the attentionwas brought tothe fact that elderly require external help in learning about the digital world and its tools.Simple guidance and support of close ones is as helpful (if not more) as public campaignsand projects are.As for the underaged, the interviewees believe it is much easier. Children who arebeing raised in the time of digitalization aremore acceptable of onlineway of life includingthe affairs related to public services. Once they reach 16 years, they get their documentand already the first transactions can be initiated. As the expert of RIA noted, a big partof children is issued their documents before 16 for traveling purposes. For this age group,the perspective of using paper-based services will never be an acceptable option. Theymay not be using eID over that period of their time, but it is guaranteed that acceptancelevel will be high onwards. Here is what the Estonian CTO says with regards to youth:
“[. . .] if the kids of today become older, start using these digital tools and don’t know
the life without them, then this will also boost these numbers, for two reasons. For
one, they are themselves using it, more likely than people five or 10 years before, but
at the same time, they are also going to make the older generation use themmore;
if a child graduates and becomes 18+ and start using their digital identity to do their
own banking, then maybe, they’re also going to make changes that their parents
that might not use their digital identity enough, that maybe they would start using
it more.”

Most of the interviewed experts havementioned the country size as one of the factorsthat favored the high acceptance of eID in Estonia.The CEO of the Estonian Certification Authority compared Estonia to Iceland size-wiseand hypothesized in this regard the following:
“If I would compare our way of interacting that Iceland does it even better, because
they have an even smaller community and there is no way to go from that island
there. You cannot do anything that you are ashamed of; you cannot trick your fellow
citizen there. Because you’ll found tomorrow, there is no way to hide. That’s what
the small communities do: they put the responsibility on you.”

The experts also highlighted that the small size of the country also makes it easier tohandle the bureaucracy. In other words, issuing a bit more than onemillion of eID cards isnot comparable to those country cases where there are millions and millions more users.During the discussion about the country size and other states in general, the subjectreplicability emerged. The Estonian CTO believes that many big countries that tried to rollout electronic identity failed as a result of attempting to do everything at once. The CEOof the Estonian Certification Authority also maintained the same position on replicabilityof eID in large countries. An expert from RIA also stresses that for large countries moretime is needed. In Estonia, as he said, there is more transparency, and it is easier to reachpeople. It took twenty years to reach the current state of affairs, while in other countries,with bigger bureaucracy apparatuses that need to be rebuilt, it would take much longerthan twenty years.
5.4.2.1 Attitudes and Culture The aspects of culture and attitudes have been noticeableparts of the discussion with the experts during the interviews.While in previous rounds of research, the citizens were asked about eID and how of-ten they need it and use it, the same question was addressed to the experts since mostof them are representing the direct service providers of eID. Most of them replied that
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people, again, don’t care much. But then CEO of the Estonian Certification continues thatthe indifference ends on a point when the solution stops working. Otherwise on a dailybasis the citizens will not show their interest or even realize its importance.Then, to explain why this interest is implicit, the CEO of the Estonian Certification Au-thority made the following comparison to illustrate the importance of eID to citizens:
“[. . .] if you would ask from the person next to you how important this is Circle K gas
station that you see here. And they will say that doesn’t matter. There is a next one
behind the corner. But if you would ask how important is the fact that gas stations
exist anywhere in Estonia? That’s a different question. So I think that the working
infrastructure, in general, also for the citizens is really important. But their own
specific small eID is not because they kind of perceive that this is something that I
can take the next one tomorrow as long as it works.”

One of the experts from RIA alsomaintained the same argument about indifference ofpeople. As he explained, citizens want to spend as little time dealing with government aspossible, and when they have to, these interactions have to, even if they happen online,take as less effort as possible. Hence, as he further continued, one of the most effectivesteps was to combine the eIDwith a service that would be both crucial and of high interestto all citizens. It was banking. Enabling banking with eID was the most effective “anchor”for the citizens, as the experts agreed unanimously.
“So if you give them a tool they can use for the e-banking, guess what happens?
They start to like it.”

Surely, other services have also strengthened the acceptance, and more on this willbe written below, however, it makes sense to continue on the current code description.A cultural attribute or a cultural setting can have a range of impact on the public ac-ceptance. Such concepts as “vision”, “logic”, “way of thinking”, “mindset” were used todescribe this sort of impact. The experts made several curios assumptions. One of theminvolved the possibility of historical outcomes and circumstances leading tomodern orderof things. The Estonia CTO commented:
“I do think that there’s a cultural acceptance for failure that is more akin to this part
of the world, and then perhaps some other countries. . . I suppose that this nation of
Internet’s people so to speak, we are more accustomed to things sometimes break-
ing, but we know that, you know, these things are going to work out well. . . Any
country that tries to start doing eID, thinking that it’s going to be perfect, he’s al-
ready stepping off the wrong train at the wrong time. This is not going to work. I
think that it’s very, very important to be more ready for this kind of failure. So once
you accept this, then it’s going to be definitely much, much easier.”

The expert fromRIA elaborated on the “philosophy”, as he put it, that is used in Estoniathat has led to the given order of things. According to him, the offline and online worldsare not separated. In fact, the virtual world is not a copy of the real world. It is actually areal world but just a different medium. Citizens as well do not make a difference betweenthese two dimensions. It is one of the simple and clear truths, as he explains. To give anexample, he takes the equal value that a paper document and an electronic documenthave. Then, another way to demonstrate the way of thinking among Estonian citizens,is to imagine a situation where a public affair needs to be taken care of, and if in othercountries a person would first ask where he needs to go in order to do so, the very firstthing a person from Estonia asks is which website he needs to open for that.
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“[. . .] people have been mentally changed so much. So it’s an assumption that ev-
erything is online. Andwhen you see Estonians travelling and going somewhere and
something happens, so they need to be in contact with authorities. And then they
ask, you don’t have any app for that or something? Do I need to go somewhere?
What are you talking about?”

The eGA founder also mentioned that technology was a priority from the very begin-ning – in early 1990s. It became prestigious to use it. The Estonian CTO mentioned thatpeople have accustomed to technologies and innovations relatively early which allowsnow for an accelerated pace of mastering new and updated tech solutions.
“I think it’s about the gradual shift of culture, to be more technology-minded, and
to be more open for new things.”

“At the same time, we do think that Estonian citizen as such; they’re willing to ex-
periment a little bit more, I think this has been a success factor”

5.4.2.2 e-Services The part of discussion that touched the subject of e-services revealstheir role in the acceptance of eID.One of the main take-aways is to realize that when eID is introduced, there should beservices in place that can be accessed with this eID. The anonymous expert believes thisto be another part of the country’s success:
“It’s about this overall approach of Estonia to enable the use of eID by introducing
services inwhich it can bewidely used. So I don’t think that the decision for eID could
be made alone or should not be made alone. If a country is to introduce an eID, it
has to have a plan of introducing the services at once. It has to start immediately so
that the citizens really have use for the ID.”

Another important take-away is to realize that eID will enable the use of services andthe latter will be in demand if they are good. The experts unanimously agreed that themain indicator of a service is, first of all, whether people use it.Of course, it can also be the case that a service is available and it is used, however, theprocess is not easy or convenient for the citizen. Therefore, a user-centric approach is re-quired to make the services easy, intuitive, fast, convenient and effortless. A user-centricapproach implies that the service provider understands the user. For that, as experts ex-plained, use cases are crucial. One of the experts from RIA underlines the importance ofuse cases:
“[. . .] for government, it’s really important that we need to have a solution that
covers as much as possible, if not all of the use cases.”

He then continueswith describing numerous daily situationswhere the citizen turns togovernment institutions pursuing a public service. In order to start the process of serviceprovision, there is one common requirement: the eID. A person needs to be identifiedfirst. The provided document and its data need to be found in the governmental databasesto see if both data match so that the service agent can proceed with the initial servicerequest. Same situation applies online. The person needs to authenticate himself. Forexample, one of the use cases brought up by the expert from RIA is when a 16 years oldchild would like to receive a driver’s license. He can either come to the bureau in person orvisit the website. In both cases, eID is required. Or if a person wants to travel, he requiresa passport. To get a passport, the person has to apply for it – with an eID.
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“This ID card is like a mother of all identity documents; all other identity documents
are based kind of on that. So, the same thing happens actually in private sector
even before this ID card that if you want to have a membership or loyalty card,
whatever; or you want to have a bank card or; you cannot get one if you haven’t
provided government issued document”

The founder of eGA has also discusses the importance of use cases based on his per-sonal experience. During a secondment trip, back in the early 2000s, he receives a callrelated to another workmatter which requires a response in a form of signing certain doc-uments. Even though, being en route to a different city, theworkmatter is resolved thanksto the Mobile ID that allows to receive the documents via Internet and use a website as amiddle party to sign the documents by simply entering PIN 2 on a cell phone.The essence of the use cases is to forecast as many events or situations where thesolution can be applied in the most convenient way in order to fulfil users’ needs. Themore use cases there are, the more the solution will be kept being used reinforcing itselfby the positive outcome and value it brings to the users. Therefore, a sufficient amountof services is crucial.
“[. . .] if you get a tool to access governmental services, and you can use it only once
a year to declare taxes, of course, you’re not interested. Even if you have this tool,
after one year, you forget how to use it. . . we understood that we need to have
some attractive services that people will be more than happy to use with this card.
We needed to have something that people can use every day. So you don’t forget
how to use it.”

When discussing the use cases, the matter of eIDAS was brought into context. WhileEU member states are working towards cross-border interoperability and services, andthere many available already, the experts point out that there are almost no use cases[II]. In other words, there are not many situations where an end-user can find a serviceenabled by eIDAS useful. Theoretically, we can assume such use cases, but as the RIAexpert explained, the whole setting of cross-border services is in its preliminary stage.The stakeholders should start from a point of determining the needs of end-users andensuring that the solution can fulfil those and be useful.Several particular e-services were brought up during the interviews as the most effec-tive in regard of introductory services that acquire end-users and create a basis for othersand the overall awareness about the concept of e-service and what is needed to accessit. It was already emphasized a few times that banking is the most heavily used service.All experts indicate , it has contributed to the public acceptance the most.Then the turn comes to the healthcare services. These are indicated as the key ser-vices that have to bemaintained. The access tomedical records is crucial, especially duringemergencies. This also applies to e-prescriptions. When the issue of dependencies wasraised, and imagining that an eID crisis would affect the healthcare sector, the implica-tions would be dire because of the high priority of delivering the services immediately ondemand. The CEO of the Estonian CA commented on this:
“[. . .] those health records at disposal of doctors and they rely on access to the health
information about the patient’s normally on this kind of a strong electronic identity.
Basically the whole health care would also be very, very quickly impacted. So like
immediate lockdown there as well.”

In addition to multiple projects and campaigns related to new e-services that werelaunched in order to bring new users, it was important to keep both delivery channels:
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online and offline. To make sure that users lean towards the online option had to bepresented as more attractive and advantageous. One of the experts from RIA gave anexample:
“I think the very important was like a soft motivation package provided by the tax
declaration authority. If you declare the taxes online, you can get your refundwithin
one week. If you declare taxes on the paper, you had to wait three months. What
would your choice be?.”

The other expert from RIA added another point to the above one:
“[. . .] even if we have the services that are available as offline services, or at the
service point, it’s really uncomfortable, you need to travel somewhere, you need to
stay in queue, and you have to pay more. So people are kind of like seeing it not as
an option anymore and say no, no, no, no way I will go anywhere, or no way I will
pay like a three times or double even double price for fee for that, never ever, I will
do it online."

5.4.2.3 Number of Users: Adoption Time andNumber of Transactions Thematter of e-services and use cases is tightly related to another small but not less important code family“Number of users” which then divides into two sub-codes: Adoption time and Number oftransactions. The essence of these boils down to the growth of number of users over timeas they discover and adopt services and solutions.Here, we can look at all actions the stakeholders take to increase the usage of eID as“boosters”. Since a national eID is a large-scale initiative, the required amount of suchboosting actions can and has to be very high. To remind of an example, we can recall thewords of the CTO of Estonia who reflects on the user uptake of Mobile ID when it waslaunched and how big of a difference it made to the overall use of eID if one refers tothose years’ stats.The expert from RIA provides a detailed overview and breakdown of usage. He firstrefers to banking as one of the major boosters during the launch of eID card. He recalls:
“[. . .] in the first days already, like two major banks were accepting ID card and
some enthusiastic customers started to use it. It took two-three years when we
started to see the real growth of ID cards usage in the banking industry, also in the
government, public sector industry. And somewhere after seven years, we got it
saturated. By “saturated” I mean that we got the optimum of usage; took five to
seven years, this grace time. And what I mean by optimum is that we have roughly
1.3 million inhabitants in Estonia, and we have 1.3 million cards in circulation, active
cards."

He then refers to 2011-2012 once the coverage reached almost entire population:
“[. . .] but I think it was almost 600,000 people who are at least once in a six month
or something, and, or it was 700,000 people I don’t remember exactly. And thenwe
have like a once in threemonths was nearly 605,000. And everymonthmonthly, we
have around 500,000. And then then every week, there is like a 250,000-300,000
people were using this card. So if you look at these statistics, and if you look at the
monthly statistics, then you understand that, basically almost in every household,
that with the numbers, you can speculate, it’s not the truth, but you can speculated
that we have at least one person in every family who is using the eID once a month,
usually pay the bills. But of course, we have people who are using more frequently.
And then we have groups who are not using”
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To complete and wrap up this breakdown of usage, he reminds about the numbersthat come from the rest of eIDs, i.e., Mobile ID and Smart ID.
The anonymous expert argues that the adoption must take some time implying that asteady growth can bemore advantageous, and numbers don’t have to be an ultimate goalbut rather the value delivered that creates a positive experience and encourages users tocome back. This brings us back again to the concept of saturation mentioned by one ofthe experts from RIA. The saturation is strongly linked to the recurring use of solutionsover time which in turn impacts the growth of numbers of unique users.

5.4.3 Theme: eID Concept
This theme formed itself the conceptual model of the Estonian eID. It brings togethercodes that represent various parts of the eID ecosystem and the technical infrastructure.It explains the importance of the idea behind the given conceptual model and how itdetermined the overall development path of eID in the country. Figure 13 shows the codesof this theme.

There are several crucial decisions or setups that presumably led to today’s level ofacceptance.
eID as a mandatory identity document In Estonia, owning an eID card as an identitydocument is legally mandatory. Each citizen, either from birth, or starting from the age ofsixteen, must receive an eID card that contains a chip with unique data about the holder.The unique identifier contained in the chip is recorded in the population registry from themoment of birth registration. This aspect has been widely acknowledged as one of themain success factors when introducing national identity systems.
Having asked the interviewees what these factors are, they primarily name the thisparticular one among others. The director of eGA argues:

“ID card was compulsory document and [. . .] this has been one of the key enablers
for e-government success also in Estonia”
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The anonymous expert also confirms that the card being mandatory is one of deter-mining factors of acceptance. Having no alternative but just having the card worked outwell, as he says.The expert from RIA replies similarly:
“We didn’t ask people “Do you want it? Do you want to have a chip on your card?”
And we also didn’t let the people decide if they want to activate or not keep it in-
active; we decided that all cars have chip, there is no exclusion, and all chips are
automatically enabled...”

Most of the interviewed experts mention the term “concept” when asked about thesuccess factor of eID public acceptance. They explain it as a conceptual model of eID thathas to consist not just of an advanced technical solution but legal, organizational, and useraspects must be included. The Director of eGA emphasizes on the importance of havingthe concept of eID in place from the very beginning multiple times. He adds that if theconcept is there, the state eventually saves significant costs. The CEO of the Estonian CAalso points out the concept of eID and compares Estonia with other European states thatalthough have identification, it does not exist as a part of a national IT infrastructure.The founder of eGA names four components that create this concept: i) data itself; ii)interoperability iii) eID; iv) digital signature. More context is provided in Chapter 4. Oneof the experts from RIA explains the concept as an idea or a systematic approach to theeID implementation, its functionalities, and how it is going to facilitate access to services.Additionally, it is worth to mention that eID being a mandatory identity document isalso a part of its concept.The Estonian eID is used for identification, authentication, digital signing, and encryp-tion in different fields. The CEO of the Estonian CA mentions:
“[. . .] this cornerstone of Estonian government and services, is the identity that is
common throughout different systems, both private and public.”

The director of eGA gives a similar statement marking that in some large countries,each sector issues its separate identity, e.g., governments, banks, enterprises, etc. How-ever, he points out that such solutions would not have been viable in a small state likeEstonia.The expert from RIA mentions another interesting point on a single solution aspect:
“What in our philosophy, or in Estonia - we’re trying to make, a virtual world is not
even not a copy of real world. It’s actually real world, but just different medium.
So this is what we see that okay, if you accept the government documents, physical
world, you should accept them online as well.”

Starting from the beginning, security has been a priority when designing the eID sys-tem, which is why the stakeholders made a bid on strong identity with complex crypto-graphic algorithms guarding personal data and its exchange. The expert from RIA states:
“[. . .] we have decided in Estonia that the government has to give a solution that
works everywhere, it means that it has to have a highest level of assurance and
technical security. That’s the key. Because if you have the highest level, you can
enter the low-level requirement, the systems that require low level, you can enter
the system that require the substantial or this mid-level, or you can access also the
high level.”
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The anonymous expert as a foreigner who works in an Estonian organization provideshis opinion on the Estonian setup:
“So how I look into it as a citizen and as an employee in an Estonian organization is
that I see that the eID concept in Estoniawas built by following the highest principles
and going as high as possible in the safety and security of the system.”

The CTO of Estonia argues on the same point of prioritizing security of transactions:
“[. . .] you cannot really do bank transfers or notarized stuffwith anything less secure
than your eID.”

Having already indicated several times, eID and service are coupled together and haveto exist side-by-side. This is a vital part of a successful national eID.Experts also highlight the availability of the background algorithms as an open-sourcecode that can be applied by anyone in the country for integration with their own services,be it a government agency or a private company. The CEO of the Estonian CA states thatall the developments and components were made available to everyone, precisely:
“[. . .] the creation of supporting infrastructure, digital signature, creation software,
the drivers for the ID card even came from us, the software to manipulate with a
card or to change your PIN-codes. . . The drivers for the developers so that they
could build their own solutions, basically, we open-sourced everything we do. . . ”

For instance, the CTO of Estonia reminds about TARA, an authentication software pro-vided by RIAwhich enables authenticationwith national eID bothwithin Estonia and otherEU states:
“We do provide TARA for private sector as well, because it’s an open source code.
So private sector can take it from the Estonian code repository, and then start using
it. And then they can essentially rely upon the ID as a whole, but they still need to
set it up themselves.”

Here, it is a good time and place to refer to X-Road that is a part of the eID ecosys-tem, another pillar of the state digital government and its infrastructure which altogetherfacilitates a secure data exchange among all involved parties. It can be concluded fromthe experts’ statements that the data exchange component is pretty much irreplaceablein the context of Estonia’s digital government akin to the couple of eID and e-services –useless without one another. The centrally managed distributed data exchange layer wasdeveloped alongside eID together with e-services and various information systems thatone by one were connected to X-Road over the years.The abovementioned open-sourced code available to any service provider enables nu-merous kinds of integrations. The eGA director confirms these integrations are one of theinstruments for increasing public acceptance:
“[. . .] most of those web-service providers are already integrated in the same plat-
forms, eID possibilities, and it may be becoming not so critical problem for organ-
isations to implement it in technical sense. So it should be simply supported and
encouraged.”

The founder if eGA also reminds that ID cards can be used instead of loyalty and clientcards for commercial purposes. Another major example of an eID integration into non-governmental processes is documentmanagement systemswhich are used in amultitude
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of organizations. As dealing with documents may require a long chain of actions such asacknowledgement, approval, and signing, the functionality of authentication and digitalsigning simplifies, optimizes and accelerates these processes and workflows.During the interviews, the experts were asked whether given ad hoc electronic work-flows increase eID public acceptance. The CEO of the Estonian CA, though, noted that thishas happened since the technology was, again, open-sources:
“[. . .] the part that is important there, is really the, or at least was in history, that
we have created a free of charge possibility to any small company to start digital
document management. This has definitely improved the acceptance in the sense
that none of those companies would ever digitalize their workflows on any other
platform than email. So theywill never invest anything into anything like that then. . .
Yeah, I think that “yes” is the assumption that it was made available free of charge.
I’m not sure that they would ever pay for that.”

The CTO of Estonia agrees such integrations should be benefited from:
“I think, yes. Because doing your own authentication and doing your own identity
management systems are... well, you still need to do identity management... but
technically, doing your own authentication is sort of reinventing the wheel.”

Yet, he considers that it is not about document management facilitation with eID perse, but the key is the session itself. He then again brings up TARA:
“I think that the good example here is the TARA that we are using in Estonia, rather
the setup area, which is a sort of gateway to authenticate and log in your users. So
you essentially authenticate user, and then you trust the authentication. You trust
that the session is valid for this specific user, and then it can use it in your document
management systems or elsewhere. So I think that this by itself strengthened the eID
acceptance, that you’re using sessions, because sessions were used already before
the eID.”

5.4.4 Theme: Actions and DecisionsThis theme holds evidence on the stakeholders’ actions with respect to eID implemen-tation and the systematic efforts in a form of various partnerships, policies and require-ments. The codes of this theme are shown on Figure 14. This theme presents itself asan excellent case of institutional design analysis perspective as it precisely demonstratesthree types of design are interrelated among each other and function in a form of a designprocess. This will be discussed in Chapter 6.It is worth noting that statements presented in this final theme overlap with the al-ready described statements above. The topics of eID, e-services, data exchange are raisedin this part. What is different is the angle. While previously abstract features and at-tributes, technical components, and circumstances were the main subjects, this themefocuses on the results of cooperation between the stakeholders of the Estonian identitymanagement and implications for the eID public acceptance.
5.4.4.1 Service Providers: Actor Constellation Cooperation of stakeholders in the be-ginning of 2000s is widely considered as one of the crucial factors of the digital govern-ment’s success. Some argue it is the size of the country that hence makes the commu-nication and decision-making easier; some say it is the willingness of the parties to worktogether; others point out the choice of moving in the direction of IT. The eGA foundersays the following with regards to the third arguments:
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“[. . .] we tried to find some magic way and we attributed this magic to technology.”

One of the experts of RIA provides a retrospect into the chain of events and decisionsthat led to the current state of affairs. The government decided to cooperatewith theBankAssociation which resulted in the establishment of a Certification Authority as a privateentity that began issuing certificates for all types of ID and signature means. The CA wascreated by two major Estonian banks whose clients represented the 70% of the country’spopulation. The third founder was a state-owned telecommunication company. Alreadyin the 1990s, the e-banking began to develop, andmeanwhile, the state already had plansto start issuing new identity documents. The common interest of both public and privatesectors in creating a CertificationAuthoritywas trust and security. Back then, as the expertfromRIA puts it, therewas no eIDAS or EuropeanUnionwhowould provide some commonframework that would cover and regulate web security. Therefore:
“[. . .] it was like a win-win concept - we both need it, let’s cooperate on that and
create together. But the beautiful thing with that was that from the technical per-
spective, if you have a one certification body with a one root certificate that issues
to two different actors, certificates, then automatically technical trust is created,
because they’re using from the same root coming certificates. And therefore, it was
no technical issue for the banks to start to accept government-issued eID. Because
technically, all the pre-assumptions were already made... and it was a good coop-
eration.”

The CEO of the Estonian CA states:
“[. . .] in Estonia, the electronic identity was brought out in a way where this launch
was coordinated and agreed by the private sector and public sector; and banks very
much supported in the public messaging.”
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Overall, the experts agree that there was a strong political will and engagement com-ing both from the public and private sector. Firstly, as the eGA director mentiones, theempowerment existed even in a legislative level. The laws were in a way promoting thetechnical infrastructure developments such as eID, X-Road, and conducting digitalizationof the public sector in general. The CTOof Estonia believes thatwillingness of stakeholdersto move forward with these developments is as much important as having the resourcesto execute that. He says:
“I definitely believe that it’s not possible to do it without political investment, not
just in money, but investment in thought and vision. I think it’s absolutely critical.
So I don’t think these things can happen without this kind of investment, at least
in terms of e-government. It is absolutely critical. You cannot do it in a grassroot
manner. It just will not work well enough. You need to have invested agents.”

The anonymous expert acknowledges the political will to have brought positive out-comes:
“It’s about the political decisions, which sometimes have to be actually quite re-
strictive decisions, too, because I don’t believe that e-governance can be built in any
other ways, but making the high-level decisions, which can be seen like, enforcing
something to happen, it’s really pushing the things, it’s saying that, yes, this is how
we do it here. And Estonia has been successful in it.”

The CEOof the Estonian CA also brings up the aspect of involving the right stakeholdersthat are capable of value creation and quality:
“Also, the telcos at the time, at least some of them had a very clear statement that
the brand is connected to innovation. So they are bringing the innovation to the
country. So I think that there were a lot of companies whowere related to the image
of technology, technologically advanced companies. And the services in the sense
worked. So they actually provided somethingmeaningful to the people. That meant
that it wasn’t just a big part of why we do innovative things, but it actually paid off
on a daily basis. So that’s, I think, where the trust came from.”

5.4.4.2 Circumstances Interestingly, during the discussion with one of the experts, thegovernment CTO, the topic of replicability of Estonian eID was touched, and then the ex-pert was asked whether it were the right circumstances that to some extent determinedthe development path of e-government in the country. Here is what the CTO replied:
“I think that it is perfectly correct to say that a lot of ducks were in the row or the
plants were aligned perfectly for Estonian digitalization success to happen the way
it did, and especially on the foundation of eID. But I would also say that, you know,
I think it can be replicated, if the intent is there, and if the desire is there, and the
will is there.”

He describes the circumstances as perfect conditions:
“[. . .] ideal sort of environment where it happened that we had regained our inde-
pendence. And then as we had regained our independence, we had this sort of a
wild west type of regulatory world that we needed to build up at the time when
digitalization was becoming a thing and computers and internet were becoming a
thing.”
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Then he continues:
“This is perfectly true, this is hard to replicate, these kinds of situations in another
country. But at the same time, the reason why we’re talking about this today, or the
reason why you are doing this kind of research is because Estonia was small enough
where we could do it nationwide. And at the same time, we were big enough for it
to matter to other countries and other researchers and other participants. And this
place is us in this unique position.”

However, he says afterwards the following:
“[. . .] it would be somewhat a misstep to assume that just because Estonia had this
perfect environment for this to flourish, that it cannot be done in other countries.”

The government CTO is certain that the Estonian experience with eID is scalable. Hecautions though that one should not be eager to scale the eID right away to a nationallevel and expect it to succeed. The key is to start small:
“I think that it would be easily possible to do it regionally. Maybe in a within a state,
maybe within a county.”

He concludes his thoughts on the subject of lucky circumstances by circling back to thepublic acceptance:
“[. . .] we didn’t really have success, before the public accepted this new plastic card
and digital identity by having an actual real-life appliance for it. It doesn’t happen,
you know, before that you just can’t, you know, send everybody the tools and then
say, you know, do something with it, stuff will happen.”

The CEO of the Estonian CA and one of the experts of RIA also mentioned the coinci-dents and circumstances to have been favourable.The CEO of the Estonian CA believes that any kind of this large-scale project involvesa certain degree of luck. The expert from RIA tells that it was a lucky situation that whileplanning to introduce an eID, it became easier to do so since an identity document reformwas going to be adopted at that time anyway.This concludes the third data collection and research round. The interviews have pro-vided a great deal of insights: some completely new, some of them repeating, some ofthose that confirm the previous findings, and some that contradict with what is alreadyknown.The experts unanimously agree on the importance of the public acceptance of eIDand its big role in the success of an e-government. They have named numerous aspects,facts, events and circumstances that determined the outcome story of the Estonian eID.It is a challenge to measure which of those have been certainly the most impactful, butnaming a few, it would be: i) taking the action early, ii) prioritizing IT, iii) cooperating withprivate sector and its innovative representatives, iv) integrating eID with financial sector,v) creating meaningful services, vi) providing them to entire population, and many more.Keeping in mind that it takes time and continuous effort for the solution to start work-ing and get accepted, the experts seem to emphasize on consistency. This includes thegeneral promotion of computers in the late 1990’s and early 2000s, together with simul-taneous creation of public services that oftentimes are supported and enabled by privatecompanies and telcos (telecommunication companies).
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What became clear after talking to the experts, that one cannot simply exclude a singlefact or argument from the given case of the Estonian eID. Each and every of them haveplayed its part, and themain goal of this round of researchwas to grasp the holistic pictureand ensure nothing is overlooked. As the government CTO notes, many can benefit fromthis story and case of eID; none of them will probably be in the exact same position, butstarting with a small and local project to scale it further is the way to go.The overall implications and conclusions of the entire set of results obtained withinthis work will be discussed in Chapter 6.
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6 Discussion
In this work, the aim has been to reveal the subject of eID public acceptance throughthe case study of Estonia. This chapter discusses the main findings from the conductedresearch rounds and the implications they may have.The conducted case study research followed by the guidelines of Yin [139] consistsof a single embedded case study. The embedded units of analysis are aligned with theresearch questions answered in this Chapter. The type of inquiry accommodated is mostlyexplanatory (excluding unit of analysis 1 which is partially exploratory; see Table 2.1). Toprovide meaningful and elaborated answers, qualitative data analysis techniques wereused to generate in-depth explanations from the collected over the years realm of data.Relying on the body of knowledge about technology acceptance and a number of the-ories, the inquiry was designed so in order to obtain specific pointers in a real-life casewhere part of the story is told by the end-users themselves. Therefore, to increase the va-lidity of factors, theywere firstly derived from the literature sources, but particularly thosein which the outcomes were obtained on the basis of empirical studies of the end-usersviews. This has been the exploratory component within this unit of analysis.The eID public acceptance factors identified as a result of SLR (see Section 5.2) werethen tested and validated through the next research rounds.The factors were incorporated in the citizens’ questionnaires in the next study (see[IV,V]) and the in-depth expert interview questions. This allowed for their further valida-tion through the received answers of respondents and through the conducted interviews.The questionnaire’s goal was to investigate Estonian citizens’ perceptions of and atti-tudes towards eID. Given it is wide-known that eID is a mature and stable component ofEstonian e-government, the research round employed an explanatory type of inquiry toobtain a detailed view and deep understanding of population’s perspective of eID. Therewere several take-aways learned from this research round. A high level of trust towardseID and the service providers was confirmed. The opinion of the interviewed experts laterconfirmed and backed up this finding.The respondents demonstrated satisfaction with the currently available authentica-tion options. Considering the security concerns and recent events [36], [VI,VIII], the num-ber of alternatives offered to end-users currently seems to be optimal and convenient.The discovered perceptions and attitudes of Estonian eID allow for further study of tech-nology acceptance on an individual level.The last research round, as a part of a third unit of analysis, also employed an explana-tory inquiry to answer the RQ3 on the importance of eID public acceptance in the successof e-government.The core argument is that the top experts from their fields agreed unanimously on thepublic acceptance being one of the key success factors of e-government in Estonia.The thematic analysis of the interviews and the diverse code structure showed justhow many variables are at play and how much each of them can have an impact on theoverall outcome of the public acceptance.Estonia introduced eID on the verge of a new history chapter after becoming indepen-dent Taking the path towards integration of emerging technologies into the public sectorand using the help of private sector was undoubtedly a turning point for the state’s futurewe observe today. The experts acknowledge the role banks and telecommunication com-panies have performed in the establishment of eID and e-services. It was relatively easyto do so considering the size of Estonia, as they put it. Each party showed commitmentto a common goal and made a tangible contribution. At the beginning of the roll-out,
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the support from banks was invaluable considering the coverage of population who weretheir customers, and further on, as the new eID forms appeared, the telecommunicationcompanies entered the scene. Integrating eID into financial services was a crucial stepsince, as during interviews experts mentioned, it created motivation for the end-users totry a new state-provided solution that is linked to something that is of high interest andvalue for the end-users – money. In this sense, banks served as a trust bridge betweenthe end-users and the state. If it is assumed that citizens trust their money to the banks,and the banks in turn offer a solution that is claimed to be more secure and is availableto anyone anyway, then another assumption is that perhaps banks must trust the stateas the solution provider, and hence it is worth trying this solution. Obviously, it took sev-eral years until the ID cards were issued to all citizens, in terms of the DOI theory [103],this time period allowed for the "early adopters" to familiarize with the new solution andlater on demonstrate its benefits and usefulness to "laggers". The role of "early adopters"and "opinion" leaders is also abundantly discussed by Palginõmm [56]. Nowadays, theextensive usage of eID as a day-to-day pervasive tool has become habitual [46]. This habithas also emerged to numerous use cases incorporated: be it a public official’s account inelectronic document management system, a citizen’s PC with digital signing software heuses to sign a contract and then send it over email, or an e-commerce website that allowsits customers log in using their ID card or a Smart ID account.
It can be assumed with a high level of confidence that the efforts of stakeholders in-vested into promotion and diffusion of eID reaped fruitful results. Apart from creatingthe actual technical infrastructure, eID, and e-services, the projects that were initiated forraising citizens’ digital literacy and awareness of the e-service options shortly proved to bea great boost for the public acceptance. For the citizens it created a visibility of the state’sinterest in delivering public value. The fact of an opened public-private partnership addedup to a positive image, transparency and trustworthiness of eID and e-services.
It is natural that once a solution becomes so heavily used, dependencies are very likelyto occur. During the discussion with the interviewed experts, many of these were broughtup. eID has been acknowledged as a part of the state’s critical infrastructure [VI]. Securityand privacy remains the highest priority when it comes to electronic identity which againbrings us about the ROCA incident from 2017. It serves as a wake-up call to the identityproviders and other stakeholders involved and reminds about constant awareness of riskswhich are always there [56]. Nevertheless, after the incident, the numbers of eID usagecontinued to increase. To a large extent, in experts’ opinion, a policy of honesty about theincident was employed and clear action plan was articulated to the general public [VIII].The given incident and its crisis management did not reflect on the citizens’ perceptionsof and attitudes towards eID. This concludes RQ2 with the arguments obtained from thelast research round.
As a matter of fact, this is the place where eID and its public acceptance should bediscussed in the context of a large-scale information system. eID is so much more than analbeit complex and extended amount of technical assets, but a system that also involvesinstitutions, actors, games, and rules [136, 137, 64] and public acceptance is a part of it.

6.1 Institutional Design of Electronic Identity in Estonia
To extend the answer to the final research question, i.e., RQ3, let us recall the institutionaldesign framework by Koppenjan and Groenewegen [64] that was brought up in Section 6of this work. Bharosa et al., used it to interpret the Estonian e-government setting (seeTable 11) [27]. We adapted the table by adding an interpretation of Estonian eID in thecontext of the institutional design to show its relevance to the current case study. This
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extension allows for an accessible and compact view of a national large-scale informationsystem such as eIDwith itsmapped assets, including public acceptance. Public acceptanceperforms a role of one of the crucial enablers of eID and hence e-government. The inputfor the eID context interpretation is taken from Chapter 4 and Section 5.4.
Layer 4: Informal institutional environment that reflect various norms, values, and cul-ture are reflected in the interaction of stakeholders behind the national electronic identitymanagement. Based on the many statements from the interviews conducted in the lastdata collection round (see Section 5.4), the tight cooperation between public and privatesectors has been there along all the way of introducing eID. As the government CTOmen-tioned, both sides were invested and committed to a common goal. Moreover, trust thatcomes from the citizens, public’s digital literacy, and political will are relevant within thislayer.
Layer 3: Formal institutional environment is reflected in the legal arrangements incase of Estonia was settled from the beginning of identity document reform [95, 56]. Ithas been aligned with the rest of legislation that defines and mandates e-government-and eID-related components and their provisions.
Layer 2: Formal and informal institutional arrangements can be seen from the mutualrecognition of stakeholders’ roles, functions, and responsibilities. An example is the sin-gle certification authority of Estonia represented by a privately-owned company. WhileSK provides public key infrastructure related services to the state that in turn steers thenational electronic identity management, the SK at the same time provides Smart ID as aservice that is now recognized and accepted on a public-sector level. Then, the projectsand initiatives aimed at raising citizens’ awareness of eID also belong to Layer 2. Lastly,the Estonian eID itself can serve as an example, as it was launched as an outcome of apublic-private partnership (see Chapter 4).
Layer 1: Actors and games are represented by the individual agencies, companies, andhouseholds that interact and have within themselves internal structures and hierarchies[64]. In the context e-government and eID, it is the service provision and related to it ar-rangements between and within institutions. For the end-user, whether it is an individualor a company (in Koppenjan and Groenewegen’s terms, a household), the service is pro-vided as an outcome of a set of processes, agreements, and resources coming from oneor more organizations interacting with one another. In other words, once a citizen, forinstance, intends to submit whatever kind of application via state portal, he uses a rangeof other services that are pre-set by actor, i.e., several service providers, and afterwards,are handled at least by one actor, i.e., the service provider.These are only few examples of how a large-scale information system can be mappedby means of institutional design. In the context of this work, it proved to be helpful inclarifying the roles of stakeholders and their interactions from the perspective of eID pub-lic acceptance. The next step would be to create an extended and more comprehensivemap of stakeholders, their assets, and arrangements among them within the entire eIDecosystem in the pursuit of “highly collaborative frameworks for seamless delivery to-wards citizens” [27].While linking all findings of this work, one of themain insights is how holistic and inter-connected they are. Especially, this became clear during the last round of data collectionand research, when the experts shared their thoughts on the many assumptions madepreviously. Public acceptance is both a tool and a result. It is a phenomenon that emergesat some point along the way of a solution existing and being used, and later on can beleveraged for other purposes, e.g., introducing and reinforcing new services, use cases,and functionalities. This process reaches a point of perpetuity and hence the maturity ofthe system itself.
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Table 11: Institutional design of Estonian e-government ecosystem (Source: adapted from [27]).

Layer Context of e-Government Context of eIDLayer 4: Informalinstitutionalenvironment
Government is trusted [85],[VI] and consist of reliableinstitutions to meetperformance expectations.Open interaction betweenpublic agencies and theprivate sector

National electronic IdentityManagement functions onthe basis of cooperationbetween public agencies(RIA, PBGB, Ministry ofEconomic Affairs andCommunications, etc.) andprivate sector (SK, banks andtelcos). Trust, technology,political willLayer 3: Formalinstitutionalenvironment
Exhaustive set of stable legalassets that are designedwith respect to (resp.co-designed with) thetechnological assets of thee-government ecosystem

Clear legislation on identitydocuments, digital signing,and PKI, that are compliantto eIDAS Regulation. eID ismandatory
Layer 2: Formal andinformal institutionalarrangements

Centralized steering ofe-government.Whole-of-governmentapproach to modernizeservice delivery in ajoined-up manner. Strongfocus on economies of scale:the use of state eID, nationalregistries and X-Road forboth public and privateservices. Focus on creatingtransparency by showing alltransactions

Centralized nationalelectronic identitymanagement. Commonacknowledgement andrecognition of different eIDoptions across sectors.Open-source technology.Public LDAP certificatedirectory. Digital format anddigital signature preferredover physical ones.

Layer 1: Actors andgames Innovation by governmentfor the entire society.Central government carriesrisks of innovation, strongemphasis on innovation andservice delivery bygovernment agencies.Experimentation by thegovernment is stimulatedand in this way knowledgeand understanding of thepublic and technology iscreated

High priority of technologyand innovation acrossentities. Strong emphasis onsecurity and awareness withthe initiative coming fromboth public institutions andprivate sectors. Tightcooperation, partnership,and support on a serviceprovision level
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To conclude, wewould like note and remind the following about eID public acceptance.It is not a tangible and straightforward concept. As of now, it still cannot be preciselyquantified, nor can we state that it is a final destination or a constant. Electronic identitytechnologies are not necessarily developed prioritizing user needs in convenience or use-fulness. In most cases, it is security that is the priority. But the task of identity providers isto use the technology in a way so that it becomes a service that delivers value to the userand meets his needs to the fullest.
6.2 Limitations and Future Work
Oneof the concerns about the case studymethodology is generalizability of the case studyconclusions [139]. Since we are relying on the analytic generalization where the outcomesare generalized on a theoretical level and can be further applied in other case studies. Ourgoal was to acquire a deep understanding of the public acceptance phenomenon in Esto-nia with a focus on what it consists of, what actions of which stakeholders can cause it andaffect it, and why is it important for a country. The context of Estonia provides a scene,and we did look into the peculiarities Estonia has (e.g., country size, history background,culture, etc.), but the forefront attention was paid to "how" the public acceptance builtup and what was done by whom to achieve it. Hence, understanding the circumstancesallows to choose and taylor strategies and approaches more effectively and with higherprecision. And this is where the acquired theorized generalizations can be applied. If wecome back to words of the Estonian government CTO (see Section 5), he states with highconfidence that the case of Estonia bears plenty of lessons to learn from, but replicationshould be done in a scalable way which allows for more flexibility. This dissertation pro-vides generalized directions and highlights on public acceptance of eID and how it caninfluenced.

Yin points out that case studies have been considered by many researchers as inher-ently subjective [139]. During the analysis of first, second, and third data collection rounds,the sample sizes examined were relatively small, but the quality of results were then val-idated through the analysis of the fourth data collection round. The thematic analysisshowed that most of the assumptions and findings previously obtained, do match withexperts’ statements and opinions, and further elaborate them with additional insightsand details.
To address these limitations, new studies in different settings using the current premisesmust be conducted. That way, the factors of eID public acceptance can serve as indica-tors and help critically assessing the electronic identity situation in a country or a region.Through such evaluation, the importance of public acceptance is then revealed pointingout to those areas where improvements are need to be introduced.
As the technology paces forward quickly, new developments are about to be intro-duced inmany national electronic identity schemes, bymeans of obtained findings, publicacceptance towards eID can be leveraged to smooth the process of adoption. During theinterviews, the experts shared their thoughts on the necessity of evaluating risks to pub-lic acceptance of eID when introducing new features and functionalities. Their forecastis that in the near future biometric technologies will prevail on the market of electronicidentity technologies. One of the endeavours is to use obtained findings with regards toacceptance factors and conduct studies in countries, where such technologies are alreadyembedded in the national electronic identity schemes. An important aspect to be inves-tigated here is the actors’ constellation [68] and institutional design framework [64] toensure a bird-eye view on the entire eID setting.
It is worth recalling eIDAS that wasmentioned earlier in this dissertation and appeared
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as a code during thematic analysis, however, the subject was not described in detail. Wesuggest to examine eID public acceptance in the EU members’ common endeavour toreach cross border interoperability as one of the directions for future work [II]. Addition-ally, a proposal to amend the eIDAS regulation [1] that revisits its scope, tools, and goals,widens the possibilities and focus points for the potential future work.
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7 Conclusion
This work is the first comprehensive study on the aspect of public acceptance of eID. Weprovide a vast description of what eID public acceptance factors derived as a result of sys-tematic literature review. The identified factors can be used in future research as bench-marks for examining and interpreting the public acceptance of eID in other countries. Withadditional research and cooperation with interested parties, potentially, these factors canbe formalized and quantified.This work is also the first scientific study on the user perspective of eID in Estonia.Considering the uneven ratio of research on different aspects of eID available, we providean overview of user perspective by investigating how people in Estonia are accustomed toeID, how often they use it, and how favourable people are towards eID. Our findings arebacked up with the statements and opinions of the top experts in the field of electronicidentity who also confirm the vital role of eID in the success of e-government.Hence, we generalize these results via the model of institutional design of Koppenjanand Groenewegen [64] and propose a bird-eye view on the niche of eID public acceptancein such large-scale information system as e-government.eID public acceptance is both a journey and a destination. It does not come as apackage deal when eID is introduced but requires a comprehensive approach in decision-making, communication among stakeholders, and, most importantly, focus and priorityon the people who ought to use it. This work shows just how complex and important thephenomenon of eID public acceptance in fact is. The case of Estonia demonstrates howpublic acceptance has been building up and how much common effort it can take.It has been now 20 years since the first ID cards where introduced and eID has beenin use. During these two decades, Estonia outran most of the countries by becoming anadvanced digital statewith a strong electronic identitymanagement. This work sheds lighton one of the pillars of eID – the public acceptance.
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Abstract
eID Public Acceptance: Success Factors, Citizen Perception, and
Impact of Electronic Identity
The Estonian eID has been one of the most advanced national electronic identity systemsby far. It is recognized as a part of the national critical infrastructure. The governmentof Estonia runs smoothly online, thousands of public and private e-services are deliveringvalue to citizens who extensively use their eIDs making various transactions. Using theexisting body of knowledge about electronic identity, we approach it from the perspec-tive of the user and conduct the first comprehensive study on eID public acceptance. Theaim of this dissertation is to unfold and examine how and why public acceptance of eIDimpacts the success of e-government. We employ a case study methodology to obtain adeep understanding of the subject. We identify what the eID public acceptance factors areby means of systematic literature review, and utilise the derived factors to target, inter-pret, and understand the Estonian citizens’ perceptions of, and attitudes towards eID. Wethen validate our findings through thematic analysis of in-depth interviews with the topexperts in the field, who explain and report on the importance of eID public acceptance inthe overall success of e-government. We use institutional design analysis to position eIDpublic acceptance as a crucial part of a large-scale information e-government system.
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Kokkuvõte
eID avalik aktsepteerimine: edutegurid, kodanike pertseptsioon
ja elektroonilise identiteedi mõju
Eesti eID on olnud üks kõige arenenumaid riiklike elektroonilise identiteedi süsteeme. Se-da loetakse riiklikult kriitilise infrastruktuuri osaks. Eesti valitsus toimib sujuvalt interneti-põhiselt, tuhanded avaliku ja erasektori e-teenused pakuvad väärtust kodanikele, kes ka-sutavad ulatuslikult oma elektroonilist identiteeti erinevate transaktsioonide tegemiseks.Kasutades olemasolevat teadmiste kogumit elektroonilise identiteedi kohta, lähenemesellele kasutaja perspektiivist ja viime läbi esimese põhjaliku uuringu eID avaliku aktsep-teerimise kohta. Lõputöö eesmärk on uurida kuidas ja miks eID avalik aktsepteeriminemõjutab e-riigi edukust. Rakendame juhtumiuuringu meetodit, et sellest teemast sügavu-ti aru saada. Kirjanduse ülevaate abil tuvastame, mis on eID avaliku aktsepteerimist mõ-jutavad tegurid ja kasutame tuletatud tegureid, et tuvastada, tõlgendada ja mõista Eestikodanike pertseptsiooni ja hoiakut eID-sse. Seejärel valideerime leiud oma ala tippeks-pertidega tehtud põhjalike intervjuude temaatilise analüüsi abil. Intervjuude käigus selgi-tavad eksperdid eID avaliku aktsepteerimise tähtsust üleüldise e-riigi edukuse kontekstis.Kasutame institutsionaalse disaini analüüsi, et näidata kui oluline osa on eID avalik akt-septeerimine laialdasest e-riigi infosüsteemist.
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Abstract. The following article seeks to investigate what the main success
factors are when implementing national e-identification systems as a part of
e-governance strategies. The article reviews the case of Ukraine that currently is
in the beginning of e-identification management system deployment. In frames of
the paper, positive experience of foreign countries in electronic identity man-
agement is examined aiming to outline lessons that can be learned by Ukraine.
The article aims to identify main issues and problems that inhibit the develop-
ment of successful e-identification system in Ukraine assuming citizens’
awareness as one of the key success factors. Positioning it as a crucial factor is
underpinned by means of conducting a survey among Ukrainian citizens. Based
on conducted interviews with officials, a local government e-identity solution is
discussed as a project that can be potentially applicable on a national level.
Personal vision of authors on improving and raising citizens’ awareness on
e-government and e-identification is presented as a recommendation for stake-
holders’ consideration, being at the same time a hypothesis for future studies.

Keywords: E-Government � ID card � Citizens’ awareness

1 Introduction

Today, technologies determine a large part of success of most of the countries. Moving
to digitalization is one of the important issues nowadays, and governments take this
concern very seriously since e-governance proved itself to be a recognized tool of
running the state in a smart and efficient way. One of the most important components of
e-government is e-identification as it facilitates access to e-services that are delivered to
citizens. Besides, it also allows paperless management as a foundation for digitalized
government which has successfully been implemented, for instance, in Estonia rela-
tively not a long time ago [5, 10] Countries whose citizens own ID cards accessing
public e-services, showed that e-identity has to be one of the top priorities when it
comes to building an e-state.

This paper aims to provide an overview of key elements of e-identification systems
based on the lessons learned from countries that have already established them in the
context of e-governance development, distinguishing citizens’ awareness as a sub-
stantial component of successful implementation. The matter of awareness will be
presented and discussed in frames of the case of Ukraine underpinned by the survey
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results of which contribute to the evaluation of citizens’ awareness level towards
e-identification and e-governance in general.

Ukraine, an Eastern European country, one of the developing states that has pro-
claimed e-government establishing as one of the prioritized areas relatively not a long
time ago. Ukrainian government is already working on implementing eIDs, however,
this is considered to be a very early stage of the process, and the citizens are not
familiar with possibilities and benefits which they can receive when they will switch to
plastic cards, as it was discovered during the survey conduction. Knowing how to
deliver e-identity as a concept and as a product to population has to be one of the
biggest concerns of the government if they are willing to success in this project.
Currently, in Ukraine, this issue is somewhat being neglected, and this fact accumulates
a threat of reluctance using ID card and, as consequence, e-services. Moreover, the
analysis of the research results have identified significant trust issues from citizens’ side
towards government. This is rather not a discovery but a common knowledge due to the
actuality of this problem that underlies in relations between people and authorities
caused by various factors that go back deep to the history and culture of Ukraine. The
problem of awareness and trust are explicitly coherent and bring up additional obstacles
when it comes to dealing with technological component in public sector.

As the country is already having emerging e-government projects of different scale,
their stakeholders were interviewed in order to receive an opinion on the most
influential factors when running such projects, including the issue of citizens’
awareness.

Based on the findings of the research and international experience, within this
article we will present a set of recommendations on how to raise citizens’ awareness
towards e-identification and e-governance, in general.

In Sect. 2 we will provide an insight of current developments in e-identification in
Ukraine along with the comparison to other countries’ experiences in this field. In
Sect. 3 we will discuss the results of conducted survey and interviews on citizens’
awareness towards eID and e-governance in Ukraine and local e-identity solution in
one of the cities of Ukraine. Based on the findings, Sect. 4 will represent main
obstacles and difficulties that concern the researched area and awareness issue
specifically. Based on the analysis of abovementioned, recommendations for
improvements and outline of future research will be drawn in Sect. 5. The paper will be
finished with a description of related works in Sect. 6 and a conclusion in Sect. 7.

2 e-Identification in Ukraine

The matter of e-identification in Ukraine is urgent in terms of political and economic
integration with EU, and also taking into account the growing penetration of tech-
nologies into people’s lives, society and economy digitization. The lack of a common
approach in this matter have led to a situation where in systems that are used for
different purposes and scale use means of electronic identification without complying
the basic requirements in security, protection of personal data, trusted identification and
authentication, interoperability, accessibility and usability. Solving problems associated
with implementation of e-identification technologies by means of regional or sectoral
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management is rather inefficient as it contradicts with the idea of aggregated and
comprehensive e-services provision in frames of appropriate legislation and technical
regulations, coordination of measures, which are aimed to solve the problems
according to the concept of information society, cybersecurity, socioeconomic prob-
lems focusing on integration to a single European market. The main and the most
urgent factor that spurs these processes in Ukraine is recently adopted Regulation
(EU) No. 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal
market was adopted that has repealed Directive 1999/93/EC [7]. The provisions of
eIDAS regulation cover two main areas: electronic identity and electronic services. The
overall goal is to reach cross-border interoperability.

Formulation of Ukrainian national legislation in the field of e-identity, e-signature
and e-services has to take place taking into account eIDAS regulation and be based on
it. It is crucial to ensure legal interoperability of e-identity and trust services schemes
already during the development phase [13].

Going further to ID cards in Ukraine, the project itself was launched in fall 2016.
According to the State Migration Service of Ukraine, the plastic passport is issued as a
plastic card with embedded electronic chip. The new ID contains the name of the
country, name of the document, name, sex, citizenship, date of birth, unique registry
number, number of the document, expiration date, date of issue, name of entity that
issued, place of birth, signature and photo. The information that will be stored on the
electronic chip will include marital status and place of residence information,
e-signature (optional), biometric data (optional). To update or insert new personal
information will be possible by submitting a solicitation; however, it’s not applicable to
the registry of place of residence [17].

It is planned that paper passports will be replaced by plastic ones during 5 years
and, hence, there is no need for citizens to do it immediately. An important aspect that
has to be outlined is the fact that if a person due to her religious beliefs will have a right
to refuse to receive a document with electronic identifier by submitting a relevant
application. The document will be issued and valid for 10 years [19].

2.1 E-ID Management Experience in Different Countries

In the context of the topic below an overview and comparison of different countries’
experiences in the field of eID management will be presented. The countries chosen for
this analysis are as follows: Estonia, Austria, Sweden and India representing Northern
and Central Europe and Asia. Each of these countries has their own history and path
that it has taken to implement the electronic identification in frames of e-state.

The below Table 1 will serve as a short descriptive introduction that will allow to
receive a general understanding of differences between specifications of eID cards that
each of these countries issues to their citizens.

So far, among European countries Estonia has been the most successful one in
spreading eID to population, mostly because it is simply mandatory, and, in the
beginning of the project, inclusion of banking sector to the process was the most
remarkable step that ensured ubiquity of eID in a relatively short time period [12]. Also,
Estonia focused first on the building the interoperability between different systems based
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on X-road which has been serving as basis for Estonian e-Governance [5]. In this sense,
India has also shown a great ability to fulfil ambitious goals of its UID issuing them to
over 1.3 billion of people in the country applying the “killer app” of micropayments and
promoting the solution tackling relevant levers that spurred people to perceive it as an
everyday utility [7, 8]. It can be stated that Austrian and Swedish eIDs are not so
commonly used in comparison with other states taking into account the fact that in both
countries do exist other types of tokens and authentication types, one of the most popular
of which is BankID [9, 12–14]. Cases of India and Estonia are justified to be more
successful when it comes to the spread of their eIDs because of the mandatory nature of
those documents forcing population obtaining it and being encouraged by facilitating
affordability, ease of use, advantages and transparent purpose. In other country cases,
complexity of use, interoperability issues, existence of variety of alternative options may
have also affect the level of eID use. Naturally, each country’s historical, ethnical and
cultural factors are also playing a significant role in this context [6].

Yet, if we compare those country profiles to Ukraine, the latter’s level of devel-
opment is naturally quite low, obviously, not only due to the novelty of the project but
also to lack of infrastructure, legislation superficiality and shallowness and many other
reasons. Considering foreign experience in this field for Ukraine is crucial.

3 Citizens’ Awareness as One of the Potential Key Success
Factors in e-Identification in Ukraine

In this chapter will be provided the outcomes of the survey for citizens of Ukraine
aiming to identify their current level of awareness towards e-governance and
e-identification; moreover, a concrete case regarding the Lviv citizen card which has
been implemented in Lviv as a tool for identity management for public service pro-
vision purposes will be introduced. The questionnaire has been distributed via internet
using social networks and email channels; the interviews have also been conducted
online.

Table 1. Overview of eID

Criteria/Country Estonia Austria Sweden India

Number of tokens 1 >1 >1 1
Mandatory Yes No No Yes
Contact chip Yes Yes Yes No
e-Signature Yes No No Yes
Biometrics No No No No
Payment transaction No Yes Yes Yes
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3.1 Citizens’ Attitudes Towards EID in Ukraine

The questionnaire consisted of 14 positions that, in general, had a purpose to receive
basic information about citizens’ opinions, attitudes, concerns, interests, access to
various resources in terms of the given field, their feedback etc.

Delving into details and results, to start with, the age of responders was requested to
be specified, hence, the results show the majority of responders were aged 21–40 y. o.
which is 66, 2% from the total number of people who submitted their reply. Going
further, the next age group was 41–50 (15% of responders) and 50 y. o. and higher (12,
2%) which is a larger number of respondents aged 14–20 y. o. (6, 3%).

Moving forward, the next issue that was found out during result analysis is that
people when turning to governmental institutions experiencing lines very often and
only few have confirmed that they either do not face it often or not at all; some have
used an option of electronic line if it was available.

Such numbers definitely prove that government institutions cannot process the
current flow of citizens’ requests which can be explained by already discussed reasons
such as bureaucracy, unnecessary complexity, lack of communication within govern-
mental departments etc. These causes could be potentially eliminated by means of
e-state attributes and ICT, in general.

Considering the current existence of some electronic public services and their use,
citizens were asked about it, and the correlation between positive and negative
responses is somewhat overwhelming: 79, 3% do not know such services exist. This
indicator can be used when assuming with a high level of confidence that, even though
the development of e-government has started, such component as informing citizens
about new possibilities is being let out of attention.

People were asked which e-services they have already used amongst those that
exist so far, and result have shown that 23, 9% were using the opportunity to fill in
required documents in advance to bring them later to governmental offices. 24, 8% of
respondents were authenticated to portals and sent their requests online. A minority of
5% of respondents failed to request a service online due to its unavailability in their
region. The rest, which is nearly half of respondents, didn’t use any e-services. It has to

Fig. 1. What public e-services you have used already?
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be pointed out that those websites that provide the possibility to make an administrative
request still lack the attribute of ubiquity and accessibility, so those who refer, for
example, igov.org.ua, the most commonly known e-services portal, more than often
find out that this particular service they want to use is not available in their area. This
leads, naturally, to dissatisfaction and fails people’s expectations towards state’s per-
formance and losing trust to it (Fig. 1).

Consequently, the next question’s results about people’s trust to e-services show
that the trust itself cannot be something the can people feel towards what they don’t
know about or if it can’t be experienced. This is why 29% answered that they actually
trust e-services, 64% trust only partially and the rest doesn’t trust them at all (Fig. 2).

The next section of survey was dedicated to ID passports and aspects of national
identification. Even though the ID-passport has started to be issued less than a year ago,
when respondents were asked what national ID document they are holding now, 8 of
222 answered they already have a new format plastic passport. 81% confirmed they
have a regular paper passport, and the rest 15, 3% informed they use driving license as
an identification document.

People were asked both reasons why they would change their passport to a new ID
card and why would they prefer not to do that. The first question has brought the
following results.

Almost half of respondents beliefs that new ID card is expected to be used to reach
government services online, but there is a significant part of them (31%) who have to
intention to get a new ID card, while the other 2% do not know about such type of
identification document. It is assumed that the change of existing passport is not a
priority for Ukrainian citizen for many reasons. A large number of them will be
dis-cussed below, but at this point it has to be mentioned that such reluctance can be
explained by the government’s positioning of the beginning of new ID issuance. To be
more precise, they are informing that replacement of old format passport is not com-
pulsory and the change will take place gradually, at least 5 years. Despite the fact that
paper passports will not be issued anymore to young people who reached 14 years, yet,
citizens who have to change their passport photo once they reaching age of 25 and 45
years will still have an opportunity just to replace the photo keeping the paper passport.
Another important aspect that has already been pointed out above is that citizens are

Fig. 2. Do you trust e-services?
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able to refuse to store their data electronically on the card by filling in a certain
application. Such option is rather unreasonable in some sense since it inhibits various
important processes which are, for example, the spread of e-solution that has numerous
benefits as one of the core factors of e-government; pace of adaptation to a new
standard document which is a factor of low awareness level cause. Moreover, in the
future, if the state is able to provide services electronically, people who earlier were
issued cards without a chip won’t be able to access all benefits, and this can lead to
unnecessary expenses both for citizens and government, performance of the identifi-
cation system and citizens’ satisfaction level.

Apart from that, answers of respondents show that what most stops them to change
their passport is time-consuming procedure that is associated with collecting various
paper documents. The other part of respondents considers there are no benefits in doing
so. Only 5% replied that they would not start the procedure due to the state fee. Third
part of the total number of respondents replied choosing all options mentioned, and 11,
5% have named other reasons that preventing them to replace current IDs, for example,
someone didn’t know about such opportunity or explained that since there is a very low
level of development of required infrastructure, the new ID won’t have any advantages
(Fig. 3). Three respondents, who have left a comment, informed that they do not trust
the country and government.

The next set of questions is concerning technical specifications of ID card; The aim
was to have a better understanding of people’s attitude towards some potentially
sensitive matters that are usually present when a new technological solution is being
implemented. Moreover, realizing the background factors that cause these attitudes as
this can serve as an area for improvements striving to lean them towards a positive side.

People were asked whether they are aware of what an electronic signature is, and it
can be presumed, that due to its implementation which started back into 2003,
respondents’ replies show that 63, 1% know what it is though don’t use it; 22, 5% do
not know about it; 14, 4% are actually using it. Taking into account a relatively high
level of awareness on e-signature, it can be argued that this simplifies and speed the

Fig. 3. What is preventing you to change your passport to an ID card?
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process of acceptance and adaptation of new-format document. Being a core element of
electronic identification, there has to be a big emphasis on e-signature, raising
awareness of civil population, businesses and government side. Low percentage of
those who uses electronic signature nowadays in Ukraine can be explained by a
complex and long procedure of receiving a certificate, interoperability issues, ease of
use matters, etc. Before starting taking measures to encourage not only entities use it
but citizens as well, the entire field has to go from top to bottom through a set of
reforms simplifying the complex procedures and regulations, mainly legislative and
technical ones.

While learning electronic identification document attributes and international
experience in using different standards within the given topic it was decided to include
also a position about storage of biometrics. Major number of respondents (62, 2%)
answering the question would they agree their biometric data to be stored on national
ID cards, thought positive, considering such attribute as an additional level of pro-
tection and higher standard of identification. Almost all the rest of the respondents (32,
9%) would not want their data to be stored in government databases. 2, 7% replied they
do not know or didn’t understand what it is. 5 respondents answered this is against their
religious beliefs. Such results, ambiguously, confirm that people care about security of
their personal information but if the major part has an understanding how it works
when it comes to this solution, yet, questioning state’s ability to guarantee security.
This allows suggesting putting additional efforts and attention to a matter of data
protection provisions and their delivery to citizens ensuring their awareness on it.

Continuing with the technical specifications of eID, respondents’ answers for the
question on would they prefer eID as means of authentication when accessing
e-services, have drawn the following picture.

Nearly half of the people answered they would prefer to use ID card to confirm
their identity; 14% mentioned that this option wouldn’t be suitable for them as in some
situations there is need to ask for an advice or help from official. Yet, 21% would
choose to authenticate themselves by means of username and password. Here, it has to
be mentioned, that, presumably, people chose this method because of its ease of use,
however, there are high risks of identity theft associated with it. Thus, occurrence of
cybersecurity breaches and fraud risks have to be explained to population whilst
stressing on the means with higher level of safety use. Going further, 6% would use
alternative methods, which currently, most common one is BankID. 10% of respon-
dents confirmed it is easier for them to go personally to the government office.

Generalizing, 90, 1%, which is 200 of respondents, confirmed that they would use
governmental e-services rather than going to administrative centres and offices. The rest
9, 9% would prefer things to remain as they are right now. Naturally, citizens’ opinion
shows that the problem which is being researched within the paper is urgent and
positive changes required and expected.

Additionally, within the conducted survey, respondents were given an opportunity
to share their thoughts, feedbacks or comments which were submitted by 15 of them.
Having analysed the submitted comments, several of them relate to particular issues
such as low level of e-services development and e-government in general; inefficiency
of authority; the matter of trust to government. Moreover, feedbacks on using existing
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electronic authentication methods and e-services portals were left, confirming their
satisfaction with the ability to do it remotely and much faster.

It can be confidently argued that even though the scale of conducted survey might
not bring fully objective results, but it is clear that the situation with people’s real-
ization of upcoming changes is urgent and requires actions. Going further with the
research, a local e-government project implemented by the City Council of Lviv will be
presented as an e-identification solution that provides benefits to citizens of Lviv.

3.2 Lviv Citizen Card: Local E-Government Solution and Stakeholders’
Opinion on Future Challenges

Currently, in Ukraine e-government solutions on local level are being implemented
fragmentally and scattered. When it comes to e-identity, there a few cities that have
already started to work on projects that aim to bring existing electronic services to
citizens without a need to visit administrative service centers. The cities which already
have more or less mature concept are Kyiv, Lviv and Dnipro. This subsection will give
an overview about Lviv case based on the conducted interviews with general managers
and developers of the project. The members of the project were asked a set of specific
questions regarding it aiming to build a basic understanding of the current develop-
ments in e-governance on the local level.

Located in the Western Ukraine, Lviv is considered to be one of the cities with a
high level of public activity where citizens proactively participate in public life.

The idea of the project was established in 2015 as a potential solution for all Lviv
citizens but back in that time, it aimed to be issued to members of antiterrorist operation
(ATO) that is still taking place in the conflict zone in the Eastern Ukraine [16]. The
card itself is an identity document that can be used for accessing various services more
effectively and efficiently. Initially, the card included services that are most relevant
and demanded to the members of ATO, for instance, social protection and financial aid,
but know, as the current manager of the project, Respondent 1, states, the card is will
include more services that can be used by all citizens of the city. The card of citizen of
Lviv is also a bank card which allows using it for financial operations. Hence, it
contains an electronic chip that stores personal information and can contain certificates
allowing it to be utilized for digital signatures as well. The data stored can be access by
the official who extracts it by putting it into card reader device. As the general manager
of the project informs, Lviv City Council is already equipped with required infras-
tructure in order to ensure the delivery of services and operating with information
online.

As it was just mentioned above, the card allows requesting social protection ser-
vices and financial aid which normally is followed by collection of a number of
applications but once the card was issued, the owner will be able to do it skipping this
step as all information will be stored in the system. Moreover, being a bank card of one
of the biggest banks in Ukraine it allows the owner to identify himself with BankID and
access e-services in their personal account on the city council’s website. Furthermore,
the owner of the Lviv citizen’s card is able to use public electric transportation free of
charge.
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The current manager of the project has informed that the project is being on its pilot
stage. So far, the card could be used by ATO members but now the team is working on
scaling it for every average citizen along with enabling to use a larger range of
e-services. To be more precise, currently, an e-ticket for public transportation with the
possibility of contactless payment is being implemented. The former manager of the
project, Respondent 2, states that this is one of the advantages of this card - it can be
used as e-ticket and also can be used for electronic signatures as it contains certificates
by one of the banks. At the moment, more than two thousand cards have been issued.

During the interview, the interviewees were asked what were and are currently the
biggest obstacles and difficulties for them as service providers. All three respondents
named various reasons but the common one was the lack of a single identifier and a
unified database and electronic document exchange system. The manager of the project
states that, for instance, a person who holds Lviv Citizen Card requests a service, the
internal departments usually need additional information that is not stored within their
access in their internal databases, so they are forced to make official requests to other
state entities which significantly slows the delivery of service down along with its
efficiency. The former manager of the project also mentioned that there is no infras-
tructure developed and people do not own the card readers to use the full range of
benefits. Moreover, if the Lviv City Council’s services can be requested online, other
public services are mostly not available at the moment. The Respondent 3, who deals
with technical specifications, points out that another problem is the lack of under-
standing the aim of the project in certain departments or their reluctance to support its
implementation. Answering the question about the potential possibility to scale this
project on the national level, the respondents have ambiguous opinions. The current
manager of the project mentioned that interoperability of their solution theoretically can
be possible once other regions start design their own local solutions but it has a range of
technical and bureaucratic issues that have to be solved. The Respondent 3, states that
their solution is meant to be used on the local level while on the national newly
implemented ID passport is ought to function as enabler of access to other public
e-services.

Moving forward to people’s awareness, the respondents were asked their opinion
on this matter and its importance for the success of e-government solutions. All of them
have agreed that this aspect plays on of the key roles when running the discussed
solutions as it has to be kept in mind that not only this is implemented for the state
effectiveness increase but for citizens since they are the “end users and customers”.
Here we can refer to already mentioned concepts of good governance and new public
management.

Going back to the Lviv Citizen Card, respondents were asked to provide infor-
mation on the activities that were carried out by them aiming to inform the publicity
raising their awareness towards this solution. Summarizing, it has been informed that
the following activities were carried out such as media campaigns, press releases,
reports on thematic conferences, social network announces, informing about new
possibilities on sight, meaning all administrative service centers. The current manager
of the project states that Lviv is a city where people are very active taking part in the
public life of the city and are always interested in new implementations, especially, the
younger generation; as Respondent 1 mentioned, youth values its time and, naturally, is
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more opened easier to accept innovations. When it comes, to elderly, the manager
confirmed that the level of interest is not so high though it’s there and is being
encouraged.

In order to better understand how Lviv Citizen Card works, the responders
described the process of providing an e-service takes place. The scheme below visual
displays the mentioned process step-by-step, according to information received during
the interview. The respondents have described a process of request of financial aid for a
citizen. To start with brief explanation, the citizen has to show up to one of the
administrative service centers and request this service in person because so far citizens
do now own a special smartcard reader. Afterwards, citizen presents his card and by
means of reader device the official accesses citizens’ personal data stored in the card
and checks if citizens’ profile contains required documents that are needed to approve
financial aid according to the procedures. If the necessary documents are already
inserted to the system beforehand, the official processes the request and sends an
approval to relevant department who is responsible for processing the transfers. In case
some documents are missed, the official sends a request to departments who can
provide such documents, and once they respond, the official, as it was already men-
tioned, processed the approval for transferring the amount to the citizen’s bank account
which in most cases is located in the bank who is cooperating with Lviv City Council
and is responsible for issuing the cards.

In overall, all respondents agree that this project is still very “raw” and requires
systematic reforms that are ought to be approved on the national level. Indeed, it can be
argued that the above described project is very promising but without further actions on
the national level it will not be possible to reach set goals.

Having analysed the primary data received during the conduction of survey and
interviews, it can be summarized that gathered information is very valuable and allows
building hypotheses and formulating recommendations on how to improve people’s
knowledge about e-governance and mainly e-identification, its advantages and
opportunities. According to the hypothesis, the accent in recommendation should be
put citizens’ awareness as all in all, this aspect is not clearly outlined in any of the
actions plans, strategies or policies.

4 Main Problems and Issues Arisen in This Research

As any other country, Ukraine is very special with its history, culture and population
mentality that majorly define the core and essence of it. Having learned what is
standing behind the domain that is being researched, as it was already said above,
identity, within the state that is driven by the principles of good governance and the
concept of new public management, by means of ICT, has been shifted to digital world
becoming a component and a tool at the same time, of e-state. Going further, cases of
countries from different regions of the world have also proven that having their own
challenges, back in each of their times, India, Austria and Sweden have also managed
to implement electronic identities tailoring the infrastructure to their needs. In each
studied case it was discovered that in one way or another, countries have put their
efforts not only to restructure and build legislation, develop technical side and

Key Success Factors in Introducing National e-Identification Systems 465



infrastructure but also taking measures that ensure that their citizens will be encouraged
and aware how to use new solutions understanding the agenda. Ukraine is characterized
as a state that only has started to make first steps towards e-governance. Understanding
the benefits and advantages, the government of Ukraine is striving to move forward and
succeed but various issues and obstacles of different scale are preventing to do it
currently. Seeking to find answers to research questions in frames of the article,
Ukraine’s specifications concerning e-identification were learned.

ID cards in Ukraine that were approved as a new format of National ID are aimed to
be a tool for citizens that can be used by them accessing e-services. Being justified by a
very early stage of development that is explained by a “raw” legislation and lack of
infrastructure, yet it can already be stated that Ukraine has to put significantly more
efforts in order to successfully implement and run electronic identification system.
After analyzing the existent legislation on main components that are have to be
included to e-identification and e-governance in general, adopted programs and action
plans, it is argued that though and enormous amount of work is done already but
because of its fragmental and superficial nature, a wide range of matter are being lost
from sight which causes the current situation when objectively the overall level of
success in this area is estimated to be very little.

Analysing the factors that influence the subject of this work, it was assumed that
citizens’ awareness on eID and e-governance in general is an important aspect that is
somewhat neglected and has to be tackled by the government of Ukraine. By using the
methodology described above, meaning the conduction of survey with citizens and
interviews with officials involved in e-identity area, throughout the research several
statements can be made based on the results and studying the materials on the current
situation in Ukraine.

So far, Ukraine is risking failing at managing to establish the ID card project
because a number of issues. This is a general statement that will be followed by
arguments that underpin it specifying the mentioned issues.

Despite the fact that relevant regulations and action plans on matters related to
e-governance and eID do exist already, authorities hesitate to implement and follow
them. This mainly can be explained by a long history and tradition of running state
errands that foster corruption, which, if it may be stated in such way, reached ridiculous
level and, what is even worse, is sometimes taken as granted by people. It is known,
that unfortunately, many politicians are driven by the personal advantage they want to
receive which results in indifference to what is not concerning their interests and,
hence, leads to problems in socioeconomic development and welfare.

4.1 Main Obstacles in Regards to the EID Awareness

Emanating from the previous statement, it has to be pointed out, also based on the
results of survey, that Ukrainians, naturally, realize the abovementioned problem and
the urge of changes. This can be also proven by the events that took place in Kyiv in
the fall 2013 [18] that basically showed how much people did not trust government and
politicians that ruled back at that time. As this turning point, since then, has caused
some positive changes, yet people do not fully trust government. Going back to the
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subject of research, it has to be stated that because of strong trust issues chances for the
implemented ID project to success are low so far.

This leads to another statement that underpins the focus: citizens are not fully
informed about all aspects and reasons for implementing this solutions.

Due to the big percentage of respondents who informed that they are not aware of
existing innovations and lack understanding of purpose or have concerns regarding
data protection, citizens require more education in order to increase their digital literacy
that directly impacts motivation to use new services online.

Results of interview show that on local level there are already initiatives driven by
principles of transparency and efficiency but they are not able to develop and improve
further because of the foundation which is legislation and infrastructure. This leads to
fragmental and scattered developments of some solutions (volunteer projects, portals,
initiatives etc.) that though might benefit the citizens but is rather creates a growing
number of solutions that are not interoperable between each other and creates their
unnecessary heterogeneity and variety, for instance, the number of already existing
portable with public services or the number of certification centers.

The absence of citizen-centered approach that is supposed to put people’s interests
and needs in the front in terms of delivering public services, leads to already mentioned
many times low awareness level.

Hence, it can be concluded the mentioned statements above are highly intercon-
nected and emanate from each other. Referring again to results of questionnaire and
interview, confidently, the citizens’ awareness towards is one of the key aspects that
have to be considered when implementing e-governance and its components.

In frames of the paper given above, the background idea of electronic identity and
e-governance in general was discussed, followed by presenting international practice of
electronic identity management, going further to the case of Ukraine, analyzing its
existing implementations in e-identity area, outlined as a research question. Moving to
the second research question, the issue of citizens’ awareness towards eID and
e-governance was put as a key aspect and factor of success when implementing such
solution was aimed to identify during the research process. After conducting the
re-search by means of qualitative methods, it was managed to prove citizens’ awareness
as one of the weak spots of Ukrainian electronic identity management and
e-government strategy. Lastly, the third research question was to outline the lessons
that had to be learned from positive experience of Estonia, Austria, India and Sweden
whose practice differs but, has a significant level of acceptance among theirs citizens.

5 Recommendations

Delving into literature which was used to build the structure of this paper and for-
mulating our arguments, we have encountered various contradictions, gaps and
ambiguous aspects that have impacted the opinion and conclusions below.

After getting familiar with the case of Ukraine and identifying the specifications
that determine the current state of its electronic identity management and the envi-
ronment in which it exists and develops, an analysis of people’s attitudes and aware-
ness on the given subject was conducted. Moreover, a case of positive local
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government e-solution was described thanks to the officials who are directly involved
in the project development and its maintenance.

Before presenting the measures and activities that have to be carried out by gov-
ernments in order to raise people’s awareness towards eID and e-governance in general
and changing their attitudes, a set of prerequisites has to be presented. The reason of
their implementation is that based on the international practices, it is clear that there are
some general conditions of proper functioning of electronic identity management
within a country. In case of Ukraine, the following prerequisites have to be met:

1. Harmonization of electronic identity management system with eIDAS Regulation;
2. Legislation that defines a unified identifier has to be adopted that will ensure suc-

cessful and seamless operation with electronic entries that will be linked to a unique
number; this will also benefit the unified electronic document exchange system
which so far doesn’t not exist;

3. Unified electronic document exchange system has to be implemented between the
governmental authorities to facilitate secure and efficient data flow;

4. Amendment that will make ID passport a compulsory document format based on
the experience of Estonia which was one of the conditions of ID card spread among
the entire population;

5. Amendment to PKI legislation which will ensure a limited number of authorized
certification authorities responsible for certificates issue; this has to be conducted for
the sake of interoperability and guarantee of verification process;

6. Provision of the required equipment in all administrative centers to ensure the
ability to operate with eID and delivery of services.

Currently, as it was mentioned before, Ukraine cannot fulfil these requirements
instantly, and it will take year for these changes to take place. Furthermore, the already
discussed above matter of common corruption phenomenon within state structures
urges not only these prerequisites to be met, but rather a disruptive change to happen
that would fundamentally redefine the way of running state errands eradicating the old
routine. This statement is somewhat vague and indistinct based on personal vision but
nevertheless has a right to take place in frames of the given research.

Herewith, aiming to change the citizens’ attitudes and awareness towards eIDs and
e-governance in general that would guarantee a higher level of their acceptance, the
following recommendations are presented as follows:

A Concept on raising citizens’ awareness on e-governance and increasing the level
of digital literacy enhancing their computer skills and knowledge based on the
approach of continuous learning models should be adopted. The Concept should
include separate projects for different age categories of population personalizing
methods of education to each of those.

The concept of public service provision on each level of government using
citizen-centered approach and put in front people’s interests and needs should be
redefined. Lessons can be learned from private sector that is usually much more suc-
cessful when meeting customer/user needs. This is also reasoned by the already
mentioned concept of new public management.
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Citizens must be ensured in the guaranteed security of their personal data retention
transparently communicating main principles of cybersecurity making it one of the
main basic prerequisites.

Running ubiquitous campaigns that positioning e-governance and, of course, eID as
a prerequisite of transparent, effective, efficient and corruption-free government which
will ensure the increase of citizens’ trust towards it and will also give an insight of
e-services and their benefits.

Development of a one-stop-shop web portal where all e-services will be gathered
facilitating their access and ensuring a decent, clear and functional system of online
assistance. Currently, those e-services that exist and can be used via online authenti-
cation are available only for few authorities’ websites, often not fully functional and
intuitively not clear how to use, lacking instructions.

The most important and perhaps the most challenging task for Ukrainian authorities
is to ensure that all above mentioned will be provided in each region equally to every
citizen, considering the size of the country and number of population.

It is understandable that the above measures require enormous resources and time
but judging from practices of other countries, by systemized and precise policies and
strategies that have clear goals it will guarantee positive changes.

6 Related Works

The matter of citizens’ awareness towards e-governance is being discussed more often
than before because of the ubiquitous application of innovations and ICT. Going
through the international experience we can observe stakeholders raising this problem
pursuing to identify the level of its impact and its importance for the success of the
project. Most of the studies related to this topic are conducted within countries
investigating each as a case study applying various analytical methods. For instance,
the results of a study conducted in Jordan which evaluates awareness and acceptability
of e-government services within the country [3], are similar to those that were received
during the analysis of the case of Ukraine. To be more precise, both countries are in the
beginning of the implementation phase and both samples shown that people are not
informed about online opportunities that state is offering currently. Another study on
citizens’ perception towards e-governance conducted within United Arab Emirates by
means of Likert scale that helped to come up with evaluation of several factors that
influence citizens’ attitudes, conducted by Al, concludes with almost identical state-
ment that the core issue is the low level of citizens’ awareness or either low level of
trust towards government [2]. The materials that were used in frames of analysis of
countries’ experiences in this paper are giving an overview of e-identification imple-
mentation in each of the cases mentioning the component of eID project adaptation
among population and presenting statistics on its relative acceptance. However, there
are less academic sources regarding this matter that concern specifically e-identification
rather than e-governance in general. Moreover, when it comes to Ukraine, due to the
early stage of development of e-state, this topic is novel and requires further research in
this domain to get a deeper insight. Hence, aside from findings which were identified
during this research, the future ones will contribute to generalized knowledge in this
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field and will allow potential applications in other countries. All in all, similar research
for other countries recognize the issue of awareness towards e-governance as one that
demands attention of decision makers in order to reach higher level of acceptance,
adaptation and success of information systems in public sector that are being imple-
mented nowadays. Yet, when it comes to case studies of countries it is essential to keep
in mind the influence ethnic and cultural factor as variables that fluctuate depending on
each case which is also outlined in existing studies by researchers.

7 Conclusion

E-identification has already proven itself as an effective means or delivering and
receiving public e-services in terms of e-governance. Nowadays, the majority of
countries are striving to apply ICT in public sector focusing on multiple components
such as legislation, technical standards, infrastructure and promotion. The latter
sometimes doesn’t have enough attention and resources dedicated to it. For instance,
Estonia, one of the most successful countries in this sense, managed to achieve a high
percentage of eID ubiquitous utilization by individuals and entities as an everyday
utility. Other cases of countries that were mentioned in this paper have also shown that
states spent resources to inform publicity about innovative way of interaction with
public sector. Ukraine that right now is standing in the beginning of the implementation
process has to pay attention to the aspect of awareness due to various factor that
currently causing low citizens’ trust level to government that explicitly affects adap-
tation, acceptability and the eventual success of the eID project. The analysis of pri-
mary data that was gathered during the survey and interview conduction revealed quite
a low level of Ukrainian citizens’ awareness on e-governance, e-identification and,
moreover, distrust to authorities. Seeking to tackle this matter, outlining a separate set
of goals that focus on the awareness component and its inducement that consist of
complex measures related to multiple levels and aspects of e-services provision to
citizens and their utilization is required.
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Abstract. This paper presents a literature review that has the main goal to
examine what are the factors that are affecting eID public acceptance. We are
specifically interested in the perspectives of end-users and the matter of their
attitudes towards eID. Our search yielded a rather narrow but concrete range of
sources. Among the main themes of interest presented in the literature, we
identify factors that are further synthesized in twelve categories. Moreover, we
interpret the factors in their original context which allows for understanding
which of the factors are mentioned as either drivers, barriers, or both. Based on
the analysis of scientific narratives, we point to disparities detected in the
existing knowledge of influential factors of eID public acceptance and outline
areas that require further research.

Keywords: eID � Public acceptance � Literature review

1 Introduction

Electronic identity is a means to prove that you are the one that you claim to be online
and thus granting access to e-services [17]. All over the world, governments have
introduced national electronic identity schemes as a part of identity management.
Electronic identity plays a vital role in the functioning of digital government
infrastructure.

Considering countries’ experience of introducing electronic government, it has
been realized that for the success of such large-scale systems, the mere implementation
of a technologically elegant solution is not sufficient. The importance of end-user
acceptance cannot be overlooked. There is currently a struggle taking place when
designing e-identity scheme that lies in the attempt of balancing the security of the
solution and its usability. Even though, today, there are numerous successful practices,
this does not guarantee the applicability and portability of those lessons learned. What
works in one country, may not work in another.

As to date, there is no comprehensive study of factors that influence the user
acceptance of national eID conducted. Thereby, the current research is exploratory.

A study [10], for instance, explores the aspect of acceptance of electronic identi-
fication system as a cross-border interoperability solution by all stakeholders and end-
users. Another example can be a study where the focus is also set on the acceptance
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factors of using in this case mobile identification applications [1]. An extent of research
[3, 5, 20, 24, 38] focuses on theoretical background of the notion of technological
acceptance.

Similar sources are considered within this review in order to present a broader and
in-depth perspective on the possible influences of eID.

Hence, the main research question of this review is the following:

RQ: What Are the Factors That Affect eID Public Acceptance?
The intention is to analyze the existing literature in order to gather information about
what is known about the particular issue of end users’ acceptance of electronic identity
that is moderated by the state. The intention is to conduct a search of primary sources
and identify the key issues raised by theorists, practitioners, experts, adopters and other
stakeholders involved in digital identity domain. We are particularly interested in
exploring the studies that focus on the citizens’ perspective of eID.

Semantic analysis of the existing literature will be performed to extract knowledge
regarding digital identity in the named context. The extracted data will be then dis-
tributed to “drivers” and “barriers” categories as per the research question.

With this research, we strive to identify and point to the gap in the existing
knowledge in order to spur future research with regards to eID public acceptance.
Potentially, the derived results may be applied in building hypotheses and theories, as
well as frameworks and evaluations.

2 Method

According to the literature review conduction guidelines [11, 34], the following steps
were taken:

1. Identifying the need for literature review.
2. Formulation the research question.
3. Developing a search strategy.
4. Carrying out a comprehensive search of studies.
5. Analyzing and extracting data from the selected studies.
6. Synthesizing the results
7. Writing-up an interpretation of results.

Search Terms. The research question contains the following keywords: “factors, eID,
user acceptance.”

A list of synonyms for each of the keywords was constructed in order to increase
the accuracy of search results. Moreover, the synonyms were selected based on the
terms that are common to the researched area (e.g. “user” – “citizen”; “user acceptance”
– “public acceptance”). The search terms were adapted to each of the resources sear-
ched as not all of them from the list enabled the use of Boolean operators and/or
nesting.

Keywords ((e-ID OR “electronic identity” OR “digital identity” OR “national e-
ID” OR “national eID” OR) AND (barrier* OR obstacle* OR driver* OR factor* OR
determinant* OR influence* OR impact* OR affect*) AND (“user acceptance” OR
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“public acceptance” OR “citizen acceptance” OR perception* OR attitude* OR “user
perception” OR “citizen perception” use OR usage)).

Resources Searched. Using the keywords above, the following databases were
searched:

• Google Scholar
• Scopus
• ACM Digital Library
• ScienceDirect
• Web of Science
• Springer Link
• IEEE Explore
• Digital Government Reference Library

To increase the number of found materials that fit the search criteria, the keywords
were used in a direct search in the key journals and conference proceeding of the area.
Additionally, each fitting item’s reference list was scanned through for containing
possible relevant materials.

Document Selection. The document selection is based on the following inclusion and
exclusion criteria:

Authors include studies that:

– directly answer the research question;
– specifically focus on eID and not just e-government;
– mention the issue of acceptance of digital identity by citizens;
– based on empirical data;
– specifically mention societal aspects of technology acceptance of eID;

For this reason, within this study we will not be considering studies that do not
provide any insight on the citizen perspective on eID.

Document Retrieval. The search has elicited 146 sources from databases. 88 of those
were rejected based on the title and abstract analysis. The remaining sources were then
evaluated based on the document selection criteria. The final revised list of selected
papers is comprised of 39 items. Among the selected sources such types of documents
were included to the review as conference proceedings, journal articles, book chapters,
reports, policy documents, theses.

3 Results and Discussion

For the sake of clarification, it must be noted that though the search procedures applied
within this study are very much resembling those used in systematic literature reviews
(SLRs), we do not claim this review to be one of this kind. This review implements
SLR guidelines only partially which is one of the reasons it does not qualify to be fully
‘systematic’. As [10, 11] mark, SLR guidelines that originally have been applied in
medicine, refer to the coverage of certain clearly identifiable evidence on specific
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medical treatments, while SLR guidelines outside medicine imply only the rigor of
search process. Authors further point out that such limitation nowadays is more than
often fails to be acknowledged. Like in SLRs, the upfront search inclusion/exclusion
criteria have been introduced with the purpose of delineating and narrowing down the
scope of the examined field according to our research aim. Only then, as what is usually
done in traditional literature reviews (LRs), we build up criteria for interpreting the
findings, i.e. identifying notions and further categorizing them.

The timeframe of selected studies captures the years of 2001–2018. This can be
explained by the novelty of the subject of digital identity and its implementation
worldwide.

The reviewed studies which outcomes derive from primary data represent country
cases from around the globe though European region prevails.

Among 39 selected studies, 13 of them contain case studies with the data samples
collected from one country each (Austria, Belgium, Canada, Estonia, Germany, Hong
Kong, India, New Zealand, Switzerland, UAE, Ukraine, United Kingdom, USA;)
among the rest 26 studies, findings in 17 of them are based on multiple countries data,
and the 9 left represent findings of secondary data analysis. The data collected is
derived mostly from the European continent which entails a predominantly Western
perspective factors that influence eID public acceptance.

The items were selected on the basis of providing explicit insight about citizen
perspective on eID. The papers in the final range differ by the extent of provided
insight. While some papers had highlighted the eID acceptance by public rather inci-
dentally focusing on other topics, the rest of the studies’ aims were directly concerned
the object of eID acceptance and the findings were based on primary and secondary
data analysis. 9 studies included secondary data, while the rest 30 were presenting
results of empirical data analysis.

The review of selected sources has allowed to extract the key notions mentioned by
the authors that according to their hypotheses and findings determine the degree of eID
public acceptance. The notions were extracted by means of semantic analysis of the
selected sources. Categorizing the notions was also reasonable because of the number
of synonymous notions that did not differ significantly in their meaning.

Another criterion for creating the categories and assigning their names was the
frequency of notion occurring in the sources. For instance, the category of “trust”
comprises detected notions concerning the issue of trust which are majorly referred to
using the same value in most of the studies. This category also includes studies that
mention the same phenomenon but referred to using synonymic notions. Such principle
was applied throughout the entire process of categorization. It was decided to imple-
ment a condition that if the notion is mentioned less than in 10% of the studies, then it
is going to be the category “Other”.

The distribution of detected notions, i.e. any phenomenon authors mentioned to
infer direct or indirect cause on the eID user acceptance, has allowed to create the
following 12 categories: (1) complexity; (2) ease of use; (3) functionality; (4) aware-
ness; (5) trust; (6) privacy concerns; (7) security; (8) control and empowerment;
(9) transparency; (10) path dependency; (11) cultural and historical factors; (12) other.

The category “Other” will be further described separately as it contains miscella-
neous notions that were not included in the former 11 ones.
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Table 1 shows where and how frequently each notion is mentioned in the realm of
selected papers.

A number of papers [1, 3–6, 12, 22, 26, 31, 35, 41, 43], studying the acceptance of
eID, have incorporated TAM and its extensions [17, 47]. This had an impact on the
design of the research by crafting the studies according to the elements of TAM [1, 3–
6, 41] or rather providing guidance and serving as a background concept [12, 22, 31,
35, 43]. TAM has also influenced the derivation of notion categories in this review.

Ease of Use. This category echoes the element of TAM that has the same name. This
category comprises such notions as “convenience” [1, 12, 15, 16, 24, 35, 42], “user
friendliness” [6, 16, 30, 34, 39], “usability” [1, 6, 16, 22, 25, 43], “comfort” [18, 22].
For instance, Kalvet et al. uses the term “convenience” when referring to the physical
appearance and properties of an eID card [24]. Such terms as “usability”. “usefulness”,
“user friendliness” appear in studies that are having a TAM view within their methods.

Complexity. This category was distinguished despite the thought that it might con-
tradict with the just mentioned notion of ease of use. However, this depends on one’s
perspective where, for instance, the system that is seen to be complex due to lack of
awareness, but on the other hand, can be named so even though another user can
understand it regardless [15]. In [46], the term “complexity” is mentioned in the context
of information systems and their structure. The issue of complexity in the survey from
study [22] is referred as a difficult-to-understand mechanism of the system.

Functionality. This category includes notions that echo the “usefulness” element of
TAM. These are the notions “usefulness” (importantly, without implying to TAM),
availability of options (such as authentication methods or e-services available). For
example, findings of [6] show that availability of services linked to eID is of impor-
tance when deciding whether using eID is useful for the citizens.

Table 1. Table captions should be placed above the tables.

Category Paper references

Complexity [12, 15, 16, 22, 23, 29, 30, 41, 43]
Ease of use [1, 3, 5, 6, 16, 20, 22, 24, 29, 31, 34–36, 39–41, 43, 44]
Functionality [6, 15, 16, 18, 20, 22, 23, 25, 29, 31, 34, 35, 39, 41, 42, 45]
Awareness [1, 2, 4, 14, 15, 18, 22, 23, 26–28, 31, 32, 34, 35, 39, 41–45]
Trust [3–9, 12, 14–16, 18, 20, 21, 24, 26, 28, 29, 31–34, 36, 39–45,

48]
Privacy concerns [1, 3, 5, 7–9, 15, 18, 20–22, 24–26, 30, 32, 34, 36, 39–46, 48]
Security [1, 5, 7–9, 14, 15, 18, 21, 23, 24, 28, 32, 34, 40–44, 48]
Control and empowerment [7–9, 12, 16, 18, 26, 27, 41–44, 46, 48]
Transparency [7–9, 27–31, 33, 42, 43, 45]
Path dependency [12, 20, 28, 33–35, 40, 45]
Cultural and historical
factors

[2, 12, 20, 27, 34, 42, 45]
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Awareness. The following category includes such expressions mentioned as “under-
standing” [15, 22], “seeing reasons/purpose” [30], “knowing how to use” [8], “com-
prehending”. [8] indicates “awareness” in the context of knowing how the systems
works and knowing how to use it and connects this notion to the trust. [44] suggests
that awareness of, for instance, technical aspects of a currently implemented solution,
will not guarantee the acceptance of future updates and changes, which implies the
temporariness of this factor.

Control and Empowerment. The given category refers to “control over eID/e-
identity/identity” [21], “empowerment of citizens” [2, 15, 16, 26], i.e. their ability to
choose whether to use eID, which data to provide, ability to check the status of data,
ability to withdraw data, participation. [15] mentions “empowerment” in the context of
citizens being able “to access their information without “bureaucracy”. In [2], authors
use “empowerment” as a reference to access to services, more precisely “so that they
can legally control service delivery to their advantage.” In [21], “control” appeared as a
major theme during analysis of primary data and concerned control of citizens over
their personal data as well as the issue of data integrity and disclosure by consent.

Transparency. This category generalizes the understanding of underlying principles of
how (accountable) the data is being handled in legal, administrative and procedural
sense by authorities [26, 46]. [2] defines “transparency” as a result of a process of
“bringing visibility to citizens of the service workflow by means of automated service
delivery.” The comparative study on citizen perceptions of eID and interoperability
[21] provides a formulation of “transparency” given by a citizen as “ALL data that are
collected about me should be made available to me, so that I am able to recognize who
has collected what data about me.” In [31], the context brings up “transparency” along
with the approach organizations handle data with.

Path Dependency. This particular category that somewhat represents rather a different
perspective than the citizen one, yet it was introduced due to the arguments in studies
[12, 33] justifying the fact that paths chosen by countries and the previous setting they
possess (including societal) when introducing eID are definitive for the perceptions of
stakeholders (including end-users, i.e., citizens).

Path dependency refers to “previous technical, organizational and regulatory set-
tings explain for the differences in the provisioning of national eID systems and thus
the heterogeneous landscape of solutions and usage across Europe” [12]. Within our
study, we define path dependency as rather an external factor of influence that has not
been articulated by end-users within the sample of this review. [33] highlights the need
of understanding the scenarios that worked out successfully in one country’s case and
did not prove itself when applying the same strategies in another country. Authors then
state that citizens as one of the stakeholders have a major potential to determine the
outcome of each scenario. Hence, they suggest to explore more deeply eID introduction
in the socio-material perspective, i.e. citizens’ relationships with eID artefacts.

Cultural and Historical Factors. 5 studies [1, 4, 12, 20, 31] have provided insights on
the role of culture and history in shaping citizen perceptions and acceptance of eID. An
elaborate opinion on how historical events can have a major impact and shape the sense
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of identity is given in the case study of the Hong Kong eID [20]. In the rest of the
studies, history and culture are discussed more in general.

The categories of “privacy concerns”, “security” and “trust” are the most frequent
within this study. The names of these categories were assigned according to the same
notions identified during analysis. All three notions are seen as issues to be leveraged in
order to increase their trustworthiness in the eyes of the citizens [12].

Privacy concerns. Notions related to this category are associated with risks, fears,
threats to citizens’ rights to be violated in relation to their digital identities.

Security. Here, the identified notions are related to data, software, and hardware, their
reliability, trustworthiness, safety, and the ability of state to provide this security.

Trust. This category that is the most prevailing one. Even though we do not make any
claims about the degree of influence that each identified factor has, trust has been seen
and presented by researchers as one the most important pre-conditions of eID success.
Trust is interrelated to most of the other categories and could be divided into subcat-
egories or appear as a standalone factor. In [29], “trust” is displayed a two-type concept
[48] that included institution-based trust and characteristic based trust. Here, the
institution-based trust represents the trust that citizens experience towards public
authorities and their activities, whereas characteristic-based trust is the one that end-
users put in the system or solution. Another study [32] identifies ‘trust’ as well as
‘distrust’ as two independent and separate sides of the same relationship and not as two
opposites of one continuum. These two sides, as authors explain, co-exist and evolve as
the relationship matures and evolves over time. Here, term ‘relationship’ is used in the
socio-technical and political context. Therefore, ambivalence is the main attribute and
finding regarding trust and distrust that variates from country to country clearly
influencing the development outcomes.

Other. This category includes notions that have not been assigned to the abovemen-
tioned categories. One of the notions is the ‘intrinsic motivation to adopt the tech-
nology’ (i.e. eID) [22]. The same source has identified cost and expenses associated
with the use of eID as an influential factor as well as the extent to what the technology
has to spread before the user will actually start adopting it him or herself. This tendency
particularly echoes the diffusion of innovation theory where such users are known as
Late Adopters [38]. Lastly, the survey conducted within the study [20] has also
identified as an impact factor the citizens’ possibility to receive help from a competent
person when using the technology, or in other words, technical support.

Going back, the issue of cost was raised also in [12]. Authors of [5] proposed a
model with six key elements that affect the adoption of identity management systems,
one of which – ‘individual differences’ – was distinguished as a notion in our research
as well. The element of ‘individual differences’ is then divided in two sub-elements:
demographic variables and situational variables that both have direct and moderating
effects. The demographic differences include gender, age and education as character-
istic of individuals and the situational ones are referred to as context-sensitive char-
acteristics, i.e., experience, facilitating conditions, subjective norm and cost. A study on
the acceptance of biometrics in identity management [24] revealed that “age, gender,
education level and occupation do not influence the respondents’ views on the
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acceptability of biometric identity databases in any considerable way.” In [33], authors
mention such factors as eID user maturity and national differences in perceptions of
information systems.

The derived categories can be potentially used as metrics for assessing the
acceptance levels of eID. An attempt was made to interpret each identified notion as a
driver or barrier of eID acceptance depending in what context it was mentioned. The
identified notions were then marked as ‘positive’, ‘negative’, ‘bilateral’, or ‘neutral’. In
other words, a notion is presented as a driver or a barrier. Moreover, the impact of a
notion may range and hereby it can be assigned to both positive and negative
group. Lastly, some derived notions were not interpreted neither as positive nor as
negative. Additionally, some studies elaborate on the notions in a neutral context by not
inferring their positive or negative impact but merely assuming the possibility of
impact.

Figure 1 represents the categories and their context in the sources they were
extracted from. Depending on the context, a set of indicators was established where “P”
is “positive”, “N” is “negative”, “B” is “bilateral” and “0” is “neutral”. The headings
of columns represent the reference numbers of studies that can be found in the Ref-
erences section.

4 Limitations

Completeness. The search conducted within this review has elicited a fairly small
amount of literature. As the aim of the review was to identify factors that specifically
influence public acceptance of eID and not any other component of e-government, it
explains the low number of included studies. However, the document selection criteria
and search query design allowed for targeting papers which content accurately
addresses the issue of eID public acceptance. There were no limitations set regarding
the inclusion or exclusion of a particular document type but mostly academic sources
appeared in the search results. Further inclusion of policy papers, white papers, and
grey literature will be considered when broadening the scope of this research.

Fig. 1. Derived categories.
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Potential Bias. The presented review is conducted within a research for doctoral thesis
and hence the likelihood of results influenced by the bias of authors is high. This calls
for further validation and assessment of the results by involving other researchers. As
the studies in the range of review are mostly displaying findings from data gathered
among European countries, generalization is possible only to some extent. As to the
process of interpreting and deriving the categories, there is an inevitable effect of
subjectivity. To lower this effect, a consensus has to be reached on the basis of a
previous review that comes from independent researchers.

Data Synthesis. The findings of papers were analyzed to answer the research question
allowing to identify the occurring notions and categorizing them. It is suggested that
while grouping them it may have been possible that some of the notions where
aggregated into wrong categories as well as there is chance that there could have been
created a bigger or smaller number of categories. This serves as an additional moti-
vation to iterate the analysis extending the study.

Future Research. As the eID user acceptance can be viewed from various perspec-
tives, it is more than necessary to extent the study. We consider an attempt to segregate
the existing results with those the perspectives on eID public acceptance of other
stakeholders. Some papers that were analyzed within this review already provide other
stakeholders’ perspectives, however, due to the focus of this study, these insights were
not considered. The study will benefit if the acceptance factors will be compared and
analyzed along with those define the acceptance of similar or larger ISs. A great realm
of research and analysis that looks into e-government acceptance as a whole offers
much richer outcomes on the subject. As we noted before, it is realized that the derived
notions overlap with ones that are also definitive in the case of e-government accep-
tance, there a still factors that are specific to eID which have to be investigated further.

The prevailing majority of the studies in this review highlighted the issue of trust
and privacy concerns which calls for a more detailed analysis of these categories. Even
though the goal within this review was to identify factors of impact and through the
course of data synthesis and interpretation, each distinguished category was given the
same value and weight, the authors of included studies insist on the importance of these
notions. Therefore, we also support the idea of this direction to be explored more
thoroughly.

The analysis of the studies confirmed that at the moment the body of knowledge
contains a rather scarce and fragmented picture of what is of importance for public
acceptance of eID especially from citizens’ perspective.

5 Conclusion

The findings suggest the eID public acceptance to be a multifaceted phenomenon that is
influenced by a wide range of variables with a different degree of impact. The studies
with the empirical data analysis provide a sufficient basis only for a primary
conceptualization.
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Overall, the number of studies elicited by the given criteria leads points to a
knowledge gap in the understanding and interpretation of eID public acceptance from
citizens’ perspective.

While deriving the categories, it has been realized how strongly interconnected
these variables are and, in some cases, can imply very similar if not identical or,
conversely, ambiguous facts or assumptions. The analysis allowed to construct a list
with 12 categories that consist of identified factors influencing eID public acceptance.
Composing the list of categories also shed light on a trend among researchers to focus
on the issues of trust, privacy and security when it comes to user acceptance of eID.
Though a relatively significant body of knowledge on these issues exists, it is
encouraged to proceed with going further, especially taking the societal angle. Since
derived categories are heavily dependent on each other and hence it is a challenge to
establish what is a primary cause for what, needless to point out that this cause-effect
relationship varies from country to country.

It is clear that some factors identified, for instance, history, culture and path
dependency deserve more attention due to little knowledge about their role in defining
citizens’ perceptions of eID. This fraction of research would be also interesting to
conduct considering the shifts in the notion of identity itself.

Of course, the derived factors and categories are echoing factors that determine the
acceptance of e-government services in general. The consistency of our findings with
previous research is obvious however the identified gaps evidently call for further
research in this particular stream, i.e. eID public acceptance factors.
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ABSTRACT
Estonia eID is officially a part of the critical infrastructure. 2/3 of cit-
izens regularly use eID today to access thousands of e-services. To
examine the eID public acceptance, we conducted a survey among
Estonian eID users to find out which of the existing eID authenti-
cation options are preferred and why. We present the results and
interpret the data with a set of pre-defined eID public acceptance
factors.
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1 INTRODUCTION
Identity management has been one of the crucial building blocks of
e-government and electronic service provision. The current hetero-
geneity among the EU states’ e-governance initiatives has become
a hindering factor in the movement towards cross-border interop-
erability and digital single market. In recent years, fundamental
changes have been introduced into policies, regulations and leg-
islation on the international level to assure a common path for
everyone (e.g. eIDAS Regulation).

e-Government and e-service provision rely on identity man-
agement. Today, within EU, heterogenous eID systems became an
obstacle to the way of creating the digital single market and cross-
border interoperability. The states work hard by bringing changes
into policies, laws on international level to ensure a common path
to achieving this goal. Despite a huge amount of sources contains
knowledge and practices related to identity management, gaps still
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Table 1: eID acceptance factors

Factor Interpretation
Complexity How citizens (subjectively) see and perceive

the application/tool related to computer and
digital literacy;

Ease of use Convenience and amount of effort during
the use, usability;

Functionality Number and range of options the applica-
tion/tool offers, usefulness;

Awareness How well citizens are informed about the
application/tool, its availability, purpose,
provider, etc.

Trust Feeling of trust towards the application/tool
and its creator/provider;

Privacy Risks, fears, threats to digital identities citi-
zens have;

Security Issues on data, software, and hardware, their
reliability, trustworthiness, safety, and the
ability of state to provide this security per-
ceived by citizens;

Control and em-
powerment

Availability of options to
use/view/control/edit/delete/withdraw
one’s data;

Transparency How the visibility and accountability on
how personal data is handled and service
provision is delivered to citizens

do exist [Buldas et al. 2018]. The research on eID provides a decent
amount of information on on the technological aspects (e.g. archi-
tecture, cryptography) privacy, security, policy (e.g. implementation
and adoption). Whether these are studied separately or combined,
the amount of citizen-oriented research in this domain remains to
be smaller [Al-Hujran et al. 2011; Chauhan and Kaushik 2016].

In Estonia, eID is an essential component of the e-government
ecosystem [Pappel et al. 2017]. It is an element of the X-Road data
exchange layer. eID is an enabler for accessing e-services and e-
voting. e-Residency rests on the eID infrastructure [Kalja 2012; Tsap
et al. 2017].

There are several authentication options available to Estonians.
e-Services can be accessed by means of ID-card, digital identity card
(only for authentication and digital signature), Mobile ID, Smart
ID (a cloud-based solution), Bank ID, user name and password,
PIN-calculator.
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Around two thirds of Estonian citizens use eID regularly1. This
country serves as a case that is worth to be investigated exactly
from citizen-end angle. Identifying users’ preferences and attitudes
can serve as a feedback to policy makers, service providers and
other parties of the identity management domain [Gupta et al. 2012].
Changing perspective, we will examine the existing gap by studying
the drivers of eID acceptance in the settings of Estonia. Being aware
of the state’s history and path of eID implementation, we will look
at citizens’ perceptions and find out their preferences regarding
the available eID authentication options and factors contributing
to their acceptance.

Therefore, we created a survey for Estonian eID owners and
investigate motivations, reasons, and aspects of using eID. As there
are several eID solutions offered to citizens, we include all of them
in the survey, in order to acquire a more in-depth insight. To analyse
the results, we use factor of eID public acceptance derived from our
prior research [Tsap et al. 2019]. Moreover, we add to the analysis
statistical data on different eID means provided by the Estonian
trust service provider for more detailed and accurate results.

We used case study research with a survey with multiple-answer
and open-ended questions to collect our data. In total, we have
received 268 responses.

In Table 1, the factors are briefly summarized based on their full
description in the previous research to give an understanding of
our findings [Tsap et al. 2019].

According to the results of our survey, about 82% of respondents
use ID card, 65% - Smart ID, 46% - Mobile ID, 37% - Bank links,
less than 10% use other options, for example, ones provided by
employers, PIN-calculators.

The respondents were asked to explain their choices and share
their thoughts on the available authentication options. We have
summarized their responses, analysed them and created an ad-
ditional tagging system to group these responses. Table 2 shows
which features and which combinations of features were mentioned.
Based on the frequency, we distinguished three features such as
Convenience, Security, Speed to see the total numbers clearer. Each
of these features contribute to the “ease of use” factor. Within this
particular range of answers, respondents have also mentioned au-
thentication options they prefer the most. The most frequently
mentioned was Smart ID, then Mobile ID, and, lastly, ID card.

The PKI authority of Estonia has also provided data on the use
of Mobile ID and Smart ID. The numbers suggest that since the
launch of Smart ID, its popularity and use has grown significantly,
and less than in five months, outran Mobile ID.

The citizens were also asked do they trust service providers
when their personal data is processed. 20% responded they have
full trust; same amount replied they do trust but not without some
concerns; about 36& felt skeptical about it, around 6% do not trust
the service providers. In general, these number are rather positive
and favourable towards the state.

To conclude, the received outcomes do not suggest there is a
consensus on particular features of eID that make them ultimately
appealing and universally best for all citizens. The choice will al-
ways depend on circumstances, hardware, purpose, services ac-
cessed, trust. The range of available authentication options may

1https://www.id.ee/?lang=en

Table 2: Response summary.

Features Mention Percentage
Convenience 41 18
Convenience + Security 17 6
Convenience + Speed 27 10
Convenience + Speed + Security 7 3
Ease of use 10 4
Security 8 6
Speed + Security 5 2
Speed 16 6
Usability 2 1
No additional device needed 5 2
Availability 5 2
Convenience in total 101 38
Security in total 38 14
Speed in total 65 25

somehow be optimal since there is not one, but at least three and
more options that citizens use regularly.

Estonia sure does serve a valuable lesson and experience which
could be useful to others.We point to the need to explore the aspects
of citizens’ preferences even further to gain knowledge the “ease of
use” factor of eID and others that has been outlined by the analysis.
A continued study will be required to examine the Estonian eID
from the perspective of other public acceptance factors.

REFERENCES
O Al-Hujran, M Al-dalahmeh, and A Aloudat. 2011. The Role of National Culture on

Citizen Adoption of eGovernment Services: An Empirical Study. Electronic Journal
of e-Government 9, 2 (2011), 93–106.

Ahto Buldas, Martha Jung, Kaja Kuivjõgi, Anna-Maria Osula, Rain Ottis, Jaan Priisalu,
Liisa Tallinn, and Toomas Vaks. 2018. ID-kaardi kaasuse õppetunnid. Technical
Report. Tallinn University of Technology , School of Information Technologies,
Department of Software Science, Tallinn, Estonia.

Sumedha Chauhan and Anjali Kaushik. 2016. Evaluating Citizen Acceptance of Unique
Identification Number in India: an Empirical Study. Electronic Government, an
International Journal 12, 3 (2016), 223–242. https://doi.org/10.1504/EG.2016.078416

Nidhi Gupta, Arnout R.H. Fischer, and Lynn J. Frewer. 2012. Socio-psychological
determinants of public acceptance of technologies: A review. Public Understanding
of Science 21, 7 (2012), 782–795. https://doi.org/10.1177/0963662510392485

Ahto Kalja. 2012. The first ten years of X-Road. Estonian Information Society Yearbook
2011/2012 (2012), 78–80.

Ingrid Pappel, Ingmar Pappel, Jaak Tepandi, and Dirk Draheim. 2017. Systematic
digital signing in Estonian e-Government processes: Influencing factors, technolo-
gies, change management. In Transactions on Large-Scale Data- and Knowledge-
Centered Systems XXXVI, Thoai N. Hameurlain A., Küng J., Wagner R., Dang T. (Ed.).
Vol. 10720 LNCS. Springer, Berlin, Heidelberg, 31–51. https://doi.org/10.1007/978-
3-662-56266-6_2

Valentyna Tsap, Ingrid Pappel, and Dirk Draheim. 2017. Key Success Factors in In-
troducing National e-Identification Systems. In Lecture Notes in Computer Science
(including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioin-
formatics), T.K. Dang (Ed.), Vol. 10646 LNCS. Springer, Cham, Ho Chi Mihn City,
Vietnam, 455–471. https://doi.org/10.1007/978-3-319-70004-5_33

Valentyna Tsap, Ingrid Pappel, and Dirk Draheim. 2019. Factors Affecting e-ID Public
Acceptance: A Literature Review. In Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics),
Vol. 11709 LNCS. Springer International Publishing, 176–188. https://doi.org/10.
1007/978-3-030-27523-5_13

341



Appendix 5

V. Tsap, S. Lips, and D. Draheim. Analyzing eID public acceptance and user preferences for current authentication options in Estonia. In A. Kö, E. Francesconi, G. Kotsis, A M. Tjoa, and I. Khalil, editors, Proceedings of 
EGOVIS’2020 – the 9th International Conference on Electronic 
Government and the Infor-mation Systems Perspective, volume 12394 of 
Lecture Notes in Computer Science, pages 159–173, Cham, 2020. Springer

153





Analyzing eID Public Acceptance and
User Preferences for Current

Authentication Options in Estonia

Valentyna Tsap(B) , Silvia Lips, and Dirk Draheim

Tallinn University of Technology, 12619 Tallinn, Estonia
{valentyna.tsap,silvia.lips, dirk.draheim}@taltech.ee

Abstract. Estonia is an advanced digital society where eID is consid-
ered as part of the critical infrastructure. With the current number of
e-services that the state offers to citizens and businesses, more than 2/3
of citizens regularly use eID today. We investigate the reasons that stand
behind its public acceptance. We have conducted a survey among Esto-
nian eID users with 268 respondents to find out which of the existing
eID authentication methods are preferred the most (smart cards, Mobile
ID, cloud-based solutions, bank links, usernames and passwords, etc.)
and what are the decisive factors for these preferences. We have pre-
sented and discussed the results by interpreting the data with a set of
pre-defined eID public acceptance factors. The outcomes suggest that
users prioritize convenience, speed, and security as well as availability of
co-existing multiple authentication methods that suit them depending
on the setting and circumstances. Moreover, we explain the importance
of other contributing factors specific to the case of Estonia.

Keywords: eID · Authentication · Estonia · Public acceptance

1 Introduction

Identity management has been one of the crucial building blocks of e-government
and electronic service provision. The current heterogeneity among the EU states’
e-governance initiatives has become a hindering factor in the movement towards
cross-border interoperability and digital single market. In recent years, funda-
mental changes have been introduced into policies, regulations and legislation
on the international level to assure a common path for everyone (e.g. eIDAS
Regulation).

Though the regulations and normative documents have accumulated an
exhaustive realm of knowledge and experience to improve electronic identity
management, not all aspects have been sufficiently covered [8]. With respect to
the subject of eID being present in the literature, so far it can be stated that
there is a definite array of work that concentrates on the technological aspects
(e.g. architecture, cryptography [19], privacy [3,26], security [4], etc.), policy

c© Springer Nature Switzerland AG 2020
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(e.g. implementation and adoption) [12], aspects on different scales [1,4]. While
each of them were studied either in isolation or in conjunction with others, it
has been noticed that the input to the citizen-oriented research is rather minor
[2,9]. It is more common to come across literature that covers a broader angle
on the acceptance of technology while we are interested in evidence on a specific
aspect.

In Estonia, eID is a vital part of the e-government ecosystem [24]. It is a
component of the X-Road data exchange layer. This way, eID enables access to
e-services and e-voting. It also serves as the main infrastructure for e-residency
[17,27,31].

Estonians have at their disposal several methods of authentication for access-
ing e-services such as ID-card, digital identity card (suitable only for authenti-
cation and digital signing), Mobile ID, Smart ID (cloud-based solution), Bank
ID, user name and password, PIN-calculator, social media accounts. It is worth
to note that due to the focus of this study, we do not cover the technical speci-
fications of the abovementioned eID solutions.

Nowadays, two thirds of the Estonian population are using eID on a regular
basis [16]. Thus, the country presents itself as a unique case worth investigating
from the angle of end-users. We would like to change the perspective and look at
the situation from the citizen’s end. More specifically, we will approach the gap
by focusing on what is actually driving them to use and accept eID. Although we
are aware of the strategy and measures carried out by the Estonian government
during its path of eID establishment, we want to find out what the citizens’
perceptions and preferences are for the available eID means and what factors
contribute to the existing level of eID public acceptance.

Identifying users’ specific preferences, perceptions and attitudes is a potential
source of feedback to service providers, policy makers and other stakeholders of
the identity management domain [14].

Therefore, we investigate the following research questions:

1. Which eID authentication methods are preferred by the citizens?
2. What are the factors of eID public acceptance in Estonia?

We launch a survey targeting owners of Estonian eID and examine reasons,
motivations, and features of eID usage and the potential appeal to end-users. As
the Estonian eID consists of several solutions offered to citizens, we differentiate
eID in the survey, so to obtain a more in-depth insight of attitudes and opin-
ions. To interpret and frame the survey results, we use categories of eID public
acceptance derived within previously conducted research. Additionally, we use
statistical data on different eID means provided by the state eID issuer and
trust service provider in order to analyze their usage more accurately. Within
this research, we focus exclusively on the citizen as the end-user.

We begin our paper with defining our research methodology in Sect. 2. Next,
we report on the findings in Sect. 3. We interpret and discuss the obtained results
in the context of related work in Sect. 4. We finish with conclusion in Sect. 5.
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2 Research Methodology

We used case study research [34] with a semi-structured qualitative survey as the
data collection method [10,30]. We analyze the open-ended questions with the-
matic analysis. We argue that the chosen methodology serves best in achieving
the research objectives, as we investigate the unique setting and state of affairs
in the Estonia’s identity management and enquire citizens’ opinions.

We use pre-defined factors of eID acceptance derived from [32] to design the
survey and interpret its result. Each factor is described in the context of our
findings in the discussion section, i.e., Sect. 4. The list of factors is as follows
(full definitions of the factors can be found in the original study [32]):

1. Complexity
2. Ease of use
3. Functionality
4. Awareness
5. Trust
6. Privacy
7. Security
8. Control and empowerment
9. Transparency.

We have ruled out the factors of “path dependency” and “cultural and his-
torical factors” from the interpretation, as they are not relevant in the context
of this research. We did not formulate the questions using or inquiring details
from end-users related to the path chosen by the Estonian state when intro-
ducing eID defined as “path dependency”, i.e. previous technical, organizational
and regulatory settings [7]. Neither did we analyze the cultural and historical
perspectives of the subject under research.

As there are several alternatives to access e-services available, we want to find
out which functionalities and features appeal to users and what are the priorities
when they choose a certain authentication method. Therefore, we designed a
survey for the owners of Estonian eID, i.e. citizens, residents, individuals holding
a digital citizenship (e-Residency), holders of digital identity cards. In total, we
have collected n = 268 responses (Estonia has approx. 1,328,000 citizen, and
approx. 97% of Estonian citizens have an eID [21], i.e., approx. N = 1.288.000,
95% confidence level with 6% margin). The survey was created in the online
platform surveymonkey.com. We have used social media platforms and email
channels to distribute the survey. As Estonia is a multi-lingual country the survey
was distributed in three languages: Estonian, Russian, and English. The survey
consisted of 12 questions.

The questions have covered eID relation to e-services, frequency of use, pur-
pose, preferences for authentication options. When asking about e-services and
their use we have distinguished between those provided by public and private
sectors. We have also enquired what functionalities and features appeal to citi-
zens the most. To get a general current picture of citizens’ trust and attitudes, we
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have included the respective questions inquiring their opinions. We also included
demographics-related questions on gender and age.

We also submitted requests for statistics from the Estonian eID issuer, Police
and Border Guard Board (PBGB), and the trust services provider, SK ID Solu-
tions AS (SK). They have provided data on the total number of online certifi-
cate status protocol (OCSP) requests, number of national eID part of the OCSP
requests (all national documents including mobile-ID), mobile ID and Smart ID
usage in numbers within the period of 01.01.2017–01.05.2019.

2.1 Limitations

One of the limitations of this research is the chosen method of sampling. Conve-
nience sampling is not considered desirable and does not guarantee the represen-
tativeness of results for the entire population, i.e. the rest of Estonian citizens
may have similar perceptions of eID [25].

Another aspect is that the provided statistical data is general and very limited
in its range. We do not have access to specific numbers that reflect for example
the usage of certain e-services depending on the authentication means. This
would have been beneficial and helpful for a more precise analysis of user trends.
However, acquiring such data would require contacting all e-services owners,
both public and private.

To conclude, the identified features and factors are partly grouped according
to categories derived from the previous research on eID public acceptance factors
[32], which may not include all the variables that play a role in acceptance.
In other words, this limitation emanates from the limitations of the previous
research. Thus, we have also assumed the possibility to identify other novel and
significant aspects worth outlining after analysis.

3 Results

We present the results of the survey by going through each of the questions and
describing the breakdown of responses.

The first two questions aimed to obtain demographical data about respon-
dents. 50.7% of respondents are male, 49.2% - female. The age groups are repre-
sented as follows: 32.4% (87 respondents) - 18–24 y. o., 32.8% (88 respondents) -
25–34 y. o., 22.7% (61 respondents) - 35–44 y. o., 7.4% (20 respondents) - 45–54
y. o., 1.8% (5 respondents) - 55–64 y. o., 2.2% (6 respondents) – older than 65
y. o.

Following the demographics, the respondents were asked what authentication
methods they use in order to access e-services. Multiple choice was available.
Figure 1 displays the answers. As it can be seen, ID card is used the most to
access e-services. Smart ID holds the second position. Username/Password is the
third choice with a rate of 47%. Mobile ID reached a similar percentage – 45.9%.

Further, the respondents were asked to specify how often they use e-services.
50% of respondents stated they are using e-services on a daily basis. Around 29%
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Fig. 1. eID authentication means

reported to use them at least several times a week, 8.9% - once a week, 9.7% - a
few times a month, 1.8% - once a month, 0.7% - less than once a month. None
of the respondents reported not using e-services at all.

Considering the wide range of available e-services, we decided to see also
which are accessed using the available authentication means and which of those
are the most prevailed depending on the service providers (public and private).

Fig. 2. Use of public e-services

As seen on Fig. 2, four types of services such as financial, healthcare, educa-
tion, and transportation related e-services are clearly distinguished based on the
responses. We have also listed e-services provided by private sector that require
authentication and grouped them in categories such as transportation (e.g. taxi),
entertainment, lifestyle, food delivery, telecommunication (e.g. mobile phone,
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internet), financial (e.g. banking). The results have reflected high numbers of
private sector e-services used by respondents: transportation – 70,1%, entertain-
ment – 60,4%, lifestyle – 78,7%, food delivery – 47,7%, telecommunications –
87,3%, financial – 90,6%.

When asked were there cases when users could not access an e-service by
means of their preferred authentication method, 56,41% of respondents con-
firmed such cases occurred while the rest 43,5% replied negatively. Those who
could not authenticated themselves were asked to clarify what was the service
they had tried to access. 63% indicated it was a public service (e.g. many educa-
tional institutions do not support Smart ID; technical issues when using eID card
or Digi-ID). The rest 36% of respondents reported private services not support-
ing their preferred options (e.g. certain banks not providing login with Smart
ID).

The respondents were asked to explain their choice and/or preferences when
using a particular authentication method among others. As the question was
open-ended, we have analyzed the textual responses and created themes to sort
them after skewing. We marked each response according to its theme and then
summarized how many times each theme has occurred. Because many responses
repeatedly included more than one theme, we present them separately as com-
bined themes.

Table 1. Response summary to Q11.

Theme # of times mentioned % from total # of respondents

Convenience 41 18

Convenience + Security 17 6

Convenience + Speed 27 10

Convenience + Speed + Security 7 3

Ease of use 10 4

Security 8 6

Speed + Security 5 2

Speed 16 6

Usability 2 1

No additional device needed 5 2

Availability 5 2

Convenience in total 101 38

Security in total 38 14

Speed in total 65 25

Smart ID 45 17

ID card 20 8

Mobile ID 24 9

Username/Password 5 2

Social Media 2 1

PIN-Calculator 1 0
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Among the responses, six types of authentication methods have been distin-
guished. Similarly, as in question about which methods are being used, respon-
dents, again, featured Smart ID, Mobile ID, and ID card. The responses that con-
tained themes on authentication methods were also occurring in combination with
themes listed in the first part of the Table 1. For example, Smart ID + Convenience
was mentioned three times; Smart + Mobile ID – four times.

Three themes such as Convenience, Speed, Security have been mentioned
relatively frequently in combination with each other as well as standalone. Hence,
we also summarized the number of times these themes were mentioned by the
respondents in total. Convenience appeared as the most frequently named aspect
and priority for respondents.

When asked what additional features users would prefer to utilize during
authentication, we received the following results. The majority – 78.36% – of
users indicated willingness to use fingerprints for authentication purposes. With
respect to other biometrical data, 28.73% of users chose iris scan, 27.61% – facial
image recognition as possible authentication options. Voice recognition appealed
to 11.94% of respondents. A considerable number of users – 40.30% – would like
to use NFC technology. It is worth noting that as of 2018 [30], a new generation
of Estonian eID smart-cards are issued. The new ID document format supports
NFC.

Users have also written: “I would only use fingerprint if it were an “addi-
tional” layer of security, not the only authentication needed to log in”, “I
have concerns about some of the abovementioned options. In particular
concerns about security and reliability of those, especially given the mod-
ern technological advancements in AI (e.g. image rendering; voice repro-
duction). Hence, perhaps the only reasonable option is iris scan.”

Three respondents indicated their refusal to use the suggested options.
Respondents have been also asked their opinion whether there are enough
authentication methods available. The majority of almost 74% agreed there are
enough, around 20% said there should be more, 3% there should be less, and
around 3% replied “I don’t know.”

The next question on the possibility of having a universal solution has gained
similar results where 64% of respondents would like to have several authentica-
tion options available, almost 28% found the idea to be appealing, and around
8% indicated they do not know. Some of the respondents have shared their com-
ments with respect to the matter, pointing out the necessity of having more than
one method available. One of the users found the idea of a universal solution
to be utopian and the other expressed an opinion that considering the existing
problems with eID, it is helpful that there are alternatives. Another point was
made that having a single solution would have involved more risks and security
concerns.

About 20% of respondents have indicated that they fully trust the service
providers who handle their personal data. The same number of users noted they
do have trust although not without some concerns. 36% feel skeptical about this
matter but continue to use eID and e-services. About 3% express do not have
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trust and feel concerned about their data, and the same number of people do
not understand how their data is handled and processed. Among the written
responses, users note: “Don’t trust to e-elections” and “I trust public sector, and
I’m skeptical of private sector.”

From the data provided by eID service providers, we have included for anal-
ysis the number of OCSP requests submitted via Mobile ID and Smart ID (See
Fig. 3). OCSP is an Internet Protocol used for revocation of a digital certificate
in the Public Key Infrastructure domain.

Fig. 3. Number of OCSP requests.

Mobile ID and Smart ID channels were the only differentiated arrays and thus
significant for our study. The rest of data service providers decided to share with
us were not included into analysis. The figures represented aggregated numbers
that could not be applied within analysis which is why we could not relate to
the rest of the results.

4 Discussion

4.1 eID Public Acceptance Factors

We will discuss our findings from the perspective of the eID public acceptance
factors from Sect. 2 in combination with and against the background of related
work. We interpret the Estonian eID according to the outcomes of empirical data
analysis. We compare our insights with the ones discussed by other researchers.
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Complexity. This factor explains to what extent users perceive the solution at
use as a difficult-to-use system [27,32]. During the analysis of survey and written
responses, no results were related to this factor.

Functionality. This factor refers to the perceived usefulness and benefit [11].
The results that reflect the types of e-services the respondents are accessing the
most by various authentication methods, allow to conclude that the latter ones
are seen useful and practical. 25% of respondents have mentioned speed as one
of their priorities in choosing the right authentication method.

Awareness. Content analysis of written responses revealed that in general users
are knowledgeable and tech-savvy. They demonstrate knowledge of potential
risks when it comes to security and privacy, capabilities and limitations of the
existing system, principles of its functioning, etc. For example, one user has men-
tioned the following when asked would a universal authentication method be
better to use: “The issue of technical capability. One central convenient working
system would certainly be more convenient. However, given ID-card authentica-
tion issues, this problem would be greater if alternative authentication tools did
not exist.” [5] argues that awareness is one of the bridges to understanding, trust
and hence user acceptance. Additionally, [9] point to lack of awareness that leads
to a perception of the technology being too complex. They further note build-
ing awareness as a way to enhance ease of use. The activities on the increasing
awareness of Estonian population on the use of e-services have been evidently
effective as the number of users has been growing [22].

Control and Empowerment. This factor refers to the citizen’s ability to con-
trol his or her personal data and access to it. Moreover, it includes issues related
to disclosure by consent, data integrity [15], access to services [1]. The analy-
sis of collected data within this research did not extract results relevant to be
interpreted with this factor.

Transparency. This factor refers to citizen’s ability to understand the prin-
ciples of his or her data is being processed by the service providers. It is also
characterized as the visibility and accountability of brought to citizens through
service delivery [1]. The question on the trust to service providers who handle
personal data showed that only about 4% of respondents replied that they do not
know or do not understand how their data is being handled. Though it seems to
be the only aspect discovered that is relevant to this factor, it positively reflects
on the given case.

Trust. It is assumed that public acceptance heavily relies on whether users
trust the technology. Research results of a study aimed to identify public accep-
tance determinants of ten selected technologies detected trust to be a second
most frequently occurring factor. In public sector, the concept of trust applies
not only to the technology but to the service provider who must ensure and
guarantee proper personal data processing. As within this research part of the
respondents indicated to trust fully the service providers in handling their data
(20%), demonstrated some concerns (19%), or felt skeptical about the matter
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(36%), only around 4% of them showed themselves to be highly concerned, and
the same number of people said they are not aware or do not understand how
their data is handled. It can be said, that generally in case of Estonia the trust
level is relatively high.

Privacy Concerns. This factor is tightly linked with trust. As privacy concerns
comprise risks, the latter go hand-in-hand with trust. There is no consensus
on how are they related. A study [29] revealed that trust is underpinned by
the perceptions of risk. In the context of our research, as seen above, people
do have a certain level of distrust towards service providers. A response was
submitted where users have mentioned: “Don’t trust to e-elections” and “I trust
public sector, and I’m skeptical of private sector.” Other types of technologies,
for example, biometrics, used in identity management field, are associated with
risks [18]. The respondents expressed they willingness to use biometrics but some
shared the following opinions:

“I have concerns about some of the abovementioned options. In partic-
ular concerns about security and reliability of those, especially given the
modern technological advancements in AI (image rendering; voice repro-
duction). Hence, perhaps the only reasonable option is iris scan.”; “Prefer
non-biometric options for privacy reasons but don’t feel current tech allows
for needed security. Smart ID is the best currently available in my opinion”;
“I would only use fingerprint if it were an “additional” layer of security,
not the only authentication needed to log in.”

The raised concerns do have a valid point. As [14] note, the concept of trust
has been in focus of research in eCommerce primarily, where the trust of con-
sumers is directed toward vendors not known previously, a situation of “initial
trust”. In this kind of a relationship, a predisposition to trust already exists.
However, [29] argue, in public sector, the citizens, or “consumers” are too famil-
iar with the service provider, i.e. state. In this sense, the technology itself is not
an object of trust anymore but rather becomes an issue related to the service
provider.

Security. This factor accounts for the ability of state, or service provider in
general, to grant security of data, software, hardware, their reliability, trustwor-
thiness, and safety. The importance of security is difficult to overestimate which
is why it is not surprising that this issue has been raised by respondents when we
asked about their priorities when choosing an authentication method. Security
was mentioned in total 38 times.

Ease of Use. This factor has been defined as one of the major factors of public
acceptance of technologies by many theories [11,33]. [11] defines ease of use as
the “the degree to which a person believes that using a particular system would
be free from effort”. In this research, convenience (or ease of use) was the most
frequently brought out theme by the respondents. As Table 1 demonstrates, it
was mentioned as the priority more than 100 times. [9] mark convenience as one
of the motivation factors of the acceptance of eID.
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[6] indicates that “the ultimate convenience product or service would then
be available continuously (time), everywhere (place), and would require almost
no effort to acquire or use”.

4.2 Authentication Methods

The results of the survey indicated several authentication methods users go for
when it comes to e-services access. Almost each option has been featured by
the respondents. A few points can be made in this regard. Firstly, the received
numbers can be explained by range of available methods and a possibility to use
them in parallel. Secondly, and this can be connected to the previous point, the
responses showed that at least half of them are using e-services on a daily basis,
while around one third uses them several times a week. Thirdly, given, that e-
services are provided both by public and private sector and the authentication
methods facilitated by these service providers can vary, we can say that one
person uses at least two authentication methods. A governmental portal may
offer to access its services by ID card and Mobile ID while, at the same time, the
same user may visit, for instance, an insurance company’s website authenticating
himself with the same methods if available or with a username and password. The
high percentage that reflects the use of ID card by respondents corresponds with
the fact that 67% of Estonian population use ID card regularly as 99% of public
services are available online [13,23]. A study on citizens’ satisfaction of e-services
conducted by the Ministry of Economic Affairs and Communication of Estonia
indicated that “has increased on one hand due to an increased use of existing
e-services as well as on the account of new e-services.” [22] It was examined that
within two years, the number of users of such e-services as healthcare, social
affairs, transportation, financial affairs, increased significantly (20% growth in
use on average).

It is difficult to distinguish a single leading authentication method. The
respondents favor ID card, Mobile ID, Smart ID, and social media accounts.
They also mostly agree that there is enough methods available and, moreover, a
universal solution is not a good idea because users prefer to have alternatives. In
2017, Estonian e-identity management discovered a major security vulnerability
known as ROCA (Return of Copper-Smith Attack) that affected more than 70%
of e-ID cards [21]. Having at disposal alternative eID tokens was one of the key
reasons why the stakeholders managed to go through the crisis smoothly without
any radical actions that could compromise the state infrastructure’s functioning.
As the report on the lessons learned states, the incident has not affected the eID
usage which has kept growing steadily since then [8]. The State Information Sys-
tem Authority as well as Police and Border Guard Board prioritized to retain
people’s trust during the crisis solving [21].

The collected data shows an increasing popularity of Smart ID. Ever since
the establishment of the technology, the number of its users has been growing
monthly until nowadays along with the number of transactions conducted by its
means. It can be said with confidence, that Smart ID shortly after its launch
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has become one of the most preferred authentication means of Estonians. The
written comments submitted within the survey confirm this.

In the initial stage of this research, when we were requesting statistical data
on eID from the issuer and the trust service provides, unfortunately, it was
not possible to obtain data which could reveal what is the most often-used
authentication type. However, the growth of Smart ID usage can be seen from
Fig. 3 where the number of OCSP requests via Smart ID can be compared with
the ones sent via Mobile ID.

A study on the adoption of Smart ID in Estonia revealed that one of the
effects on a rapid growth of usage was the knowledge about it, or in other words,
awareness that spread through various service providers and peer networks [28].
In the case with service providers, Estonia again presents itself as an example of
successful public-private partnership [20,21].

4.3 Future Work

There is no consensus on which authentication method is the best. Depending
on the purpose, service being accessed, circumstances, devices available, options
offered, the choice can be different. Looking at Estonia’s setting, it may as well
be the case, that the status quo in identity management is satisfactory. As a step
further, it is planned to continue investigating Estonian case and collect more
data, possibly, by arranging focus groups where users can discuss in detail each
solution, and/or get additional input from service providers.

Bearing in mind the limitations of this study, we should look for more defini-
tive answers to support the claims made. Moreover, as these claims are derived
from self-reporting of respondents rather than measurement, the individuals
could deliver inaccurate evaluations. The existing research on e-identity public
acceptance relies on the concepts and theories such as Technology Acceptance
Model, Diffusion of Innovations and their derivatives. In order to gain more con-
fidence and validate the list of factors specifically created to characterize eID,
further research is required. More specifically, it would be beneficial to design
measurements for each factor, however, this in turn calls for a more in-depth
both theoretical approach as well as empirical. This way, the accuracy of inter-
pretation and assessment would increase significantly.

5 Conclusion

This research attempted to study citizens’ attitudes and perceptions of Estonian
eID using factors of eID public acceptance from our previous work. We addressed
the stated research questions with the analysis of survey responses. Therefore, we
identified the key priorities and preferences that drive users to make their choices
and decisions when they use eID and which of the available options outstand.

The study asserts the uniqueness of Estonian case that is known for the
advancements in the developments of digital society and e-government. The
national e-ID scheme of Estonia is now announced as part of the state critical
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infrastructure [20,21]. This implies numerous dependencies of e-services func-
tioning that citizens rely on and use on a daily basis. Among the top three
factors that we used to interpret respondents’ opinions, the most weight was
given to ease of use or convenience. Though the concept of ease of use has been
already proven multiple times to be a driver of technology adoption, we never-
theless insist on its importance in the context of Estonia which case is worth to
learn lessons from. Functionality and Security that were oftentimes tied together
with Ease of Use close up the three leading factors. Trust and Awareness were
found to be contributing factors to the public acceptance. Respondents said they
trust service providers who handle their personal data despite the fact that some
concerns were expressed in this regard. This allowed to conclude that the general
awareness and knowledge in the given field is relatively high. This is positively
an advantage that the country possesses as mostly, findings from other research
report this area as a weak spot.

Estonia offers several authentication options which seems to be if not the
right thing to do, but, certainly, an effective strategy. Not only is this beneficial
for the stable e-state functioning, but is also appealing to users that use them
in parallel depending on the ever-changing circumstances.

Among the available authentication methods, certainly, a relatively new solu-
tion of Smart ID, launched in 2017, has become popular and continues to be used
more and more. However, this trend does not reflect on the usage of ID card or
Mobile ID that are keeping their positions. It can be said in other words, that,
once again, no “one-size-fits-all” solution exists.

The case of Estonian e-identity management positively has lessons to offer,
though the application of its “know-how” should be done selectively and on a
context basis. Therefore, we lay ground and point to the need of further work
to be conducted in the field of public acceptance of specific technologies such as
eID also in other countries.
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