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Deepfakes for Paper Vote Privacy Defence

Abstract:

The recent rise of artificial intelligence (AI) solutions has also had a significant impact on
electoral processes. Most notably, deepfakes created by generative Al applications can (and
have been) used to spread misinformation during the campaigns, but they can also be used for
cyberattack automation, biased social media bots, etc. This thesis instead presents a positive use
case for generative Al in manipulating video material required as proof of voting by potential
coercers. For this, I have created a pipeline that takes a video of a voting ballot and replaces
its critical content (in our case, the digits on the ballot). To achieve this, a YOLO model is
used to find the digits, a WavePaint image inpainting model is used to cover up the old digits,
and a separate image of the new digits is used to place it into the video. Additionally, I have

implemented the prototype application in the form of a webpage.
Keywords: Artificial intelligence, machine learning, deepfakes, elections, voting ballot

CERCS: P176 Artificial intelligence; T111 Imaging, image processing; P170 Computer science,

numerical analysis, systems, control



Siivavoltsingud paberhiiletuse privaatsuse kaitseks

Lithikokkuvote:

Viimaste aastate jooksul on tehisintellekti levik hakanud mdjutama valimisprotsessi. Peamiselt
on generatiivse tehisintellekti poolt loodud siivavdltsingud pdhjustanud valeinformatsiooni
levitamist valimisperioodi jooksul. Samuti saab tehisintellekti kasutada kiiberriinnakute
automatiseerimiseks ja kallutatud arvamusega sotsiaalmeedia postituste loomiseks. Kdesolev
magistritoo toob esile positiivse generatiivse tehisintellekti kasutusvaldkonna ning seda olukorra
jaoks, kus potensiaalne riindaja nduab tdestusmaterjali hddletamisprotsessist hdédletuskabiinis.
Selle jaoks koostasin programmi, kus voetakse hiiletaja poolt filmitud video ning asendatakse
videos hédletaja hiél riindaja sooviga. Selle saavutamiseks kasutasin YOLO mudelid numbrite
leidmiseks, WavePaint mudelit numbrite kinni katmiseks ja eraldi pilti riindaja soovist, et asetada

see sedelile. Programmi jaoks implementeerisin veebilehe prototiiiibi.
Votmesonad: Tehisintellekt, masindpe, siivavoltsing, hddletamine, hadletussedel

CERCS: P176 Tehisintellekt; T111 Pilditehnika; P170 Arvutiteadus, arvutusmeetodid,

siisteemid, juhtimine (automaatjuhtimisteooria)
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1. Introduction

Elections are a core mechanism to implement representative democracy in modern societies.
Over 50 percent of countries can be categorized as democratic', and around 30 percent of the

world’s population (about 2.3 billion people) live in these countries?.

Over centuries, many techniques for vote casting and counting have been experimented with [1].
For example, in the US, voting was long considered a public event, and hiding one’s preference
was considered non-democratic. However, announcing the preferred candidate out loud led to
significant problems with coercion (e.g. vote buying) [2]. Thus the current main method of
filling in an anonymous paper ballot in the privacy of a polling booth was introduced in mid-19th

century Australia, and from there it gradually spread across the world [3].

In 2014, a new voting-related social media phenomenon started to emerge, where people started
to photograph themselves in the voting booth with their voting ballots and upload it to social
media [4]. The phenomenon is known as a ballot selfie or stemfie (a Dutch portmanteau of
’stemmen’ — ’to vote’ and ’selfie’). Although sharing the excitement of voting and encouraging
other people to vote can be a good thing, it can also be used against the voter. Similar to
19th-century US, the coercer can force the voter to reveal their preference, this time in the form

of a stemfie.

Disputes over stemfie legality and the equilibrium between freedom of speech and coercion
resistance are currently ongoing in the legal community [5]. However, from the technical
perspective, it is clear that even if the stemfies get outlawed, their use is rather hard to detect in
the polling stations because the voting act should be private from the eyes of the polling station

staff.

Thus, recovery methods are needed. In case the coercer requires a still image, an image editor
like GIMP or Photoshop can be used to fake the proof. However, the situation is more complex
if the coercer demands a video. Going over the recording frame by frame is a tedious task, and

the result can be so inconsistent that the fake is easily detected by the attacker.

ISource: https://ourworldindata.org/democracy

2Source: https://ourworldindata.org/democratic-rights
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Figure 1. Example of a voting ballot in Estonia, where the candidate is selected by entering a

3-digit code of the candidate into the empty box*.

In this thesis I am going to concentrate on ballots where the voter’s preference is expressed by
writing some numbers. In Estonia, for example, the voter writes the candidate’s number, and in
several other countries the ballot is filled by numbering the candidates in the order of preference?.
For concreteness, we are using Estonian ballot sheets where 3-digit candidate numbers are

written into the predetermined box. An example of these ballots is shown in Figure 1.

The aim of this thesis is to create a pipeline where we give it a video filmed of the voting ballot
and an image of the new 3-digit code we want to replace in the ballot box. The pipeline should
be able to create a convincing video with the new vote to deceive the potential attacker. The use
case for this deepfakes pipeline is shown in Figure 2. In addition, the aim is to create a prototype

of a webpage showing how this pipeline could be used in a real-life scenario.

The thesis is organized as follows. Chapter 2 covers the ways Al has been used in the election
process and introduces different types of machine learning models. Chapter 3 describes the

methods to process the video and ways to get a video with a different vote on the ballot. Chapter 4

3Estonian voting process: https:/www.valimised.ee/et/valimiste-meelespea/valimispaeval-haaletamine/valimispa
eval-valimisjaoskonnas-haaletamine
4Voting ballot image source: https://www.valimised.ee/sites/default/files/2023-02/17.02.2023 Lihtne%20keel%2

0rk%20valimised%202023%20%28002%29 0.pdf
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Figure 2. Use case for the created pipeline. The attacker says to the voter how they should vote.
The voter goes to the voting booth, writes down their own preference, and films a video of the

ballot. Then the voter uses the pipeline to create a video where the attackers preference is

Filming voting ballot

shown. The voter sends the video to the attacker as proof of how they voted.

shows the results and the evaluation of the methods, and Chapter 5 gives recommendations for

future improvements.
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