LOW SEVERITY

Clickjacking: A hidden malicious button or link is placed invisibly on top of a
legitimate webpage element. When you think you're clicking something harmless,
you're actually triggering something entirely different underneath.

Defence: Ul Framing Protection

Content Injection: Attackers insert malicious content into a website — fake login
forms, hidden scripts, or misleading information — and visitors interact with it
thinking it's legitimate.

Defence: Input Validation

Juice Jacking: A trap set up at public USB charging stations. Instead of just
charging your phone, the port secretly copies your data or installs malware.
Always use your own charger.

Defence: Red teaming

Man-in-the-Middle (MITM): An attacker secretly positions themselves between
you and whoever you're communicating with, reading or altering your messages in
real time. Like a postal worker opening, reading, and resealing your letters.
Defence: Virtual Private Network (VPN)

Scareware: Fake warnings that pop up telling you your device is infected with
viruses, pressuring you to buy bogus security software or call a fake support
number. The only real threat is the scareware itself.

Defence: User Verification Protocol

Session Hijacking: After you log in, websites give your browser a token — like a
wristband at an event. An attacker who steals that token can impersonate you
without needing your password.

Defence: Session Management

Shadow IT: Employees using apps or tools at work without IT's knowledge or
approval. Not always malicious, but IT can't protect what it doesn't know about.
Defence: Security Policy

Tailgating: A physical security attack where someone without authorisation
follows an authorised person through a secured door — simply by walking in
behind them before it closes. No hacking required.

Defence: Mantrap Entry

Typosquatting: Attackers register domain names that are common misspellings of
popular websites (like "gooogle.com"). Anyone who mistype the address lands on
a fake site designed to steal data or install malware.

Defence: DNS Filtering

Watering Hole: Attackers identify a website their target regularly visits (like an
industry forum or supplier site), infect that website with malware, and then wait.
When the target visits as usual, they get infected without doing anything
suspicious, like a predator waiting at a watering hole for prey to come to them.
Defence: Secure Web Gateway (SWG)

MEDIUM SEVERITY

APl Abuse: APIls are the connections that let software talk to each other. Attackers
exploit poorly secured APIs to extract data, bypass authentication, or perform
actions they were never supposed to have access to.

Defence: API Gateway & Throttling

Credential Stuffing: Attackers take large lists of username and password
combinations leaked from one breach and automatically try them on other
websites, counting on people reusing the same passwords everywhere.
Defence: Account Lockout

Cross-Site Scripting (XSS): Malicious code is secretly embedded into a legitimate
website. When other users visit, it runs in their browser, stealing their session data
or displaying fake content.
Defence: Input Sanitisation

Data Breach: Sensitive information — passwords, payment details, personal
records — is accessed and taken by unauthorised parties. Can affect millions of
people and often goes undetected for months.

Defence: Data Loss Prevention (DLP)

DNS Spoofing: The internet's address book (DNS) gets poisoned with false
entries, so when you type a legitimate website address, you're silently redirected
to a fake one without realising it.

Defence: DNSSEC

Drive-by Download: Malware that installs itself on your device simply by visiting a
compromised website — no clicking, no downloading anything intentionally. Just
landing on the page is enough.

Defence: Browser Sandboxing

Eavesdropping (Sniffing): Attackers intercept and monitor network traffic passing
between devices — reading unencrypted data like emails, login credentials, or
messages as they travel across the network.

Defence: Encryption in Transit

Insider Threat: A current or former employee or contractor who abuses their
trusted access, whether intentionally (selling data) or accidentally (mishandling
sensitive information).

Defence: Endpoint Detection and Response (EDR)

Keylogging: Software that secretly records every keystroke you type —
passwords, messages, card numbers — and sends that information to the attacker.
Everything you type, they see.

Defence: Password Manager

OS Credential Dumping: After gaining some access, attackers extract stored login
credentials directly from the operating system's memory to unlock even more
accounts.

Defence: Application Whitelisting

Outdated Software: Software that hasn't been updated still has old known
vulnerabilities. Attackers specifically look for systems running old versions
because the weaknesses are publicly documented.

Defence: Patch Management

Password Cracking: Attackers systematically try huge lists of common passwords
or every possible combination until one works. Strong, unique passwords and
two-factor authentication make this much harder.

Defence: Password Hashing

Pharming: Similar to phishing, but you don't need to click anything suspicious.
Your device or network is manipulated so that legitimate website addresses
automatically redirect you to fraudulent sites.

Defence: Endpoint Hardening

Phishing: Fake emails, texts, or websites that impersonate trusted sources (your
bank, your boss) to trick you into handing over passwords or clicking dangerous
links.

Defence: Multifactor authentication (MFA)

Process Injection: Attackers hide malicious code inside legitimate running
programs, making it very hard for antivirus software to detect. The bad code
wears the costume of a trusted process.

Defence: Process Monitoring and Blocking

Ransomware: Malware that encrypts all your files, making them unreadable, then
demands a ransom for the key to unlock them. Hospitals, schools, and businesses
are frequent targets.

Defence: Network Monitoring

Resource Hijacking: Attackers secretly use your device's computing power for
their own purposes, most commonly crypto mining. Your computer slows down
and your electricity bill goes up while they profit.

Defence: SOC (Security Operations Center)

Social Engineering: Manipulating people through lies, fake urgency, or
impersonation to get them to hand over information or access. Humans are often
the easiest part of a system to hack.

Defence: Security Awareness Training

Supply Chain Attack: Instead of attacking you directly, attackers compromise a
software vendor you trust. When you install their update, the malware comes with
it.

Defence: Zero Trust Architecture

SQL Injection: Attackers type specially crafted commands into a website's input
fields that trick the database into revealing or deleting data. One of the oldest and
most common web attacks.

Defence: Parameterised Queries (prepared statements)

HIGH SEVERITY

Command and Control (C2): After infecting a device, attackers set up a hidden
communication channel to send instructions to it remotely, like a puppet master
pulling strings from far away.

Defence: Intrusion detection systems (IDS)

DDoS (Denial of Service): Attackers flood a website with so much fake traffic that
it can't handle real users anymore, like thousands of prank callers jamming a
phone line so no real calls get through.

Defence: Rate limiting

Disk Compromise: The attacker tampers with a computer's storage drive —
corrupting, encrypting, or wiping data. Ransomware attacks often end here,
locking all your files until you pay.

Defence: Data Backup

Firmware Implant: Malware embedded into a device's firmware — the low-level
software that runs before the operating system even starts. Almost impossible to
detect or remove, and survives factory resets.

Defence: Hardware Attestation

Logic Bomb: Malicious code hidden inside a system that stays dormant and
harmless until a specific condition is met — a certain date, a deleted employee
account — then triggers and causes damage.

Defence: Code Review

Malware / Virus: Malicious software that sneaks onto your device and causes
damage by deleting files, stealing data, or spying on you. A virus spreads by
attaching itself to other files, like a cold spreading between people.

Defence: Antivirus Software

Privilege Escalation: An attacker starts with limited access and finds a way to give
themselves admin powers. It's like a guest badge somehow unlocking every door
in the building.

Defence: Principle of Least Privilege (PoLP)

Rootkit: A particularly stealthy type of malware that hides deep in the operating
system, concealing itself and other malicious software from antivirus tools. Very
hard to detect and even harder to remove.

Defence: Boot Integrity Check

Wiper Attack: Malware designed with one goal: permanently destroying data.
Unlike ransomware, there's no ransom demand — the attacker simply wants to
cause maximum damage and disruption.

Defence: Immutable Backups

Zero-Day Exploit: An attack targeting a flaw in software that the developers don't
know about yet and have had zero days to fix. Like breaking into a house through
a hidden door nobody knew existed.

Defence: Disaster Recovery



