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Abstract 

Estonia, recognized for its robust e-services and cybersecurity, currently lacks a dedicated cybersecurity support service for 

laypeople to address private cybersecurity issues. Instead, citizens rely primarily on friends and family for assistance. This 

study explores the cybersecurity support needs of Estonian home users, analyzing the concept of “cybersecurity caregiving,”

where individuals offer voluntary, informal cybersecurity help. Using a mixed-methods approach, the study conducted seven 

inter views and sur veyed 161 participants, broadly reflecting Estonia’s demographic makeup. Key findings indicate that users 

seek support primarily in cyber incident handling and situational awareness, with desired support characterized by accu- 

racy, speed, accessibility, understandability, and cost-free availability. However, informal support often lacks accuracy and 

promptness, highlighting a gap that a professional support service could address. Additional findings reveal demographic- 

based risk patterns, where younger users, high-frequency internet users, and men report higher anticipation of poor advice, 

while women report dependency on cybersecurity caregivers. The study underscores the need for (1) education on personal 

cybersecurity priorities and self-reliance in cybersecurity; (2) empowering cybersecurity caregivers with resources; and (3) es- 

tablishing a professional cybersecurity support services. It makes recommendations to bolster Estonia’s cyber resilience and 

proposes potential future research to address gaps for non-Estonian speakers and minors. 

Keywords cybersecurity, privacy, private cybersecurity, cybersecurity caregiving, informal support, cybersecurity support in Estonia 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

explored. Compared to organizational cybersecurity, personal or 

home user cybersecurity receives far less attention in academic 

literature [ 4–7 ]. Breaches impacting home users are only spot- 

lighted when they affec t br oader infrastruc tur e, as in the Dyn DNS 

attack [ 5 ]. Home contexts vary greatly, with wide-ranging devices 

and online habits among users, which influence the security needs 

and practices within the home. Home users differ from organiza- 

tional users in three main ways: user profile, environment, and 

responsibility [ 4 ]. Users in organizations are typically adults with 

some preparation, while home users include all demographics 

and often lack cybersecurity awareness. Home environments in- 

volve a broader attack surface, spanning connected devices such 

as IoT devices (e.g., baby monitors, smartwatches) [ 8 ]. The re- 

sponsibilities between home users and technology providers are 

also less defined [ 5 ], meaning that, unlike in professional settings, 

users must often make independent security decisions without 

the training or policies provided in workplaces. 

However, the burden of cybersecurity should not rest solely 

on individual users. As Herley [ 9 ] demonstrates, many cybersecu- 

rity challenges stem from system design failures and misaligned 

incentives rather than individual user deficiencies. They argue 

that treating user effort as an unlimited resource creates unsus- 

tainable expectations and overlooks the systemic failures that 
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Introduction 

In Estonia, there is no dedicated public service to provide cit-

izens with competent, trustworthy, timely, and cost-free cyber-

security assistance—that is, help that genuinely aims to resolve

users’ issues promptly without exploiting access to sensitive infor-

mation, and acknowledges expertise limitations when necessary.

Instead, individuals turn to social networks to address cybersecu-

rity issues. This choice raises questions about alternative ways for

citizens to access cybersecurity support beyond standard online

searches or AI tools like LLM-based chatbots. 

Estonia, often cited as “the world’s most advanced digital soci-

ety” [ 1 ], has achieved notable progress in e-governance, offering

citizens services like qualified e-signatures and internet voting. In

the European Union’s most recent Digital Economy and Society in-

dex (DESI) 2022 [ 2 ], Estonia stands out for its extensive digital ser-

vice offerings and ranks the third most cyber-secure country on

the Global Cybersecurity Index in 2020 [ 3 ]. However, there is a sig-

nificant knowledge gap regarding how citizens navigate cyberse-

curity independently and whether they are equipped to effec tively

protect their digital privacy and security. 

The cybersecurity support needs of home users and the chal-

lenges they face outside of organizational contexts are under-
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ecessitate such effort. The gap in formal support services reflects

roader structural issues in how cybersecurity responsibility is al-

ocated between users, system designers, policymakers, and ser-

ice providers. 

Individuals who lack adequate cybersecurity awareness pose

isks not only to themselves but also to their social circles and soci-

ty at large. With a variety of connected devices, home users inad-

ertently manage significant amounts of private data that require

rotection. Compromised accounts or devices can enable attack-

rs to access sensitive data, execute phishing or spear-phishing

ampaigns, or even use hacked devices for larger attacks. Home

outers, IoT devices, and similar items are often deployed with

eak default configurations, making them easy targets. Notable

ncidents, such as Brazil’s 2011 modem hijackings [ 10 ], the tak-

ng down of Microsoft Xbox Live and Sony Playstation Networks

 11 ], the Mirai botnet attack [ 12 , 13 ], and the Dyn DNS attack [ 14 ],

llustrate how these vulnerabilities in personal devices can have

idespread consequences. As daily life becomes increasingly re-

iant on technology, secure practices among home users are crit-

cal for safeguarding both individual and public safety. As noted

bove, these incidents highlight not just individual vulnerabilities

ut systemic failures in secure-by-design principles. When manu-

acturers ship devices with weak default configurations and pol-

cymakers fail to mandate basic security standards, the resulting

ulnerabilities represent infrastructure and design failures rather

han user negligence. 

Knowing where to seek support in cases of cybersecurity inci-

ents is a critical component of cybersecurity hygiene. Some re-

ources exist, such as dedicated helplines for specific e-services

e.g., a chat box at id.ee for issues with logging in using Esto-

ian ID-card, or “Write to help@ria.ee” at eesti.ee) and awareness

ampaigns like “Be Ready!” and “Be IT-conscious” [ 15 , 16 ]. How-

ver, these services often require prior knowledge of where to ac-

ess them, limiting their reach. Certain services, like the Computer

mergency Response Team at the Estonian Information System

uthority (CERT-EE) [ 17 ], focus primarily on supporting public in-

titutions and vital service providers, leaving individual support as

 lower priority. While 24/7 cybersecurity hotlines offer ed by pri-

ate firms do exist [ 18 ], they are typically inaccessible for the aver-

ge citizen due to high costs. 

In the absence of real-time, accessible cybersecurity support,

itizens increasingly rely on informal networks, seeking advice

rom family, friends, or colleagues [ 6 , 19–21 ]. This informal model,

ermed “cybersecurity caregiving,” emerges as a systemic re-

ponse to the absence of adequate formal support infrastructure

nd the failure of technology providers to create inherently secure

ystems, and that rather shift responsibility to end users without

roviding proportionate benefits [ 9 ]. This model serves as a go-

o for many, even though it often lacks the level of expertise nec-

ssary for robust cybersecurity solutions. Informal support sys-

ems, such as cybersecurity caregiving, play a dual role in filling

he assistance gap but may inadvertently introduce risks due to

he differing levels of expertise among caregivers [ 19 ]. Tech care-

ivers, also called “cyberguardians” in some initiatives [ 22 ], or

protective stewards” in organizational contexts [ 23 ], are identi-

ied across all age groups, indicating that cybersecurity support

oles within social networks are often based on perceived compe-

ence rather than formal expertise. In tech caregiving sessions, cy-

ersecurity and privacy concerns are typically not distinguished

rom broader IT issues; rather, they arise within general support
tasks such as troubleshooting, device or application setup, config-

uration, and guidance [ 6 , 19 ]. Support coordination between tech

caregivers and recipients mainly occurs through text messages

and phone calls [ 19 , 20 ]. However, a tendency has been found that

tech caregivers are from younger age groups with lower incomes,

while older populations with higher incomes are often tech care-

givees [ 20 ]. Communities without IT experts may rely on anyone

perceived to have a basic understanding of computers, including

young people, who in reality may not always have the expertise

needed to solve complex cybersecurity issues and may hence po-

tentially introduce new vulnerabilities. 

This research explores cybersecurity from the perspective

of home users, viewing cyber resilience as an essential factor

for safe digital engagement. For individuals, the main concerns

include the availability, integrity, and confidentiality of digital

assets and private data. Whether these assets are threatened

by natural events or adversarial actions matters less to the

home user, as they depend on recommended countermeasures

without differentiating between threat types. “Cybersecurity”

in this context means that individuals feel confident in the se-

curity of their digital assets and data held by public and private

entities. 

This study examines the specific cybersecurity support needs

of Estonian citizens, investigating which cyber-related tasks indi-

viduals struggle with and turn to informal support for. It also as-

sesses the strengths and vulnerabilities inherent in these infor-

mal networks, such as issues with trust and data handling. While

informal networks like cybersecurity caregiving provide continu-

ous, accessible assistance, they are not without risks. Caregivers

who lack specialized expertise may unintentionally compromise

data security, creating potential vulnerabilities. The focus of this

work is on Estonian-speaking citizens, providing insights relevant

for policymakers seeking to improve the nation’s general cyber

resilience. By examining both the benefits and limitations of in-

formal support, this study aims to inform the development of

policies that enhance cyber resilience across the general popu-

lation. Rather than viewing informal support networks merely as

a gap-filler for individual deficiencies, this study recognizes cy-

bersecurity caregiving as a community-level adaptation to sys-

temic failures in security design, policy frameworks, and support

infrastructure. 

The broad scope of this study encompasses cybersecurity, cy-

ber resilience, and digital privacy, all critical for individuals’ digi-

tal well-being. Cyber resilience is the ability to prepare for, absorb,

recover from, and adapt to adverse events, particularly cyber-

attacks [ 24 ]. The goal of cyber resilience is thus to minimize the

impacts of cybersecurity threats, allowing individuals to continue

using digital tools during and after incidents and to recover effec-

tively [ 25 ]. Cyber resilience addresses the practical ability to re-

cover from cybersecurity incidents, while cybersecurity practices

protect devices, accounts, and data. Meanwhile, digital privacy fo-

cuses on users’ right to control how their personal data is handled,

complementing cybersecurity by emphasizing control and auton-

omy over digital information. 

For clarity, the term “home user” refers here to individuals op-

erating in personal settings without access to formal cybersecurity

support provided by institutions [ 6 , 26–28 ]. In literature, “home

user” contrasts with “organizational user” or “employee,” and in-

cludes all age groups, often described as “citizen”, “individual” or

“layperson” [ 4 , 29 ]. Meanwhile, “cybersecurity caregiving” draws
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on the concept of “technology caregiving” and describes informal

support between peers on digital issues, without formal training

or reward [ 19 , 20 ]. Although caregiving suggests an unequal rela-

tionship, both parties may contribute knowledge, and roles may

reverse, allowing flexible exchanges of expertise. 

Research questions 

This study is guided by a set of research questions designed to un-

derstand cybersecurity support needs among Estonians as both

individual experiences and systemic responses to infrastructure

and design failures in cybersecurity. Initial questions were revised

iteratively to ensure relevance, with consultation from the Na-

tional Cyber Security Centre (NCSC-EE) [ 30 ] informing the study

design. NCSC-EE experts emphasized the importance of under-

standing the specific cybersecurity topics where citizens feel they

need support, as well as variations in needs across demographic

groups. Previous research that has called for deeper exploration

into the risks associated with a heavy reliance on informal support

networks [ 6 , 31 ], also influenced the final research questions that

were: 

RQ1: In which cybersecurity-related situations Estonian home

users would ask for external advice or assistance? 

RQ2: What characterizes the cybersecurity support that Esto-

nian home users seek, and how does it differ fr om the support they

receive from their friends or family? 

RQ3: What problems characterise the informal cybersecurity

support that Estonian home users receive? 

RQ4: How do answers to the preceding questions depend on so-

ciodemographic variables or Internet usage? 

By seeking answers to these questions, the study aims to pro-

vide insights that can support the development of cybersecurity

policies, ultimately enhancing cyber resilience among home users

in Estonia. Rather than viewing cybersecurity challenges solely

through the lens of individual behavior, this research recognizes

that effec tive solutions r equir e addr essing systemic issues in de-

vice security, policy frameworks, and industry practices alongside

supporting individual users. This research not only highlights spe-

cific challenges individuals face but also contributes to the foun-

dation for digital security interventions, with potential implica-

tions for global digital security initiatives as services continue to

digitize worldwide and cybersecurity threats transcend borders

[ 32 ]. 

Methodology 

To address the research questions, a mixed methods approach

was selected to leverage both qualitative and quantitative ap-

proaches in subsequent phases [ 33 ]. Mixed methods are valuable

in interdisciplinary settings lacking comprehensive previous re-

search. Qualitative methods help gain nuanced insights and ex-

plore less-documented phenomena [ 34 ], while quantitative meth-

ods enable precise and more representative analysis informed by

the initial qualitative findings. 

Research design 

The Phase One of the study focused on gathering expert insights

on Estonian cybersecurity support for laypeople, followed by a re-
view and refinement of research questions. Semi-structured in-

terviews provided insights into cybersecurity caregiving in Esto-

nia, with participants drawn from caregivers rather than home

users. This perspective helped capture relevant cybersecurity be-

havior, language, and terminology, avoiding potential miscommu- 

nication. Interviews were conducted in Estonian to ensure clarity.

To minimize bias, the interview guide included open-ended, non-

leading questions. 

Based on the findings from the thematic analysis of the semi-

structured interviews (Phase One) the research questions would

be refined and the study instrument, targeting Estonian adults,

for the Phase Two developed [ 33 ]. A triangulation protocol [ 35 , 36 ]

identified points of agreement and divergence across methods,

with discrepancies providing further insights. 

Ethical considerations 

The research adhered to the EU’s General Data Protection Regula-

tion (GDPR) and Estonia’s Personal Data Protection Act [ 37 ]. Partic-

ipants signed informed consent, and a locally installed transcrip-

tion tool ensured data privacy. Participants were advised not to

share identifying information. A data management plan outlined

access, storage, and deletion protocols, covering interview record-

ings, consents, emails, and survey data. 

Phase one: Interviews to explore 

cybersecurity caregiving and needs 

The study commenced by consulting analysts from the Estonian

State Information Authority. These discussions aimed to assess

the current state of cybersecurity support for Estonian home

users and identify ways in which this research could make a

meaningful contribution. Based on these consultations [ 30 ], RQ1

was refined to gather insights on specific cybersecurity domains

needing support, and the need for understanding demographic

variations (RQ4) was emphasized. An interview guide ( Suppleme

ntary material 1 ) and an informed consent form were prepared

for this phase to ensure ethical and transparent engagement with

participants. 

Phase one recruitment and interview procedure 

Interviewees were required to be adult citizens or residents of Es-

tonia who provided cybersecurity-related informal support to at

least one person in 2022 or 2023. Recruitment was done through

recommendations from the authors’ acquaintances. Seven inter-

views were conducted from January to October 2023 via Zoom

or in-person, totaling 297 minutes. All participants were em-

ployed native Estonian speakers. Table 1 shows the participants’

demographics. 

The interview guide was flexible, allowing participants to

discuss relevant topics as they emerged. Interviews began with

an explanation of the study, participant rights, and recording

consent. After demographic da ta collection, int erviews focused

on cybersecurity incidents the interviewees assisted with, pre-

ventive activities, and reflections on cybersecurity caregiving.

Additional topics included cybersecurity awareness among Esto-

nians, vulnerable population segments, and countermeasures for

improving cyber resilience. Participants received no reward. While

the sample size of seven interviews is limited, data saturation

https://academic.oup.com/cybersecurity/article-lookup/doi/10.1093/cybsec/tyag006#supplementary-data
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Table 1 Interview participant ( n = 7) demographics (phase one). 

Demographic Category n 

Age 18-34 4

35-64 3

65 + 0

Gender Male 4

Female 2

Other 0

Prefer Not Disclose 1

Education Primary school (9 yrs) 0

Grammar school 1

Vocational education 1

Undergraduate 2

Graduate 2

PhD 1
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as assessed by monitoring the emergence of new themes and

odes. By the sixth interview, recurring patterns were evident

cross the main themes of Support and Concerns, with the sev-

nth interview confirming these patterns without introducing

ubstantial new concepts. The findings should be interpreted as

xploratory insights into cybersecurity caregiving experiences

mong employed, native Estonian speakers, with transferability

imited to similar sociodemographic contexts. 

Interviews were transcribed using Kaldi Offline Transcriber [ 38 ]

nd manually edited. Transcripts were organized into themes for

urvey development. 

hase one analysis and findings 

hematic analysis of interview transcripts revealed two main

hemes: Support and Concerns . Support pertains to cybersecurity

aregiving sessions (see Table 2 ) and is divided into Reactive (ini-

iated by the cybersecurity caregivee facing a specific issue) and

roactive (initiated by the cybersecurity caregiver observing risky

ehavior or sharing preventive information). Both types include

opics (issues discussed), Timing (when support occurs), Strate-
ies (actions taken), and Principles (guiding values). Concerns
aptures challenges identified by cybersecurity caregivers for

mproving cyber hygiene and resilience (see Table 3 ), categorized

nto Attitudes (beliefs hindering cyber-aware behavior), Practices
or lack thereof that counteract best practices), Inevitabilities
unavoidable societal factors), and Consequences (effec t s of poor

yber hygiene on society). 

A key finding was that caregivers focus not only on cyberse-

urity issues but also on building cyber resilience in caregivees.

ccount recovery and quick responses to cyber incidents were

ommon topics, indicating a need for broader support to enhance

esilience, which were explored further in Phase Two. The the-

atic analysis was conducted collaboratively by the two main

uthors (K.S. and T.M.) through an iterative process. Initial cod-

ng was performed independently by both researchers, followed

y discussion sessions to compare interpretations and resolve

iscrepancies. Themes were refined through multiple rounds of

nalysis, with disagreements resolved through consensus discus-

ion. While formal intercoder reliability metrics were not calcu-

ated, the collaborative approach and iterative refinement pro-
cess helped ensure consistency and validity of the thematic

framework. 

Phase two survey questionnaire and 

recruitment 

A web survey of Estonian citizens was conducted to gather quan-

titative data. Interview findings (Tables 2 and 3 ) and relevant liter-

ature [ 5 , 6 , 13 , 19 , 39 , 40 ] informed the choice of survey topics. For

example, one interviewee’s comment on not touching the care-

givee’s device inspired the question “When someone is helping

you privately with cybersecurity, who enters the information into

the device?” (Q21). Similarly, another interviewee’s emphasis on

password managers led to related items (Q8). The questionnaire’s

flow and mapping to research questions are detailed in Table 4 .

The full text can be found in Supplementary material 2 and 3 (En-

glish and Estonian, respectively). 

Respondent profiling included two approaches: demographics

(Q1-Q6) and experience with cybersecurity caregiving (Q13). De-

mographic questions aligned with Statistics Estonia’s household

studies [ 40 ]. 

To address RQ1, respondents were asked about private situa-

tions requiring help in three areas: cybersecurity incidents, cyber

hygiene, and data transparency. Awareness of six recommended

cybersecurity practices was also assessed to identify areas where

citizens either struggle or excel. Respondents then selected valued

qualities in cybersecurity support and answered questions on cy-

bersecurity caregiving experience (supporting RQ and RQ3). RQ4,

concerning issues in informal cybersecurity support, explored po-

tential vulnerabilities cybersecurity caregivees face. The survey

focused on account management and internet voting—the latter

uniquely relevant in Estonia since 2005. Questions addressed past

risky situations and estimated future likelihoods. 

The questionnaire contained 29 questions: 7 for profiling (6

demographics), with 3 conditional branches based on prior an-

swers. Non-mandatory free-text fields allowed optional clarifica-

tions without compromising data comparability or participant pri-

vacy. All main questions were multiple choice or single choice. 

Drafted in Est onian, the survey underwent piloting with ten na-

tive speakers, including some cybersecurity experts, leading to mi-

nor lingustic modifications. The survey was hosted on EUSurvey

[ 41 ] for data privacy, using ‘anonymous survey mode’ to prevent

the storage of personal or connection data [ 42 ]. Responses were

collected from January 9 to February 5, 2024, reaching out to

prospective participants through university mailing lists, social

media, and community groups. Friends and colleagues of the au-

thors were also asked to distribute the survey among less IT-savvy

contacts, though no tracking of dissemination was conducted for

privacy. 

Phase two sample demographics 

The web survey gathered 161 responses (see Table 5 ). Respon-

dents were 51.55% female and 45.34% male, mirroring Estonia’s

population ratio [ 43 ]. While the age distribution closely aligns with

the national profile, 18-24-year-olds were overrepresented in the

current sample (the largest group nationally is 35-44-year-olds

[ 44 ]). 

Most respondents held higher education degrees, with women

more likely to have grammar school education (73.49%) compared

https://academic.oup.com/cybersecurity/article-lookup/doi/10.1093/cybsec/tyag006#supplementary-data
https://academic.oup.com/cybersecurity/article-lookup/doi/10.1093/cybsec/tyag006#supplementary-data
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Table 2 Theme Support and its classification into categories as derived from the thematic analysis of interview transcripts. 

Type Reactive Support Proactive Support 

Topics account hijacking, phishing, device inspection, 

privacy and security settings, good passwords, 

security and privacy of platforms, confusion from 

differ ent PIN codes 

phishing, multi-factor authentication, password 

management, good passwords, ad blocker, open 

source software, privacy-invasive apps, screen lock, 

encr ypting-decr ypting files, DigiDoc client, i-voting 

and verifying vote 

Timing during or right after recovering from an incident, 

during general IT support 

when visiting caregivee, at dinner table, at Christmas, 

upon caregiver’s experience of a threat 

Strategies, 

activities 

diagnosing, recovering, inspecting, configuring, 

reporting, encouraging self-sufficiency by providing 

keywords for googling; avoid touching cybersecurity 

caregivee’s device, instruct to find solution 

themselves (rather than cybersecurity caregiver 

resolves the issue) 

sharing info on social media, sharing articles/blog 

posts directly to caregivees, sharing personal 

experience (e.g., showing a recent phishing mail), 

device inspection, asking intriguing questions about 

preparedness to face a certain loss, disclosing 

cybersecurity caregiver’s expertise in cybersecurity, 

party tricks 

Principles analysis security needs of cybersecurity caregivee 

(confidentiality, integrity, availability), explain from 

caregiver’s point of view (not caregivee’s), reject 

requests to hack 

explain from caregiver’s point of view (not 

caregivee’s), promoting via threatening is unethical 

Table 3 Theme Concerns and its classification into categories as derived from the thematic analysis of interview transcripts. 

Attitudes 

convenience and features valued over security and independence; security is unpopular and not valued; 

defence is boring, offence is cool; “nothing to take from me” and what can be taken is protected by other 

means; lack of critical thinking, also among extensive computer users 

Practices and 

lack of 

practices 

smartphones used with default settings, awareness is not doing - how to make people really practice cyber 

hygiene, real damage via an incident is the only thing that may make to implement a countermeasure, 

adoption of password managers and passphrases would make huge impact, impulsive clicking 

Inevitabilities the young lack experience needed to recognize suspicious mail/site/behaviour, no sources for laypeople to 

learn security, steep learning curve for adopting password manager 

Consequences citizens lose money/time/privacy; reputational damage to state 
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to men, who had a higher proportion of higher education degrees

(58.90%). The sample leaned heavily toward the employed and

students (64.84% and 19.26%, respectively), reflecting common

socioeconomic patterns in Estonia. Approximately two-thirds of

respondents used the Internet for work or school over 20 hours

weekly, while most reported under 20 hours for personal use. Em-

ployed people and students reported more work-related hours on-

line than the other groups (chi-square p < .001), with higher educa-

tion respondents using more hours for work tasks than others (chi-

square p = 0.045). Private Internet use was similar across groups,

with no significant relationship to socioeconomic status. Around

80% had a cybersecurity caregiver, with nearly two-thirds finding

the support adequate. Men reported greater access to caregivers

than women. Younger adults (33.82%) and students (41.94%) of-

ten lacked a cybersecurity caregiver, with about half in each group

feeling a need for one. Roughly two-thirds of students and women

indicated a desire for a cybersecurity caregiver. To enhance ana-

lytical power, age groups “65-74” and “75 + ” were merged, as were

smaller demographic groups in gender, education, and socioeco-

nomic categories. Table 5 provides demographics before merging.
Results 

RQ1: In which cybersecurity-related 

situations would Estonian home users ask 

for external advice? 

RQ1 was addressed by presenting 22 cybersecurity-related situa-

tions, asking respondents where they would seek help. Items (see

appendix 2 for detailed questions) covered incident handling (Q7),

cyber hygiene and situational awareness (Q8), and data trans-

parency (Q9). Respondents could add any other situations un-

der Q10. Under Q27, knowledge and use of six cyber hygiene rec-

ommendations were assessed. Table 6 ranks the 22 items based

on the combined count of responses indicating a need for exter-

nal help and “Do not understand” choices. The infrequent use

of “Do not understand” indicates that respondents largely un-

derstood these situations, though none of these cases were con-

sidered trivial, with at least 42% of respondents seeking help in
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Table 4 Outline of the survey questionnaire showing how specific survey 

questions, grouped into sections, contribute to answering the research 

questions. 

Purpose Section of Survey Survey Questions 

Introduction. 

Profiling 

Demographics. Q1–Q6, Q13, Q17 

RQ1 Asking help in situations 

of: 

a) cyber events and 

incidents, 

Q7, Q10 

b) cyber hygiene and 

situational awareness, 

Q8, Q10 

d) transparency of 

personal data usage. 

Q9, Q10 

Awareness of 

recommendations. 

Q27, Q28 

Characteristics of 

cybersecurity related 

support: 

RQ2 a) desired, Q11, Q12, Q14, Q17 

RQ3 b) actual. Q13, Q15–Q20 

RQ4 Risky situations from 

informal cybersecurity 

support: 

a) already happened, Q17, Q21, Q22, Q24, Q26 

b) likely to happen. Q23, Q24 

RQ1 Awareness of 6 

recommendations. 

Q27, Q28 

Thank you. 
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Respondents reported most often seeking assistance for po-

ential device compromises (Q8j, Q8k) and home network moni-

oring (Q8i). Situations involving ransomware (Q7f), inaccessible

mail (Q7b), reporting cyber threats (Q7e), and suspected social

edia takeover (Q7a) were also common. Cyber hygiene items

ost familiar to respondents included multi-factor authentication

etup (Q8b, 51.55%), password manager adoption (Q8a, 41.61%),

nd file encryption (Q8c, 40.37%). Items where respondents pre-

erred independent online searches reveal issues where interven-

ion would be more resultative with accessible resources, like per-

onal data usage insights (Q9b, Q9c), device activity monitoring

Q8i, Q8k, Q9d), and social media and web safety (Q7a, Q8g). Free

esponses to Q10 introduced new topics: backup system setup,

orgotten password recovery, detecting unknown network devices

n home network, and software safety assessments. One respon-

ent wanted to know what personal data online platforms collect

nd how it’s used. To gauge the adoption of cyber hygiene tips,

esponses to “First time I hear about it” were tallied in Q27. Us-

ng a virtual sandbox to check links was least known (Q27b, 61%),

ollowed by link-hover checking (Q27c, 36%). In Q28, 16.15% of re-

pondents remained unsure of link safety despite reading recom-

endations. 

Chi-squared tests were used to assess various sociodemo-

raphic effec t s on r esponses to Q7–Q9, with r esult s pr esented

n Table 7 and described in detail below. For these analyses, re-
sponses were consolidated into three groups: (A) those who need

help (including ‘Would ask immediately,’ ‘Would ask after search-

ing,’ and ’Do not understand’), (B) those who ‘Would not ask even

if I cannot find a solution,’ and (C) those who ‘Would not ask be-

cause I know what to do.’ In responses to Q7–Q9, gender had

the largest impact, with women more likely to seek help or re-

port uncertainty, especially in cyber hygiene and digital privacy

questions, and fewer reported they knew the answer. Internet us-

age patterns for work/school tasks also influenced help-seeking.

Among those using the internet 41 + hours weekly, knowledge of

solutions exceeded help-seeking. In contrast, those with limited

usage (0–20 hours) leaned more on assistance. Among the em-

ployed population, approximately one-third demonstrated profi-

ciency in handling cyber incidents (Q7a, Q7b, Q7c, Q7e), whereas

two-thirds expressed a propensity to seek assistance. Moreover,

a higher proportion of employed individuals (ranging from 48 to

61%) reported knowledge of solutions for most cyber hygiene

items (Q8b, Q8c, Q8e, Q8f). In contrast, this ratio appeared more

polarized among students, with up to one-fifth indicating knowl-

edge and four-fifths expressing a willingness to seek assistance.

Age showed a U-shaped trend, with younger and older groups

more likely to seek help compared to middle-aged respondents

across many items. Education showed limited effec t acr oss r e-

sponses. Internet use for non-work tasks and the presence of a

cybersecurity caregiver had minimal impact. However, over half

of those with a caregiver sought help with password manager

setup (Q8a) or limiting data collection (Q9e). Respondents with-

out caregivers were more confident in handling these tasks in-

dependently. In summary, Estonian home users predominantly

seek advice on cybersecurity situational awareness and incident

handling. Gender and work-related internet use significantly in-

fluenced willingness to seek assistance with women more likely

to seek help or report uncertainty, and men reporting greater ac-

cess to caregivers and higher self-efficacy in handling cyberse-

curity issues. High-frequency internet users are more critical of

the support they receive and anticipate a higher likelihood of

receiving bad advice compared to those using the internet less

frequently. 

RQ2: What characterises the cybersecurity 

support that Estonian home users seek, 

and how does it differ from the support 

they receive from their friends or family? 

Respondents were asked to select three to four preferred sup-

port characteristics for private matters (Q11) and then describe

the support received from their tech caregiver (Q15, asked only

from respondents with a cybersecurity caregiver). The preferences

were compared to identify key characteristics. Preferences were

fairly evenly distributed, with no single characteristic being pri-

oritized by more than one-fifth of respondents. Fig. 1 shows a

clear distinction, with five top characteristics emerging in both de-

sired and received support. The most valued qualities were assis-

tance that was accurate, quick, accessible, understandable, and

free of charge. Notably, while accuracy and speed were highly de-

sired, these qualities were not consistently met by cybersecurity

caregivers. These top preferences held across various sociodemo-

graphic groups and internet usage patterns for work or school.
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Table 5 Survey participant ( n = 161) demographics (Phase Two). 

Demographic Category n Percent 

Age 18-34 42 26.09% 

25-34 26 16.15% 

35-44 29 18.01% 

45-54 36 22.36% 

55-64 16 9.93% 

65-74 8 4.97% 

75 + 4 2.48% 

Gender male 73 45.34% 

female 83 51.55% 

other 2 1.24% 

prefer not to disclose 3 1.86% 

Education primary school 9 yrs 1 0.62% 

grammar school 46 28.57% 

vocational education 5 3.1% 

higher education 107 66.46% 

prefer not to disclose 2 1.24% 

Socioeconomic status employed 106 65.84% 

unemployed 6 3.72% 

retired 9 5.59% 

pupil or student 31 19.26% 

housewife/husband 5 3.1% 

recruit 4 2.49% 

Hours Internet for work/school up to 10h 32 19.88% 

11–20h 26 16.15% 

21–40h 60 37.27% 

41 + h 43 26.71% 

Hours Internet for other than 

work/school 

up to 10h 39 24.22% 

11–20h 67 41.61% 

21–40h 38 23.6% 

41 + h 17 10.56% 

Has cybersecurity caregiver yes 129 80.12% 

no 32 19.88% 

Current informal support sufficient 

( n = 129) 

yes 95 73.64% 

maybe 30 23.27% 

no 4 3.01% 

Expressed need for cybersecurity 

caregiver ( n = 32) 

yes 15 46.88% 

no 17 53.13% 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 Additional reasons for avoidance included a preference to independently 
resolve issues (51.22%) or abandonment of problem-solving efforts (26.83%), 
which relate more to the support seeker than the cybersecurity caregiver and 
thus do not directly address RQ2. 
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Notably, the priority order of the top 5 desired characteristics was

the same for respondents with and without cybersecurity care-

giver. 

Trustworthiness was added by two respondents in free text

(Q12), noting difficulty in assessing the accuracy of advice.

Other aspects mentioned included trust, the adviser’s authen-

ticity, avoidance of victim-blaming, proactivity, and loyalty, with

one respondent stating that family support was reliable and

persistent (”A relative would never desert me, together we

will always find the solution”). In Q16, trustworthiness and

loyalty were again highlighted in free-text responses about current

support. 

To further explore RQ2, respondents were asked to evaluate the

sufficiency of their current support (Q17) and whether they avoid
contacting their cybersecurity caregiver (Q18). Reasons for avoid-

ance varied, often stemming from the support source, the support

seeker, or some third factor (Q19, Q20), but only factors attributed

to the cybersecurity caregiver were considered relevant for RQ2.

Among respondents with a cybersecurity caregiver, 2.48% found

current support insufficient, and 18.63% were unsure. These peo-

ple represented various sociodemographic groups. Avoidance of

support-seeking was reported by nearly a third, with main reasons

being fear of causing inconvenience (21.96%) and embarrassment

(14.63%). 1 
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Table 6 Survey results for Q7–Q9. Items are ranked by the proportion of responses to “Would ask...” and “Do not understand” (column “Assistance 

needed”) among total n = 147. 

Rank Item 

Assistance 

needed (%) 

Would ask 

immediately 

(%) 

Would ask 

after search 

on Internet 

(%) 

1. Q8j. I need to find out if my device has been compromised. 88.44 41.50 29.25 

2. Q8k. I need to find out if any of my home devices (e.g. security 

camera, baby monitor, etc.) are being used in a cyber attack. 

87.08 41.50 30.61 

3. Q7f. My files won’t open, and I see a message saying these are 

encrypted and money asked. 

79.59 47.62 16.33 

4. Q8i. I need to monitor traffic passing through my home router. 74.83 26.53 31.97 

5. Q7b. I can’t log in to my email account and suspect it has been 

taken over. 

71.43 23.13 25.17 

6. Q7e. I want to report a cyber threat or crime (e.g. phishing 

campaign, cyberbullying, identity theft). 

68.71 30.61 23.81 

7. Q9d. I want to know what data some of my devices collect and 

share. 

68.03 19.73 29.93 

8. Q7a. I can’t sign in to my social media account and suspect it has 

been taken over. 

67.34 11.57 29.25 

9. Q9b. I want to know which data in Estonian registers and 

information systems I have consented to use. 

66.67 14.29 35.37 

10. Q8h. I need to change my home router’s visibility, name or 

password. 

65.31 23.81 27.89 

11. Q9c. I want to know what consents I have given to third parties for 

using my data in web browsers. 

62.59 12.26 34.01 

12. Q9e. I want to limit inappropriate data collection on my devices 

and apps. 

61.22 18.37 25.85 

13. Q7c. I entered my PINs on what could have been a phishing 

website. 

61.22 38.78 8.16 

14. Q9a. I want to know who has requested data about me from 

Estonian e-government databases (Health Information System, 

e-Tax Board). 

60.54 17.00 28.57 

15. Q8g. I need to find out if the website I am entering my data on is 

secure enough to do this. 

59.86 12.25 31.29 

16. Q7d. When signing in with Smart ID or Mobile ID, my phone 

displays a differ ent verific ation code than the webpage from which 

I initiated the process. 

57.82 29.26 16.33 

17. Q8d. I need to understand the security settings of my 

device/account. 

57.82 13.61 27.21 

18. Q8c. I need to encrypt a file containing sensitive information in the 

name of the recipient. 

55.78 18.37 23.81 

19. Q8f. I need to find out if this is a safe email or message. 55.78 15.65 23.13 

20. Q8e. I need to find out if this is a safe link. 55.10 13.61 26.53 

21. Q8a. I need to start using a password manager. 53.06 16.33 22.45 

22. Q8b. I need to set up MFA for my most important accounts. 42.18 11.57 22.45 

Note: The “Would ask after search” column includes responses indicating online searches before asking for help. Percentages may not sum to 100% as “Would 
ask...” responses are included in “Assistance needed”. 
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Q3: What problems characterise the 

nformal cybersecurity support that 

stonian home users receive? 

equesting and receiving help from a cybersecurity caregiver

an expose users to risks, including disclosing sensitive infor-

ation, relinquishing device control, or accepting incorrect or

 

malicious advice. Survey items Q21-Q24 and Q26 explored these

potential risks, with questions directed only to respondents with

a cybersecurity caregiver ( n = 129). Q21 inquired, “Who enters

data into the device?” Responses such as “The helper” or “Both,

but I cannot see what they are doing” indicate trust-related risks.

Most respondents (81%) maintained control over their devices or

understood what the helper was doing with it, while 11% were

uncertain of the helper’s actions, and 8.5% found the question
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Table 7 Chi-Square Analysis of the effects of sociodemographic variables and Internet usage pattern on the responses to Q7–Q9. 

Question Age Gender Education Socioeconomic Internet for Work 

Internet for 

Other 

χ2 P χ2 P χ2 P χ2 P χ2 P χ2 P 

Q7a 12.11 .20 21.49 < .001 4.32 .37 14.07 < .05 20.81 < .01 27.33 < .001 

Q7b 9.60 .09 29.55 < .001 4.79 .09 9.32 < .05 21.61 < .001 7.23 .07 

Q7c 13.26 .21 33.20 < .001 8.58 .07 15.29 < .05 28.88 < .001 6.18 .40 

Q7d 12.73 .20 10.84 < .01 3.08 .54 9.83 .13 16.04 .01 6.96 .30 

Q7e 16.53 .09 8.19 < .05 8.96 .62 15.46 < .05 6.12 .41 1.61 .92 

Q7f 10.77 .38 15.83 < .001 3.16 .53 11.11 .09 11.58 .07 5.80 .45 

Q8a 25.78 < .01 36.72 < .001 4.24 .38 9.85 .13 19.30 < .01 6.61 .36 

Q8b 37.53 < .001 16.01 < .001 5.13 .28 18.33 < .01 20.50 < .01 3.26 .76 

Q8c 16.64 < .01 18.71 < .001 5.48 .07 19.49 < .001 21.57 < .001 .60 .90 

Q8d 18.33 .05 22.06 < .001 5.45 .24 7.64 .27 23.66 < .001 10.72 .10 

Q8e 25.50 < .01 13.43 .001 11.66 < .05 20.00 < .01 22.79 < .001 4.87 .56 

Q8f 20.95 < .05 11.00 < .01 14.17 < .01 18.93 < .01 14.40 < .05 6.78 .30 

Q8g 10.94 .36 21.45 < .001 4.22 .38 9.27 .16 15.05 < .05 6.89 .30 

Q8h 15.69 .10 37.81 < .001 4.96 .30 14.56 < .05 24.79 < .001 4.70 .59 

Q8i 7.68 .60 28.57 < .001 5.99 .20 10.12 .12 15.30 < .05 8.14 .20 

Q8j 10.63 .40 18.17 < .001 9.40 .05 3.85 .90 6.91 .30 3.22 .80 

Q8k 10.85 .30 21.70 < .001 2.79 .60 6.32 .40 12.01 .06 5.95 .40 

Q9a 24.56 < .01 3.63 .16 6.56 .16 13.66 < .05 19.55 < .01 2.81 .83 

Q9b 29.57 .001 1.14 .57 4.53 .34 13.32 < .05 8.46 .2 3.00 .80 

Q9c 20.63 < .05 13.21 .001 3.84 .43 11.91 .06 16.29 .01 8.49 .20 

Q9d 13.21 .20 17.11 < .001 12.43 .01 8.67 .20 25.04 < .001 11.46 .07 

Q9e 10.86 .37 19.89 < .001 4.55 .34 4.61 .59 9.68 .13 7.63 .27 

Note: For the purpose of this analysis, the responses were consolidated into three groups: Group A: Needs help (responses “Would ask immediately”; “Would 
ask if a quick search on the internet does not lead to a solution”; “Would ask if a thorough search on the internet does not lead to a solution”; “Do not 
understand the question”); Group B: “Would not ask even if I cannot find a solution”; Group C: “Would not ask because I know what to do / because I can do 
it”. The table shows chi-square values and associated p -values for each survey item, with paired columns for each independent variable, indicating significant 
differ ences in response patterns across these three groups in bold. 

Desired Actual

Figure 1 Comparison of the desired characteristics of 

cybersecurity-related support in private matters (Q11) and the 

characteristics of actual support (Q15) among respondents who have 

cybersecurity caregiver ( n = 129). The respondents were tasked to indicate 

3–4 characteristics in both the Desired and the Actual category, yielding 

n = 470 responses for the desired characteristics and n = 460 responses for 

the actual characteristics. The Figure presents the proportion of each 

characteristic in those corresponding response sets. The statements are 

given in full length in Table 8 . 
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confusing, indicating potential wording issues with Q21. Q22 and

Q23 asked about six risky situations, assessing both of their past

occurrences and anticipated future likelihood. Higher scores rep-

resent frequent past events or high anticipated future likelihood.

Fig. 2 illustrates the findings. 

Over 75.97% reported no experiences with these risky situ-

ations (Fig. 2 ). The most common experience was sharing PIN

codes with helpers (18.61%, Q22d), followed by dependence on

the helper (14.73%, Q22b). Notably, there was higher reported un-

certainty if the helper gave bad advice (Q22a) or accessed sen-

sitive information (Q22c), indicating difficulty in assessing the

quality of advice and possible leakage of sensitive information.

Nearly all respondents were sure that the cybersecurity caregiver

never took advantage of their trust by secretly acting on their be-

half (Q22f). Future risk perceptions (Q23) indicate a 49.62% (sum-

marised across the “somewhat possible” and “totally possible”

categories here and in the rest of the section) chance of a helper

learning sensitive information (Q23c), while bad advice was seen

as likely by 37.98% (Q23a). The least likely future risk was unautho-

rized actions by the helper (7.53%, Q23f). Among respondents who

had i-voted, 8.8% received help, 2.2% faced privacy concerns, and

1.5% experienced coercion. An ANOVA was used to examine the

influence of sociodemographic factors on these issues (Table 9 ).

For the purpose of this analysis, the responses were converted to

numerical values as follows: for Q22: “Yes, it has happened” →
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Figure 2 Distribution of answers to survey questions Q22 (A) “Which of the following situations have happened in your life? and Q23 (B) “How likely do 

you think the following situations are to occur in your life in the future?” ( n = 129). 

Table 8 Mapping between answer options of Q11, Q15, and labels used in Fig. 1 . 

Desired characteristic (Q11) Label Actual characteristic (Q15) 

The help is relevant and accurate accuracy The help they give is relevant and accurate 

Help is available quickly speed They provide help quickly 

Asking for help is easy accessibility It is easy to ask them 

The person asking for help understands the 

explanations given by the person giving help 

understandability I understand their explanations 

The help is for free cost Their advice and help are for free 

The helper relies on official sources official sources They rely on official sources when helping 

Help is available regardless of the time of day availability I can ask for help regardless of the time of day 

The helper is discreet discreetness They are discreet 

The person asking for help does not need to 

explain their situation to the person providing 

the help, it is familiar to them 

familiarity I don’t need to explain my situation to them, 

they are familiar with it 

The person asking for help does not need to 

delve into the solution themselves 

effortlessness I don’t need to delve into the solution myself 

It is possible to get help in the same room as the 

provider 

location I can get help in the same room with them 
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Table 9 The significance of the effects of socioeconomic variables and Internet usage on the distribution of responses to Q22 and Q23. 

Item Age (5,123) Gender (1,124) 

Education 

(2,126) 

Socioeconomic 

background 

(3,125) 

Internet for 

work (3,125) 

Internet for 

other than work 

(3,125) 

F P F P F P F P F P F P 

Q22a: The helper gave bad 

advice. 

2.73 < .05 16.17 < .001 2.05 .13 .91 .90 4.61 < .01 2.98 < .05 

Q22b: As a help receiver, I 

became dependent on the 

helper. 

.93 .40 5.02 < .05 .79 .50 2.26 .09 .95 .40 .82 .50 

Q22c: The helper learned 

sensitive information 

about me. 

.59 .70 .09 .70 .44 .60 2.60 .06 .38 .70 .51 .70 

Q22d: The helper learned 

my PIN code or password. 

3.86 < .01 .52 .40 4.32 < .05 8.50 < .001 1.01 .40 1.36 .30 

Q22e: The helper logged 

into my account. 

.59 .70 2.35 .13 1.58 .20 2.10 .10 .07 .90 .69 .60 

Q22f: Without my 

knowledge, the helper 

took action on my behalf. 

1.63 .16 2.64 .10 .37 .70 2.28 .80 1.14 .30 .87 .50 

Q23a: The helper will give 

bad advice. 

5.27 < .001 12.32 < .001 2.50 .08 4.73 < .01 3.53 < .05 .72 .50 

Q23b: As a help receiver, I 

will become dependent on 

the helper. 

.76 .60 1.26 .30 1.27 .30 1.32 .20 1.35 .30 .84 .50 

Q23c: The helper will learn 

sensitive information 

about me. 

.57 .70 .17 .70 1.55 .20 .66 .60 1.81 .20 2.14 .10 

Q23d: The helper will learn 

my PIN code or password. 

2.70 < .05 .92 .30 3.45 < .05 3.03 < .05 1.69 .20 .78 .50 

Q23e: The helper will log 

into my account. 

1.21 .30 4.70 < .05 5.12 < .01 1.86 .20 1.64 .20 1.51 .20 

Q23f: Without my 

knowledge, the helper will 

take action on my behalf. 

1.50 .20 12.40 < .001 3.53 < .05 1.70 .20 .39 .80 .71 .50 

Note: ANOVA P -values showing the significance of the effects of socioeconomic variables and Internet usage on the distribution of responses to Q22 and Q23 
( n = 129). Bold indicates a statistically significant effect ( P < 0.05). 
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“3”; Not sure” → “2”; “No, it has not happened” → “1”; for Q23:

“Totally possible” → “5”; “Somewha t possible” → “4”; “Cannot

say” → “3”; “Somewha t impossible” → “2”; “Totally impossible”

→ “1”. Post-hoc Tukey test was applied to test for between-groups

differ ences, wher e ANO VA r evealed a signific ant main effec t. 

As summarised in Table 9 , Age, Gender and Education had

systematic statistically significant effect on the distribution of

responses for item pair Q22a-Q23a. Men more often reported

receiving bad advice (Q22a) and see it as more likely to also occur

in the future. Age differences revealed that older respondents

were more content with advice, with younger groups anticipat-

ing greater risks of poor advice. Looking into the future (Q23a),

respondents older than 65 also saw bad advice significantly less

likely from the three younger age groups, while the youngest age

group saw this significantly more likely than 55–64-year-olds.

High-frequency internet users for work or personal tasks were

more critical of received support and also consider receiving

bad advice in the future more likely compared to those using

the internet less frequently. Women were more likely to report
dependency on help (Q22b), while disclosing PIN codes was more

common among students and retirees. Looking forward, those

with less education saw a higher likelihood of sharing PINs in the

future (Q23d), but no socioeconomic factors significantly affected

the perceived likelihood of becoming dependent on help givers.

Post-hoc tests also showed that men are more suspicious of unau-

thorized account access or actions by helpers than women, with

those with less education perceiving higher risks for such events. 

Discussion 

Safe engagement in cyberspace relies on accessible support for

unexpected issues with devices, accounts, or data. In Estonia,

where no general cybersecurity support service exists, individu-

als often turn to friends and family for assistance with cyberse-

curity problems. This mixed-methods study examines the support

needs of Estonian home users for personal (non-work-related) cy-

bersecurity issues, current informal support systems, and chal-

lenges faced within these frameworks. By modifying the concept
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f “tech caregiving”—voluntary, non-compensated support—this

tudy introduces the term cybersecurity caregiving to describe

he cybersecurity-focused subset of this assistance. Insights from

even interviews with cybersecurity caregivers informed a survey

istributed to the Estonian adult population. The survey sought

o understand situations in which respondents would seek help,

eport prior knowledge of solutions, or take no action. Addition-

lly, it explored users’ desired versus actual support experiences

nd any risks they encountered during informal support. The 161

urvey participants closely reflected the Estonian population’s age

nd gender distribution, including a considerable proportion of

mployed individuals and students. The data reveals variations in

ybersecurity needs based on socioeconomic factors and Internet

sage, identifying key areas for potential enhancement of cyberse-

urity support in Estonia. However, following [ 9 ], this reliance on

nformal support can be understood as an emergent response to

he systematic externalization of cybersecurity effort from system

esigners and service providers to end users, rather than simply a

ap in formal services. 

Q1: Situations where cyber support is 

eeded 

n all cybersecurity domains, respondents consistently reported

 higher willingness to seek help than knowing a solution. No-

ably, handling cybersecurity incidents and maintaining cyberse-

urity situational awareness were areas where most home users

ould reach out for assistance. Restoring email and social media

ccounts was a frequently cited task among interviewees. A prior

tudy identified adjusting device security settings as a key tech

aregiving task [ 19 ]. In this study, understanding device security

anked lower among needs (17th of 22 items), yet 58% of respon-

ents still expressed readiness to seek help. 

Contradictions emerged around password management: while

trong, unique passwords are essential for security, many respon-

ents felt confident managing credentials independently. Inter-

iewees stressed the importance of credential management, view-

ng password managers as essential tools for cybersecurity asset

nventory and management. This topic, frequently addressed in

ybersecurity caregiving sessions, was expected to be a high pri-

rity, yet it ranked last among the needs assessed. A sample skew

oward higher-educated, employed individuals may explain this

inding, as workplace security policies likely drive familiarity with

uch practices. 

Q2: Desired characteristics of cyber 

upport 

espondents prioritized cybersecurity-related support that is ac-

urate, prompt, accessible, understandable, and free. The actual

upport from cybersecurity caregivers aligns with these prefer-

nces but often falls short in terms of accuracy and speed. This

uggests that support should be better tailored to users’ specific

ybersecurity needs. Notably, the preference for the above top five

ualities was consistent across sociodemographic groups and in-

ernet usage patterns, underscoring their broad relevance for ef-

ective cybersecurity support across various contexts. This study’s

indings echo those of [ 6 ] in the U.K., where competence, trust,

ost, and availability were identified as crucial support factors,
aligning with the top five preferences of the current study. How-

ever, unlike prior research where continuity of support was valued,

Estonian users did not prioritize returning to the same helper for

recurring issues. Specifically, statements like “The person asking

for help does not need to explain their situation” and “I don’t need

to explain my situation to them” were rated as relatively unimpor-

tant. 

RQ3: Risks and challenges in informal 

cybersecurity support 

Tech caregiver-caregivee relationships may create emotional and

privacy challenges for both parties. Caregivees may feel disap-

pointment, anxiety, or guilt about using the helper’s time, or their

avaibility, while caregivers report frustration, impatience and an-

noyance [ 21 ]. To manage these feelings, caregivees sometimes

avoid or delay seeking help. Despite recognizing risks like data

loss, information leakage, or potential relationship strain, users of-

ten don’t take access control measures like changing passwords

[ 31 ]. Most current survey participants did not perceive receiving

help as a vulnerability, though some admitted to risky practices.

Nearly a fifth had revealed PIN codes, and 15% acknowledged de-

pendency on their caregiver. Although serious cases such as taking

unauthorized actions were rare, respondents struggled to assess

advice quality and were uncertain if they had disclosed sensitive

information (13% reported “Not sure”). Evaluating a helper’s com-

petence is a challenge for many users, as also previously noted

by [ 6 ]. Men, younger users, and high-frequency internet users re-

ported receiving bad advice more often. PIN code sharing was no-

tably higher among students, older adults, and those with less ed-

ucation, whereas dependency was more frequent among women.

About 10% had given full device control to a caregiver, with no re-

ports of such behaviour only from younger age groups or heavy in-

ternet users. Despite these concerns, most respondents reported

not encountering the six identified risky scenarios, suggesting

some may lack awareness of these risks. 

Sociodemographic differ ences also affec t futur e risk pr ojec-

tions. Many respondents anticipated that caregivers might gain

unintended access to sensitive information or provide poor ad-

vice, likely due to challenges in assessing helper competence. Fre-

quent PIN sharing and device access make users vulnerable to mis-

use, with risks likely to recur as informal support remains preva-

lent. Participants anticipated that unintentional insights into fi-

nancial data or personal messages during support sessions could

lead to privacy violations and strained relationships. The per-

ceived lack of control over shared data emphasizes the potential

privacy risks in informal support, particularly as individuals en-

counter more sophisticated cybersecurity threats with increasing

technology adoption. 

RQ4: Influence of sociodemographic 

factors on cybersecurity support needs 

and experiences 

Interviewees in this study reported assisting friends and relatives

across genders and age groups, noting that even minimal inter-

net users express security concerns, while extensive users can en-

gage in risky behaviors like impulsive clicking. Findings suggest



13 Journal of Cybersecurity, 2026, Volume 12, Issue 1

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/12/1/tyag006/8472656 by guest on 05 M

ay 2026
that better cybersecurity preparedness correlates with higher edu-

cation, middle age, and extensive internet use for work. However,

at least half of employed respondents would still seek help with

cybersecurity issues. 

Sociodemographic factors shape cybersecurity behaviors and

support perceptions. Gender, age, and education influence re-

spondents’ assessments of past and future support risks. Men

more often reported receiving poor advice and anticipated higher

future risk than women, who instead reported dependency on

caregivers. Older respondents generally found previous advice

satisfactory, while younger groups were more concerned about

potential poor advice in the future. High-frequency internet users,

more critical of support, also anticipated future poor advice, indi-

cating higher internet usage doesn’t always align with satisfaction

in support, as frequent users may have a heightened awareness of

potential risks and quality expectations. 

Other groups, such as the unemployed, students, and retirees,

can be considered even less prepared to manage devices and

data safely. Education levels also impacted support needs: less-

educated respondents anticipated higher future risks of PIN-

sharing, though education didn’t influence dependency percep-

tion. Men showed more suspicion of unauthorized access by

helpers, while those with less education reported higher perceived

risks of unauthorized actions. Many users, regardless of demo-

graphic, were willing to seek help when uncertain about a cyber-

security issue, though a small fraction would take no action. 

Socioeconomic groups broadly agreed on the qualities they

value in cybersecurity support, as well as their experiences with

the support they currently receive from their cybersecurity care-

givers. However, factors like gender, age, education, and internet

usage influenced their willingness to seek help and the types of

support issues encountered. For example, men reported more cy-

bersecurity knowledge than women, who more frequently sought

advice or didn’t understand security questions, aligning with find-

ings from [ 45 ] and [ 46 ]. Though gender wasn’t a predictor of ac-

tual behavior, males reported higher self-efficacy. Research such

as [ 47 ] found that male gender predicted higher technical engage-

ment in antivirus use, while [ 48 ] indicated that women are not

necessarily less prepared in cybersecurity. In [ 49 ], actual behavior

among 12,000 employees revealed women exhibited higher cyber-

security awareness. 

Age effects took a U-shaped pattern, with younger and older

users being less protective of privacy, similar to findings from [ 50 ].

Familiarity with cybersecurity hygiene was higher among work-

ing age groups than students, and socioeconomic background

mirrored this effect. Even without IT sector differentiation, em-

ployed respondents demonstrated greater knowledge in cyberse-

curity hygiene and incident handling than students or the elderly.

Increased internet use for work positively correlated with knowl-

edge across cybersecurity hygiene, incident handling, and privacy

items, echoing [ 47 ] who noted that frequent internet use links to

greater engagement in cybersecurity behavior. However, exten-

sive internet use does not guarantee superior cybersecurity un-

derstanding, as demonstrated by [ 51 ], where IT-savvy individuals

overestimated their ability to judge deepfake authenticity. 

In the future, women and those with basic education expressed

less concern over unauthorized caregiver access, while some inter-

viewees suggested promoting self-reliance among caregivees, en-

couraging them to search for solutions and manage their own de-

vices. Overall, a combination of employment, age, internet usage,
and education predicts better cybersecurity preparedness. Cyber-

security training organized by employers likely aids employees in

applying this knowledge in private settings. Employed groups re-

main in need of personal cybersecurity support, while the unem-

ployed, students, retirees, and homemakers are less prepared and

would benefit from targeted cybersecurity education. Some citi-

zens may rely permanently on caregivers for support, highlight-

ing the lasting role of tech caregiving in Estonia. Effort s to em-

power caregivers through awareness campaigns could help them

enhance the cybersecurity hygiene of their caregivees proactively

[ 6 , 19 ]. 

Broader implications for cybersecurity 

support systems 

Awareness of cybersecurity best practices does not always trans-

late into behavior change, as shown over a decade ago [ 52 ]. This

remains true despite increased internet dependency [ 6 , 53 ]. This

is similar to the “privacy paradox” observed in privacy research,

where awareness does not necessarily lead to action. Small-scale

IT users, including individuals, prioritize availability over confi-

dentiality, and limited resources or knowledge gaps further im-

pede cybersecurity adoption [ 27 ]. Quantifying cybersecurity risks

remains challenging, particularly in the home setting. These chal-

lenges reflect broader systemic issues including poor default de-

vice configurations, inadequate regulatory frameworks, and the

transfer of security responsibility from manufacturers and service

providers to individual users without proportionate resources or

expertise. 

Findings on password managers reflect not just individual

reluctance, as reflected in other studies [ 6 , 27 ], but systemic

barriers including poor usability design and the unrealistic expec-

tation that users will adopt complex security practices without

corresponding improvements in system design. Awareness alone

fails to drive behavior, as evidenced by participants’ struggles to

identify malicious links despite guidance. This is echoed in [ 53 ],

where data breaches heightened users’ intentions without actual

behavior change. Research by [ 54 ] highlights that situational

support boosts self-efficacy, which is a key predictor of cyberse-

curity behavior [ 55–58 ]. Ensuring broad access to support could

therefore enhance self-efficacy and cybersecurity adherence. 

Risk perception shapes responses to threats [ 53 ]. People act

on cybersecurity only when personally affec ted, seeking tangible

harm as evidence [ 6 ]. Home users rely on intuitive signs like alerts

and visible warnings to gauge risks, often viewing their current

practices as sufficient unless a breach occurs [ 5 ]. Public aware-

ness campaigns struggle to convey personal relevance universally.

National studies reveal that public risk perception is influenced

more by media coverage of foreign incidents than by actual threat

knowledge [ 59 ]. 

Considering cultural and human factors is essential for building

a comprehensive cybersecurity culture, extending beyond aware-

ness to understanding risks and prevention [ 60 ]. Previous re-

search [ 5 , 6 , 19 ] has proposed strengthening security by empow-

ering support networks instead of focusing solely on end users.

Interventions targeting tech caregivers can encourage security at

critical interaction points and help users acquire knowledge and

skills through support networks. Rather than viewing cybersecu-

rity caregiving solely as a user education challenge, it should be
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ecognized as a symptom of design and regulatory failures that ex-

ernalize security costs to individuals and their social networks. Ef-

ective interventions must therefore address both individual sup-

ort needs and the underlying systemic barriers that create these

upport dependencies. Training caregivers to initiate discussions

n cybersecurity and privacy is crucial, as they often lack the skills

or effective guidance [ 61 ]. 

onclusions and practical implications 

ur results emphasize the urgent need for accessible and reliable

ybersecurity support systems to address concerns among Esto-

ian home users, pointing to a multifaceted approach to bridge

aps in the current informal cybersecurity support framework,

here accuracy and promptness often fail to meet user expecta-

ions. However, addressing these gaps requires recognizing that

ybersecurity caregiving emerges as a rational response to sys-

emic design failures and the externalization of security responsi-

ilities from technology providers to individual users, rather than

erely representing inadequate formal support infrastructure. 

ddressing systemic design and regulatory failures 

ollowing [ 9 ], effective cybersecurity improvements must address

he root causes that create support dependencies rather than

olely focusing on user education or informal support enhance-

ent. This includes advocating for better default security configu-

ations in devices and services, clearer regulatory frameworks that

istribute cybersecurity responsibilities appropriately between

roviders and users, and design approaches that minimize rather

han externalize security burdens to individuals. 

ducating laypeople on personal cybersecurity 

riorities and self-reliance 

sers often report awareness of cybersecurity practices, yet this

wareness does not reliably lead to secure behavior, illustrating

 “cybersecurity paradox.” Targeted education could help users

dentify and act on specific cybersecurity needs, such as creden-

ial protection and password management, with practical skills

raining fostering self-reliance. Education tailored to sociodemo-

raphic factors, like high-frequency internet users or younger indi-

iduals with heightened risk awareness, would improve its impact.

ecognizing non-working individuals and low-frequency internet

sers as particularly vulnerable, equitable cybersecurity support

hould extend across all demographics. 

mpowering cybersecurity caregivers with tailored 

esources and support quality standards 

here is a substantial reliance on informal support from friends

nd family, who could benefit from structured resources to en-

ance their effec tiveness. Implementing standar diz ed guidelines

nd certification (e.g., “cybersecurity guide”) would improve sup-

ort quality, ease caregiver frustrations, and elevate overall digital

ecurity standards. 

stablishing a free-of-charge professional 
ybersecurity support service 

sers consistently prioritize accessible, accurate, and prompt as-

istance. A dedicated, confidential cybersecurity hotline staffed

y professionals would meet these needs and serve as a model
for Estonia, similar to services in Germany [ 62 , 63 ] and Spain

[ 64 , 65 ]. This service could focus on incident handling and situ-

ational awareness—priority areas over general cybersecurity hy-

giene and privacy education. Users’ most critical needs arise dur-

ing specific incidents, so on-demand support services, potentially

mobile-based, could address these immediate needs, boosting

confidence in daily cybersecurity interactions. 

Limitations and future work 

This study’s quantitative approach and self-reported data from a

convenience sample present inherent limitations. As noted in our

results, the sample showed a skew toward higher-educated, em-

ployed individuals, with approximately two-thirds holding higher

education degrees and 65% being employed. Additionally, the

findings likely overrepresent active internet users, as those with

limited internet engagement would be less likely to encounter or

complete an online survey. Efforts to mitigate sampling bias in-

cluded encouraging diverse demographics to participate. How-

ever, findings likely reflect cybersecurity needs among active in-

ternet users, while it is may be assumed that the situation is not

substantially more optimistic but likely rather more pronounced

for those who chose not participate in the survey. Additionally,

this study focuses primarily on user experiences and informal sup-

port networks without examining the underlying systemic factors

that create these support needs. Future research should inves-

tigate how device manufacturers, service providers, and regula-

tory frameworks contribute to the cybersecurity burden experi-

enced by home users, and evaluate interventions that address

these structural causes alongside individual support needs. 

Findings reveal demographic-based patterns in cybersecurity

needs and risk perceptions. Men more frequently report poor ad-

vice, while women tend to describe dependency on caregivers.

Younger users are more conscious of future risks, while older in-

dividuals show less concern, likely reflecting satisfaction with pre-

vious support. High-frequency internet users anticipate greater

risks, possibly due to increased threat awareness. Further research

into these distinctions could support targeted interventions, bol-

stering resilience across diverse groups and advancing Estonia’s

national cybersecurity goals. Additionally, since this research was

conducted only in Estonian language, future studies could focus

on local non-Estonian speakers [ 66 ]. Although minors were cur-

rently excluded, they are extensive internet and device users, so

investigating their cybersecurity caregiving context would offer

valuable insights for any society. 

Given the early stage of widespread AI and large language mod-

els during the data collection phase of the study at hand, future

studies could also examine home users’ expectations and expe-

riences using these technologies as cybersecurity assistants. Re-

search in this area is expanding, as seen in studies like [ 67 ] and

[ 68 ], which assess chatbot responses to cybersecurity queries and

explore human vulnerabilities in AI social applications. 
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