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From Data Silos to Integrated Assurance: A Synthetic Data Approach to

the Three Lines Model for Governance, Risk, and Compliance

Abstract:

The 2020 update of the Three Lines Model (3LM) aimed to shift Governance, Risk, and
Compliance (GRC) from siloed control toward a more collaborative model. However, in
practice, this transition is constrained by privacy regulations such as General Data Protection
Regulation (GDPR), which limit cross-functional access to operational data. For example, when a
compliance officer suspects money laundering, they typically cannot directly access the necessary
transaction-level records. Instead, they must submit a formal request to IT and wait—sometimes
for days—while sensitive customer data is extracted and handled across multiple steps. This
creates what we refer to as the governancetprivacy paradox: effective compliance requires data

access, privacy rules restrict it, and organizational silos remain largely unchanged.

This study investigates whether synthetic data—artificially generated data that preserves
statistical patterns without containing real personal information—can resolve this tension by
enabling privacy-preserving yet analytically useful data sharing across governance functions.
We simulate a banking GRC environment using two architectures: a traditional segmented Three
Lines of Defense (3LoD) model, where data access is IT-mediated and siloed, and a collaborative
(3LM) model, where synthetic data is shared instantly across all governance lines. Synthetic
customer and transaction data are generated using a diffusion model and validated for statistical

fidelity, analytical utility, and privacy preservation.

The results show that the collaborative model eliminates all routine IT-mediated data requests,
removes exposure to personally identifiable information, and reduces investigation delay from
0.6 days to real-time access, while maintaining compliance and escalation integrity under
deterministic simulation conditions. Instead of relying on IT as a bottleneck, all governance
functions—risk, compliance, audit, and business—can access and analyze the same synthetic

dataset concurrently. These improvements are consistent across three dimensions: information



granularity (data detail and accessibility), operational escalation (manual workload), and

structural dependency (inter-functional reliance).

Keywords: synthetic data generation; Three Lines Model (3LM); governance, risk and

compliance (GRC); privacy-preserving data sharing;
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Andmehoidlatest integreeritud kindlustandva tegevuseni: siinteetiliste
andmete pohine lahenemine kolme liini mudelile valitsemise, riskijuhtimise

ja vastavuskontrolli valdkonnas

Liihikokkuvote:

Kolme liini mudeli (3LM) 2020. aasta uuenduse eesmérk oli nihutada juhtimise, riski ja vastavuse
(GRC) valdkond eraldatud kontrollilt koostodpohisemale mudelile. Praktikas piiravad seda
iileminekut aga privaatsuseeskirjad, nditeks isikuandmete kaitse tiildmaarus (GDPR), mis piiravad
valdkondadevahelist juurdepédédsu operatiivandmetele. Néiteks kui vastavuskontrolli ametnik
kahtlustab rahapesu, ei péése ta tavaliselt otse juurde vajalikele tehingutaseme andmetele.
Selle asemel peab ta esitama IT-osakonnale ametliku taotluse ja ootama mdnikord péievi, kuni
tundlikke kliendiandmeid ekstraheeritakse ja toodeldakse mitmes etapis. See loob nn juhtimise ja
privaatsuse paradoksi: tdhus vastavuskontroll nduab juurdepdisu andmetele, privaatsuseeskirjad

piiravad seda ning organisatsiooniliselt eraldatud andmed jéddvad suures osas samaks.

See uuring uurib, kas siinteetilised andmed — ehk kunstlikult loodud andmed, mis
sédilitavad statistilisi mustreid ilma tegelikke isikuandmeid sisaldamatta saavad selle pinge
lahendada, voimaldades privaatsust sdilitavat, kuid analiiiitiliselt kasulikku andmete jagamist
juhtimisfunktsioonide vahel. Simuleerime panganduse GRC-keskkonda, kasutades kahte
arhitektuuri: traditsioonilist segmenteeritud kolme kaitseliini (3LoD) mudelit, kus andmetele
juurdepédds on IT-vahendatud ja eraldatud, ning koostodmudelit (3LM), kus siinteetilisi
andmeid jagatakse koheselt kdigi juhtimisliinide vahel. Siinteetilised kliendi- ja tehinguandmed
genereeritakse difusioonmudeli abil ning valideeritakse statistilise tdpsuse, analiiiitilise

kasulikkuse ja privaatsuse sdilitamise osas.

Tulemused néitavad, et koostddmudel kaotab kdik tavapérased IT-vahendatud andmepéringud
(100% vidhenemine), vélistab juurdepddsu isikut tuvastavale teabele ja vdhendab uurimise
viivitust 0,6 pdevalt reaalajas juurdepédsule, séilitades samal ajal 100% vastavuse ja eskalatsiooni
terviklikkuse. IT-le kui pudelikaelale tuginemise asemel saavad kdik juhtimisfunktsioonid —
riski-, vastavus-, auditi- ja drijuhtimine — pddseda samaaegselt juurde samale siinteetilisele
andmekogumile ja seda analiilisida. Need tdiustused on jirjepidevad kolmes dimensioonis:
teabe detailsus (andmete detailsus ja juurdepddsetavus), operatiivne eskalatsioon (manuaalne

tookoormus) ja struktuurne sdltuvus (funktsioonidevaheline sdltuvus).



Need tulemused néitavad, et siinteetilised andmed saavad lahendada juhtimise ja privaatsuse
paradoksi, lahutades analiiiitilise juurdepédédsu tundlike reaalsete andmete kittesaadavusest.
Uuring nditab, kuidas kolme liini mudeli koostd6l pohinevat eesmérki saab praktikas rakendada,
pakkudes reguleeritud toostusharudele skaleeritavat teed integreeritud tagatise saavutamiseks

ilma privaatsusndudeid kahjustamata.

Votmesonad: siinteetiliste andmete genereerimine; kolme liini mudel; valitsemine, riskijuhtimine

ja vastavuskontroll; privaatsust sddstev andmete jagamine

CERCS: P170; P175; S190
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FRYHUSEIQG LQWHJIJUDWHG DV VXU DR'FHROV K/ M S RODR/XIVRQU D @ ¥ |
PRQLWRULQJ DQG VIQWKHWLFSE®DBWB QWY MUKCHMLHRQH EKDKS B/Ht
JRYHUQDQFHPRGHOLQJ GDWDDFFHVVUHSUHVHQWDWLRQ VL
FRQFHSWXDO SHUIRUP D GFH SELLFHOL\QLHR GRHIBEBWMWM KH H[SHUL
VHWXS GDWDVHW DQGVDPSOLQJRXWFRPHY HYDOXDWLRQ PH
VIQWKHWLF GDWD YDOLGDWLRQ $6 ,6 DQG 72 % (VLPXODWLRC
FRPSDUDWLYHJRYHUQDQFH DQDOBVVYFXNEYBWWKMD U RIKDISW.
WUDQVIRUPDWLRQ DQG WKHUROHRIV\QWKHWLF GDWD JRYHL
WKH UHODWLRQ WR SULRU ZRUN DQG SUD FWULOERRDWH. FIRP IVHK®!
OLPLWDWLRQV DQG IXWXUH ZRUN

S8VHRIS$, :ULWLQJDQG &RGLQJ $SVVLVWDQWYV

$SUWLILFLDO ,QWHYQY WMV EZHUH XVHG GXULQJ WKHVLV zZU
DVWH[W SURFHVVLQJDQG IRUPDWWLQJ WRROV LQDFFRUG
&RPSXWHUG6FLHQFH JXHEODUL@QWZKBE®BQG KRZWKHVH WRRC



%DFNJURXQGDQG5HODWHG :RUN

*RYHUQDQFH 5S5LVN DQG &RPSOLDQFH *5& DQG

*5& UDPHZRUNV HPHUJHG LQ UHVSRQVH WR PDMRU FRUSRUDWH
LQ WKH HDUO\ V ZKLFK H[SRVHG ZHDNQHVVHV LQ RUJDQL
DQG ULVN RY@UYKBKAROFHSW ZDV IR U P 2G6\QLKRPLEROG OFOHG B\
(WKLFV *URX® VB WWUXFWXUHG DSSURDFK IRULQWHJUDWLQ
DQG FRPSOLDQFH DFWLYLWLKV BEQR K SERKUEIW B Y FOONLHRQ VW
ZLGHO\DGRSWHG EHVW SUDFWLFHIUDPHZRUNIRULPSURYLQJ
UHVLOLHQFH DQG UHJXO®WRU\FRPSOLDQFH >

7UDGLWERSIMABGALDWLYHV IRFXVHG SULPDULO\RQ UHJXODW
RIFRQWURO® >>RZHYHU*T8RGBP®ZRUNYV LQFUHDVLQJO\ SRVL!
DQG DVVXUDQFH DV VWUDWHJILF FDSDELOLWLHV WKDW VXSSR
RSHUDWLRQDOHIILFLHQF\ DQ@ VHHFMMKR O SEHDWHIXW R WKH 2S
DQG (WKLFY&URXS5&&DSDELOLW)\ 0R GRHIOUHHG MEKHY ORGHO HP SK
FRQWLQXRXV PRQLWRULQJ LQWHJUDWHG DVVXUDQFH DQG L
RUSHULRGLF FRPSOLD@FH DFWLYLWLHV >

7KLV VKLIW LV SDUWLFXODUO\LPSRUWDQW LQ KLJKO\ UHJXC
ILQWHFK ZKHUHRUJDQL]DWLRQVRSHUDWH XQGHBFR@®SOH[ UH
$0/ GLUHFWA@ XY35»@ DIGI®WZRUN DQG ,QIRUPDWLRQ 6H@XULW\ 'L
(IHFWEZHPSOHPHQWDWLRQ LQ VXFK HQYLURQPHQWY GHSH
VKDULQJ FRQVLVWHQW ULVNDVVHVVPHQW FRQWLQXRXV PRQ
FRPSOLDQFH ULVN DQGDXGLW IXQFWLRQV

'HVSLWH WKHVH GHYHORSPHQWY SUHYBRXRVKNKMWXOGLHHW LKRWD k
UHPDLQ IUDJPHQWHG PDQXDOODIQ®RUHDEWDYWHWRQV FRQWL
JRYHUQDQFHDQGDVVXUDQFHDFWLYLWLHY SHULRGLFDOO\ R
ZLWK DG KRFLQYHVWLIJDWLRQV WULJ@H 8 X KRS\ WDR Y HKUHNMOW
WKHDELOLW\WRGHWHFW HPHUJLQJULVNV VXVSLFLRXV DFYV
PDQQHU &

2QH RIWKH SULPDU\ FKDOOHQJHV OLPLWLQJLQWHJUDWHG D
RUJDQL]DWLRQDO IXQFWLRQV %XVLQHVV RSHUDWLRQV FRP



LOWHUQDO DXGLW GHSDUWPHQWY I[UHTXHQWO\RSHUDWH X\
VWUXFWRUHEV B UHVXOW GRZQVWUHDP DVVXUDQFH IXQFWLRQ"
RUKHDYLO\DJJUHIJDWHG LQIRUPDWLRQ OLPLWLQJYLVLELC
HITHFWLYHQHVV RIJRYHUQDQFHDFWLYLWLHV

JRUH[DPSOH RSHUDWLRQDO WHDPV PD\ KDYH GLUHFW DFFF
FXVWRPHU EHKDYLRU GDWD ZKLOH FRPSOLDQFHDQG DXGLYV
PHGLDWHG H[WUDFWV ,Q SUDFWLFH WKLVPHDQVWKDW VXVSL
RUDXGLW SURFHGXUHVY PD\EH GHOD\HG EHFDXVHDFFHVV W
IRUPDO DSSURYDO ZR BXIFDXRIZMDIPHQWDWLRQ LQFUHDVHV RS
GXSOLFDWHG DVVXUDQFHDFWLYLWLHY DQG ZHDNHQV RUJDQ

,QGDLO\WUDQVDFWLRQ SURFHVVLQJ ILUVW OLQHRSHUDWLI
%XVLQHVV WHDPV UHTXHVW WUDQVDFWLRQ KLVWRULHV DQG E
5)0 VHIPHQWDWLRQ IRUFXVWRPHU WDUJHWLQJ $W WKH VDPH
DFFHVV WR WKH VDPHGDWD IRULGHQWLI\LQJDQRPDOLHYV DC(
VWULFWLQWHUQDO GDWD DFFHVV SROLFLHYV ,7GHSDUWPHQ'
HIWUDFWV RUDJJUHJDWHG VXPPDULHV SUHYHQWLQJIXOO SR
DQGUHVXOWLQJLQLQFRPSOHWHFRQFOXVLRQV 6LPLODUO
WLPHO\HYLGHQFH GXH WR GDWD VWRUHG DFURVY PXOWLSO
FRQVWUDLQWY LOOXVWUDWHKRZ OLPLWHG GDWD DFFHVYV Gl
DFWLYLWLHYVY DQG ZHDNHQV WKH RUJDQL]DWLRQYV DELOLW\\

$OWKBNIRHVAKOXWLRQV KDYHDXWRPDWHG VS.KELSQ/FIRCGHHIW\D W L F
KDQGOLQJ DQG FRPSOLDQFH UHSRUWLQJ WKHVHV\VWHPV \
WKDQ HQWHUSULVH ZLGH JRa HIURPQHFTHX IHIMWHOAU P IVQ RROUXI D Q L ] L
WR H[SHULHQFH VLORHG SURFHVVHV GXSOLFDWHG WHVWLQ.
OLPLWHG LQIRUPDWLRQ VKDULQJD@URVV JRYHUQDQFH IXQFV

7KHVH VWUXFWXUDO FKDOOHQJHVY DUH FORVHO\LQWHUFRQQH
DFURVV GHSDUWPHQWY FRPSOLFDWH UHJXODWRU\KDUPRQL]
UHLQIRUFH RUJDQL®WKRYBFONDYRY D UHEXUULQJ F\FOH LQ Zk
ZHDNHQV JRYHUQDQFH LQWHJUDWLRQ ZKLOH WKH ODFEN RILQ\
JRYHUQDQ®H >



7R DGGUHVV WKHVH OLPLWDWLRQV RUJDQL]DWLRQV LQFUH
LQIRUPDWLRQ OLTXLGLW\DFURVV OLQHV DQG GDWD DFFHVVLE
UHTXLUHPHQWYV :LWKA ® RHAKDRRQ\F R O\GKHIQDEOH SULYDF
VKDULQJ DFURVV JRYHU @D QFHUIX QG WVAIRDQIVVHQVLWLYH RSH!
VWDWLVWLFDOO\UHSUHVHQWDWLYH VI\QWKHWLF GDWD RUJDC
DQG LQWHJUDWHG DVVXUDQFH ZKLOH UHPDLQLQJ B'GEJQHG ZL!
GDWD PLQLPL]@®WLRQ >

TDEOHB&VWUXFWXUDO FKDOOHQJHV LQ WKHWUDGLYV

$VSHFW &XUUHQW 6LWXDWLRQ 8QGHUO\LQJ

6LORHG SURFHMVMFWLRQV RSHUFAMWHRI FRRUGLQDWHG
LQGHSHQGHQWO\ ZLIVK\FAHPWWHE LQIRUPDWL
FROODERUDWLRQ VLORHG V\VWHPV
DQG PDQXDO KDQGRIIV

'DWD VKDULQJLPLWHG GDWD VKDUJIQDIEDBUWRVWR SURYLGH FRQ

SULYDF\ GHSDUWPHQWY VWUARWUPDWIIRFQS&O FURVYV
UXOHV UHVWULFW RSIKQFWLRQMO GDWD
DFFHVV

'"HOD\HG 'RZQVWUYUIKDRQFWLRQWFN RIHDUO\LQVLJKWYV KLC

GRZQVWUHDP UHFHLYHLQFRPSOHWHWRRDGFMOD\MGLVN LGHQWLIL
LPSDFW GDWD

$XWRPDWLRQ *5&WRROV UHPDLQ |UDLFRPHOMWWHED OLVHG GDWD IRXC
LQWHJUDWLRQDQG ODFN XQLILHG SLBXDIRBWLQJI #®R®G WR HQG
DFWLYLWLHV

7KLV SURMHFW EHIJIDQ ZLWK WKH RXU REVHUYDWLRQV DQG S
SURYLGHV D VKDUHG DQDO\WLFDO GDWD UHSRVLWRU\DFUR
GHHPHGUHODWLYHO\3VHFXUH " GXHWR WKHRUJDQL]DWLRQTYV
GDWD?2FDQ EHFRPHDQHQWU\ SRLQW IRUD ODUJH VFDOH GDW



7KH FRQVHTXHQFHV RI VXFK D EUHDFK HIWHQG EH\RQG UHJX
RI FXVWRPHU GDWD LQWHJULW\ OHDGLQJ WR UHSXWDWLRQ
FRPSDQ®>

7KLV LQFLGHQW FRXOG VHUYH DV D VWDUWLQJ SRLQW IRU D VK
OHYHUDJLQJV\QWKHWLF GDWD DV DQDQDO\WLFDO GDWD UHSR
JRYHUQDQFH RYHUVLJKW DFWLYLWLHV ZLWKRXW H[SRVLQJ
GDWD FDQ WKXV EH UHVWULFWHG WR RQO\WKRVH UHTXLUHC
WUDQVDFWLRQ GHWDLOV DUH QHHGHG IRULQ GHSWK LQYHYV
GDWD UHTXHVWYV +RZHYHU GDLO\EXVLQHVVDQGRSHUDWLRQ
GDWD

7KLV GDWD DFFHVV GHVLJQ SB5QFNL.EGDW D 6 L OQ P LZ]IDWK. RV K H
DQG ZLWK WKH 7KUHH /LQHV ORGHOYfV HPSKDVLV RQ UROH EI
VHSDUDWLRQ WR PDQDJH ULVNV IRVWHU DFFRXQWDELOLW\
VLORHG 3GHIHQVHV  WRZDUG D PRUH FROODERUDWLYH UROH

*RYHUQDQFHORGHOV )URP WKH 7KUHH /LQHYV
7TKUHH/LQHV ORGHO /0

JRUGHFDGHV RUJDQL]DWLRQVKDYHLPSOHP HQRWRHGGH@ H UQDQ
8QGHU WKLV PRGHO UHVSRQVLELOLWLHV DUHGLVWULEXWHG
PDQDJHPHQW DV WKH ILUVW OLQH ULVNDQG FRPSOLDQFHPD
DXGLW DV WKH V@K LAKH @ REGH S ZDV GHVLIJQHG WR FODULI\ DFFR
RYHUVLJKW DQG PDLQWDLQ LQGHSHQGHQFHEHWZHHQ DVVXL

,QSUDFWLFH KRZHYHU WKHVWULFW V H/FRD UDWPIHFZ® B NLRH WHRXQO
WR VLORHG RUJDQL]@W IBRHD O MMWUIWKFESALKDBOY*RSHUDWHG LQG
VHSDUDWH VA\VWHPYVY UHSRUWLQJPHFKDQL®P ¥ ODNKR XQKRWIIR
VHSDUDWLRQ VWUHQJIJWKHQHG IRUPDO LQGHSHQGHQFH LW
HITLFLHQF\RIJRYHUQDQFHDFWLYLWLHYV

7KHVH OLPLWDWLRQV EHFDPH LQFUHDVLQJO\ SUREOHPDW!I
HQYLURQPHQWY ,QWHUQDODXGLW IXQFWLRQV IUHTXHQWO\ O
GDWD KHOG E\EXVLQHVV IXQFWLRQV ZKLOH FRPSOLDQFH D



EHFDXVHLQIRUPDWLRQ ZDV QRW HIIHF WiW BH Q\HWKEODUH G RFH |
DFWLYLWLHVY EHFDPHIUDJPHQWHG VOR® DQG RSHUDWLRQDC(

JLIXUH 7KH 7KUHH/LQHV RI'HIHQVH ORGHO LOOXVWUDWLC

DFURVV WKUHH RUJDQL]DWLRQDO OD\HUV RSHUDWLRQDO PD

FRPSOLDQFH VHFRQG OLQH DQGLQWHUQDODXGLW WKLUG O
DQG H[WHUQDO DVVX@DQFH SURYLGHUYV >

7R DGGUHVV WKHVH,BKOWORGXHMGWBKHHOX SG@WHGOLNH WKH
W U D G LAMRL RUTIPG Z R U/ WKKLHW V W K H H [5SHK BW@ R\ DWRSPFR OODER U |
YDOXH FUHDWLRQ DQG LQ®@ HIKID WHEDDWVNE BBRGFHI®SURPRWH V
FRRUGLQDWLRQ DQG VKDUHG DFFRXQWDELOLW\ DFURVYV JF
LQGHSHQGHQFHRIL@WHUQDO DXGLW >

8QGHU/MKHRYHUQDQFHHIIHFWLYHQHVV GHSHQGV RQ FRRUGLQ
E\ FRQVLVWHQW DQG WLPHO\ LQIRUPDWLRQ IORZV DFURVYV
FROODERUDWLYH REMHFWLYH FUHDWH® D (S UHDFRMLLYRHD D VARXYL-
LQWHJUDWLRQ UHTXLUHY LQWHURSHUDEOH DFFHVV WR RS}t
WUDQVDFWLRQV FRPSOLDQFH ORJV @ GGVUN KM DIV H WALPHQ WHR
VXFKD3%UHVWULFW WKH GLUHFW VKDULQJRIVXFKLQIRUPDWLR

@

&RQVHTXHQWO\ RUJDQL]DWLRQVIDFHFRPSHWLQJUHTXLUHPH
GHPDQG LQWHJUDWHG DQG FROODERUDWLYHDVVXUDQFH SUR
DFFHVV WR RSHURWIZKQDWEDRWIDRQ FUHDWHY QRWDEOH FKDO
FROODERUDWLYHLQWHQW RIWKH 7®UHH/LQHV ORGHO LQ SUD
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