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Context: The European Union has recently introduced a suite of foundational digital regulations—the Cyber
Resilience Act, the Artificial Intelligence Act, the Radio Equipment Directive, the NIS 2 Directive, and the
Cybersecurity Act—that directly affect the engineering of software-intensive systems. While these instruments
aim to enhance trust and security, their overlapping scopes generate a complex compliance landscape that
software development must address at the design, implementation, and deployment stages.

Objectives: This paper examines the cross-regulatory impact of such EU cybersecurity legislation from a
software engineering perspective, aiming to provide a set of guidelines and recommendations for implementing
a compliance-by-design approach.

Method: We analyze and compare the five legal instruments, focusing on how their obligations intersect with
each other. We then translate their regulatory requirements into actionable artifacts, ranging from architectural
constraints and security controls to organisational processes, using a legal engineering approach. Finally,
we propose a compliance-by-design lifecycle pattern that integrates regulatory alignment into requirements
engineering, system design, and testing.

Results: To demonstrate applicability, we evaluate three representative use cases: an Al-enabled power plant,
an autonomous drone delivery platform, and an Al-powered clinical decision support system. These examples
demonstrate that multiple regulatory regimes often govern software-based systems. We conclude with practical
recommendations for suppliers, deployers, and policymakers towards an integrated compliance framework to
promote compliance-aware software engineering.

Conclusion: Our findings indicate that the European digital landscape is shifting compliance from a post-
hoc audit exercise to a design-time engineering principle. Embedding compliance early into the software
development lifecycle not only supports regulatory alignment but also improves system resilience and
trustworthiness.

1. Introduction

The digitisation of society has reached a point where software-
driven systems underpin virtually every sector—from consumer goods
and transportation to energy production and healthcare. With this
digital expansion comes increasing scrutiny over the reliability, se-
curity, and ethical behavior of such systems. In response, the Eu-
ropean Union (EU) has taken a regulatory leadership role, issuing
a series of powerful legislative instruments intended to govern the

digital ecosystem. These regulations not only shape the EU market,
but also increasingly influence global standards and practices, not
least through supply-chain requirements. In this context, compliance
with EU digital laws has become a core concern for developers and
manufacturers of software-based products and services, but also for
public administrations.

An answer to such concerns is the use of software and digital means
to improve the accessibility of legal processes by automating routine
tasks and streamlining workflows. This is known as legal technology,
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or LegalTech.> Compliance-by-design is an emerging LegalTech design
paradigm where regulatory requirements are embedded into the soft-
ware development lifecycle from the outset, rather than retrofitted
post hoc. Achieving compliance-by-design, however, is complicated by
the fragmentation and overlap of different legal texts, each focusing
on distinct facets of digital trust: cybersecurity, Al accountability, risk
management, radio communication, national cooperation frameworks.
Legal acts have overlapping scope, different thresholds, procedures,
and timescales with respect, e.g., to vulnerability management and
reporting, which overly complicates day-to-day operations. Software
design in the context of one legal act is already complex, but this is sig-
nificantly exacerbated by the challenges imposed by several concurrent
regulations.

In this paper, we propose to facilitate the navigation of this mul-
tifaceted landscape by analyzing the interplay between the following
major EU legal instruments:

the Radio Equipment Directive (RED) [1], addressing safety, radio
spectrum, and certain cybersecurity concerns;

the Cybersecurity Act (CSA) [2], enabling certification schemes
for ICT systems and services across the EU;

the Cyber Resilience Act (CRA) [3], focusing on cybersecurity
features in digital products;

the AI Act [4], regulating both high-risk and general-purpose Al
systems;

the Network and Information Security Directive 2 (NIS 2) [5],
governing institutional and infrastructural cybersecurity obliga-
tions.

These regulations are considered relevant from the perspective of
various stakeholders, namely suppliers and developers of digital prod-
ucts, deployers in critical and non-critical infrastructures, adopters of
Al and connected systems, and policymakers seeking to harmonise reg-
ulation. Researchers concerned with compliance-by-design approaches
are also a key audience.

1.1. Related work

From a technical or engineering perspective, several papers have
already analyzed various legal tools, mostly in isolation. For instance,
given the recent surge of artificial intelligence systems, scholars have
investigated the AI Act: Schuett [6] provided a risk management per-
spective on the Act and Burges Salmon [7] offered an interesting
flowchart to navigate it. Similarly, the CRA [8] and NIS 2 [9] have
been studied by academics. However, there exist a limited number
of articles that examine the interactions between various regulations.
Usually these papers focus on a pair of regulations, without further
investigating what happens when more legal instruments intersect each
other [10,11].

1.2. Our contributions

The contributions of this paper lay at the interplay between digital
regulation and software engineering, and are threefold, as follows.

Cross-legislation analysis. We provide a systematic and holistic
overview of the interplay among five European legal instruments
governing cybersecurity, namely the RED, CSA, CRA, AI Act and NIS 2.
Rather than treating these instruments as isolated regimes, we analyze
their interdependencies from a requirements engineering perspective,
showing how overlapping obligations can be satisfied in ways that
avoid duplication. To our knowledge, the comparative treatment pro-
posed in this paper is the first to address EU digital legislation as an
interconnected system that simultaneously shapes the development of
digital products and services.

Multi-stakeholder and role-oriented perspective. Building on concrete
examples, we assess how dependencies across the five instruments
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affect different roles and stakeholders within the software lifecycle.
In particular, we highlight the implications for certification pathways
and the diverse responsibilities of developers, compliance officers, and
policy makers. In particular, this paper goes beyond pure legislative
interpretation, diving into operational guidance, which positions legal
interoperability as both a compliance tool and a policy instrument.

Compliance-by-design. We propose concrete steps towards a
compliance-by-design framework, to integrate regulatory requirements
with the software development lifecycle. This framework combines
lifecycle patterns, legal requirement translation into technical actions
(‘legal engineering’), and recommendations tailored to various stake-
holders. By embedding compliance considerations into software devel-
opment and certification processes, the framework offers an actionable
pathway for implementing regulatory obligations in software engi-
neering practices while supporting innovation in digital products and
services.

Together, these contributions advance the state-of-the-art both by
coupling legal analysis with software engineering methodologies and
by offering practical insights that address both academic and policy
debates.

The remainder of this paper is structured as follows. Section 2
briefly presents the five legal instruments and their scopes. In Sec-
tion 3 we introduce and analyze three case studies that exemplify
the intersections and complementarities existing in these five regula-
tions, which we then explore in depth in Section 4. Based on these
analyses, we discuss in Section 5 what the main implications are for
different stakeholders, namely for suppliers, deployers, policy makers,
and researchers, illuminating the complexity brought about by such
a comprehensive regulatory environment. In Section 6 we introduce
the notion and components of compliance-by-design that can be used
to overcome such complexity. We proceed, in Section 7, to give rec-
ommendations for an integrated compliance framework that could
underpin the emergence of compliance-by-design on an industrial scale
in the EU. Section 8 concludes the paper with some open questions and
future research avenues.

2. Snapshot of relevant EU cybersecurity legal instruments

In the European Union, legal acts usually belong to two categories:

« regulations that all Member States must apply directly with no
changes;

« directives that the Member States must transpose into national
laws before application, giving each country some degree of
freedom in their implementation.

We look at five legal instruments (the Radio Equipment Directive
(RED), the Cybersecurity Act (CSA), the Cyber Resilience Act (CRA), the
Al Act and the Network and Information Security Directive 2 (NIS 2))
that constitute and shape the core of the current regulatory ecosystem
for cybersecurity in the EU (see Table 1). They have varying legal
nature, scope, and focus. They also have different security assurance
processes, even though, in general, they are mutually reinforcing. This
sets regulatory consistency in a crucial spotlight.

Legislators have recognised the need to avoid duplicative require-
ments and conflicts. However, challenges regarding consistency in
guidance, coordination, reporting, and interpretation across the various
national and regional stakeholders remain. These practical implications
of oversight coordination, are positioning compliance as an increasingly
challenging activity in the EU.

2.1. The cyber resilience act
The Cyber Resilience Act (CRA) [3] entered into force in Decem-

ber 2024 and introduces mandatory cybersecurity requirements for
products with digital features sold in the European Union. Being a
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Table 1

Summary of five key digital EU acts.
Act Scope Into force
CSA Certification, ENISA Jun 2019
RED (supplement) Radio equipment Oct 2021
NIS 2 CSIRTs, essential/important entities Jan 2023
Al Act Al systems Aug 2024
CRA Products with digital elements Dec 2024

regulation, it applies uniformly across Member States without the need
for transposition. Its dispositions cover both hardware and software
products, named products with digital elements, with exclusions for prod-
ucts within the scope of specific sectoral laws (lex specialis). Although
the CRA does not regulate IT services (e.g., cloud services) in general, it
explicitly mentions remote data processing, which must be considered
when evaluating the security of products with digital elements. How-
ever, this leaves the exact limits for a conformity assessment procedure
unclear.

CRA is primarily aimed at reducing vulnerabilities in software and
hardware through secure development practices, lifecycle management,
and vulnerability disclosure protocols. Its key requirements include:

shipping a product with a secure-by-default configuration;
ensuring appropriate access control, protecting the confidentiality
and integrity of data, and the availability of the core functions;
logging of security-relevant events;

reporting and patching vulnerabilities;

writing appropriate technical documentation.

CRA classifies products with digital elements into two categories:
critical products, such as operating systems, CPUs, and antivirus soft-
ware, and non-critical products, including image editors and video
games. Although both categories are subject to the same best prac-
tices, the key difference lies in the conformity procedure. For non-
critical products, a self-assessment procedure is usually sufficient, while
the conformity assessment of critical products typically requires the
involvement of a third party.

2.2. The Artificial Intelligence Act (AI Act)

The AI Act [4], the first horizontal AI regulation in the world,
classifies Al systems based on risk and imposes obligations accordingly.
It entered into force in August 2024 and reflects a precautionary
approach to technologies that can significantly affect human rights,
safety, and public trust.

The AI Act prohibits uses that are a threat to fundamental rights,
such as subliminal techniques, social scoring, and crime prediction. It
categorises high-risk Al systems, defined as those that could cause phys-
ical, social, or economic harm. The act also addresses general-purpose
Al including foundation models and large language models.

Notably, the AI Act introduces key requirements for high-risk Al
systems in relation to cybersecurity and resilience (which are delegated
to compliance to the CRA), high-quality data and data governance, risk
management and human oversight, and logging, documentation, and
transparency. With respect to general-purpose Al with systemic risks
(e.g., foundation models), they must undergo additional regulatory
scrutiny.

2.3. The Radio Equipment Directive (RED)

Initially adopted in 2014 [12] and updated through a supplement
in 2021 [1], the Radio Equipment Directive (RED) addresses the safety
and electromagnetic compatibility of radio-enabled equipment. In its
updated form, it also touches on cybersecurity, particularly for ra-
dio equipment connected to the Internet. Its scope covers both tradi-
tional devices (e.g., walkie-talkies) and smart devices with connectivity
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(e.g., GPS trackers and Wi-Fi routers). The key requirements for such
devices provided in RED include safe spectrum use, power supply man-
agement, protection of personal data, prevention of misuse of network
resources, and adoption of some form of access control.

We note that RED does not overlap extensively with other digital
regulations, but it is relevant for connected products such as smart toys,
vehicles, and IoT devices in general.

2.4. The NIS 2 directive

The Network and Information Security Directive 2 (NIS 2) [5] builds
on its predecessor [13] to create a stronger cybersecurity culture among
public and private sector entities across the EU. It entered into force
in January 2023 and mandates EU Member States to build national
cybersecurity policies, reporting mechanisms, and cross-cooperation.

Its provisions give key requirements for medium and large en-
terprises and critical infrastructure operators, classified into essential
entities (e.g., energy, health, finance) and important entities (e.g., postal,
food, transport). Such requirements include risk management, incident
reporting, supply chain security, and use of encryption.

2.5. The Cybersecurity Act (CSA)

The Cybersecurity Act (CSA) [2] establishes a framework for EU-
wide cybersecurity certification schemes for ICT products and services
to ensure a common level of security. The CSA entered into force in
June 2019, and its certification schemes are increasingly becoming
compliance tools referenced in other regulations such as the CRA and
NIS 2.

CSA also provides a legal mandate for the European Union Agency
for Cybersecurity (ENISA), which works closely with the European
standard development organisations CEN/CENELEC and ETSI, focusing
on the development of harmonised standards and certification schemes.

3. Securing systems

In this section, we demonstrate the regulatory interplay and com-
pliance challenges generated by the EU regulatory environment using
three example scenarios. We selected the scenarios as a representative
example of real-life systems that are currently in use in different EU
countries. They are discussed in increasing order of complexity with
respect to compliant deployment and management.

3.1. The smart power plant

Representing systems of relatively low structural complexity but
exceptionally high criticality, modern power plants serve as corner-
stones of critical national infrastructure. Utilising typically centralised
and geographically contained operational technology, power plants
present relatively low complexity in terms of physical distribution. This
reduces physical challenges associated with cybersecurity management,
but amplifies their vulnerability to targeted disruptions. They also have
exceptionally high criticality with respect to the systems they support
and to the environment, where a failure can have dramatic cascading
societal consequences.

Recent developments towards digital transformation in the energy
sector have led to an increasing integration of Al-driven analytics and
interconnected industrial control systems (ICS) to deploy, among other
features, predictive maintenance, grid optimisation, and implementa-
tion of digital twins for plant management and simulation. This trend
is being followed by major industrial technology providers and, while
largely confined to a single site, these systems become a focal point to
the regulations we are exploring.

NIS2: Classified as an essential entity under the energy sector (An-
nex 1, NIS2), the power plant operator is subject to the most stringent
requirements of the directive. These include the implementation of
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a comprehensive cybersecurity management program (Art. 21, NIS2),
secure supply chain management, adherence to reporting obligations
(Art. 23, NIS2), and ex-ante supervision by the national authorities
(including audits and inspections under NIS2 Art. 32).

AI Act: Al implementations serving the safe operation of electricity
provision, such as grid load balancing or predictive maintenance of
essential components (e.g. turbines, transformers) fall under high-risk
Al systems (AI Act Art. 6(2) and Annex III(2)). For service providers,
this classification triggers the full suite of requirements of the Al
Act, including risk management (Art. 9, Al Act), high quality data
governance (Art. 10, Al Act), and human oversight (Art. 14, Al Act).

CRA: Connected devices that are part of modern power plant’s
ICS and SCADA systems, for example, programmable logic controllers,
remote terminal units, routers and workstations, fall under the classifi-
cation of products with digital elements (Art. 3(1) of the CRA). Many of
them, like routers and operating systems, are counted as important or
critical (CRA Arts. 7/8 and Annex III/IV). The manufacturers of each of
these individual products become responsible for their security, which
becomes a fundamental consideration (and prerequisite) for the overall
compliance of the power plant with its supply chain obligations under
NIS2.

RED: If any system or device of the power plant relies on wireless
communication, the RED becomes applicable. Given the current state
of the art and the increasing adoption of IoT techologies for remote
sensing and control functions, Art. 2(1) of the RED is applicable. This
triggers requirements for the manufacturers, importers and distributors
of such devices to ensure (as described in RED Art. 3) that they do
not cause harmful interference and are resistant to electromagnetic
disturbances. This is critical to the stability of energy generation en-
vironments and therefore to the associated compliance with the NIS2
and CSA requirements.

CSA: Following the supply chain security obligations under Art.
21 of NIS2, the power plant operator is likely to be required by its
national regulator to procure ICT products and services certified at
a substantial or high assurance level (Art. 52, CSA) by an European
Cybersecurity Certification Scheme (Art. 24, NIS2). In this context,
the interplay between both regulations creates a market driver for
ICS/SCADA system suppliers to obtain the relevant certification to
showcase compliance.

3.2. The autonomous drone delivery platform

Autonomous drone delivery platforms represent a significant step up
in system complexity. These cyberphysical systems are often composed
of centralised physical infrastructures (distribution centers, ground con-
trol systems) and fleets of mobile, autonomous assets (drones) that
operate over a wide geographical area in public spaces. Recent years
have seen a rapid deployment and scaling of these services in multiple
geographical regions for the delivery of all types of goods and services.
The hybrid nature of the underlying architecture for these systems
represents a distributed attack surface that significantly increases the
complexity of end-to-end compliance management.

NIS2: Depending on the nature of the goods or services provided, the
company operating these platforms could be classified as an essential
entity under NIS2. Given their usual implementation, a high likelihood
exists that the company will be classified as functioning in the transport
sector as an air carrier, or under postal and courier services (Annex
I, NIS2). In this context, entity-level obligations, such as cybersecurity
risk management (Art. 21, NIS2) and incident reporting (Art. 23, NIS2)
are likely to be required.

AI Act: Given their high complexity, these platforms depend heavily
on Al systems to support autonomous flight, navigation, and flight
management. Given their core relevance to the platforms and the fact
that these platforms operate over road traffic and potentially critical
infrastructure, it is highly likely that these systems would qualify as
a high-risk Al system. This, in turn, triggers mandatory requirements
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including risk management (Art. 9 Al Act), solid data governance
practices (Art. 10, AI Act), and effective human oversight mechanisms
(Art. 14, AI Act).

CRA: Due to their dependence on highly advanced software and
Al drones and their ground control stations are products with digital
elements (Art. 3(1), CRA). Due to their autonomous operation in public
spaces and over critical infrastructures, they are likely to be classified as
important products under Class I or II of Annex III of the CRA (products
carrying a significant risk to health or safety, Art. 7(2)(b), CRA). Such
a classification requires strict conformity assessment procedures under
third parties (Art. 32, CRA). Manufacturers are required to meet all
essential cybersecurity requirements to ensure the drones and associ-
ated systems are aligned with security-by-design principles and their
potential vulnerabilities are handled throughout their operational life
cycle (Annex I, CRA).

RED: Given their wireless interconnectivity and dependence on
multiple types of radio communication (e.g., 4G or 5G communication)
and radiodetermination (e.g., GPS), drones and their ground control
systems are classified as radio equipment (Art. 2(1), RED). As such,
they are required to comply with the dispositions surrounding spec-
trum use, safety, electromagnetic compatibility (EMC), and expanded
cybersecurity provisions to ensure network integrity (Art. 3, RED).

CSA: CSA certification is voluntary by default (Art. 56, CSA). How-
ever, as previously noted, it presents strategic advantages for compli-
ance management for systems under NIS2 dispositions. In this context,
the platform provider is likely to seek certification for its drones or
ground control systems under a relevant scheme, which would grant
a presumption of conformity (Recitals 80, 81, 82 and Arts. 52 and 53,
CRA).

3.3. Al-powered clinical decision support system

An increasing number of Al-powered solutions are being integrated
with the IT infrastructure of hospitals and other points of care to
use multimodal imaging (e.g., radiology, CT scans) and other patient
data. These solutions can provide diagnostic assistance and automate
customised configuration and management of medical devices on a
case-by-case basis. They can also aggregate patient data to propose
treatment recommendations and provide diagnostic assistance, thus
enhancing the clinician’s decision-making capabilities. These systems
are complex and distributed, and might directly interact with other
regulated medical devices. Furthermore, we need to consider that the
health data these systems process is sensitive. They also have a direct
impact on individual patient safety and fundamental rights. Given the
multifaceted nature of their deployment and implementation, these
systems are subject to a complex set of regulatory requirements.

NIS2: Hospitals implementing these systems on site or at points of
care they control, are categorised as healthcare providers. As such, they
are an essential entity in the health sector under NIS2 and are subject
to the strictest requirements, i.e., supply chain security (including
the AI systems providers), cybersecurity risk management program
deployment (Art. 21, NIS2) and incident reporting (Art. 23, NIS2).

AI Act: The system involves the use of high-risk AI (Annex III, point
5(a), Al Act), as its functions directly impact patient health and safety,
which in turn triggers the full range of applicable requirements for
the provider, i.e., risk management, data governance, human oversight,
accuracy and cybersecurity (Chapter III, Section 2, AI Act). Hospitals,
particularly public ones, as deployers, are required to perform funda-
mental rights impact assessments (FRIAs) prior to the system’s entry
into service (Art. 27, Al Act).

CRA: For this scenario, the applicability of CRA is conditional,
highlighting a fundamental regulatory interface: if the Al system itself
is certified as a medical device under the Medical Devices Regulation
(MDR), then it is expressly exempt from the purview of the CRA
(Art. 2(2)(a), CRA). However, this exemption rather complicates the
compliance scenario for providers and deployers of such systems. The
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Table 2

Applicability of the legal instruments to our scenarios.
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Use case CRA AIA

RED NIS 2 CSA

Power plant @ @
Drone platform @ @
Health app @ @

® ©
@ ®
® ©

QIS

underlying infrastructure on which these systems are deployed, as well
as any non-medical device components they interact with, are products
with digital elements under the scope of the CRA (Art. 3(1), CRA).
This requires the hospital to manage a hybrid environment to ensure
that its infrastructure meets CRA standards, even if the primary clinical
software being deployed is exempt.

RED: As in previous examples, RED applies if any part of the system
relies on wireless communication. Given the extensive integration of
these systems and current trends in hospital and point of care envi-
ronment (e.g., integration of Wi-Fi-enabled imaging solutions, tablets
or mobile devices used by physicians), this is highly likely, and would
trigger the applicability of RED’s requirements for spectrum use, EMC,
and safety (Art. 2(1) and 3 RED).

CSA: As before, the certification mechanisms envisioned by the CSA
present a strategic enabler for compliance management for hospitals. As
an essential entity under NIS 2, the hospital is expected to demonstrate
due diligence in its supply chain security. Ensuring that AI systems and
associated components are certified under a CSA scheme (such as the
EUCC developed by ENISA) serves to fulfill this obligation (Art. 24,
NIS2). This advantage also extends to components that fall under the
CRA, as a CSA certificate may provide a presumption of conformity
with its essential requirements (Recital 81, CRA).

3.4. Comparative insights

Although the regulatory applicability of the five legislative instru-
ments to the three use cases described above is, in many instances,
marked as conditional or context-specific, real-world deployments of
such systems confirm their practical relevance. Table 2 summarises the

legal applicability in our three use cases. In the table, @ means clearly

applicable and means conditionally applicable.

For example, Al-driven solutions are already integrated in power
plants for predictive maintenance and optimisation, as seen in the
Siemens and GE Vernova offerings [14,15]. Similarly, autonomous
drone delivery systems are operating globally, with companies like
Zipline and Wing demonstrating the real-world complexity of man-
aging Al-powered, radio-connected, cyberphysical systems in public
airspace [16,17]. In healthcare, systems like the Siemens Healthineers
Al-Rad Companion exemplify the deployment of Al-enabled clinical
decision support tools within hospital IT infrastructures, illustrating the
convergence of medical regulation, Al governance, and cybersecurity
concerns [18,19].

One particular element is of relevance when considering these
systems and the relevant regulatory dispositions. Under such an in-
terconnected regulatory reality, a single system or product can have
multiple legal identities (e.g., radio equipment, product with digital
elements, or part of a high-risk AI system). In addition to technical
specifications, the functional role of a device, its connectivity fea-
tures, deployment context, and interactions with critical infrastructures
are contextually relevant elements for the definition of compliance
obligations their adoption may trigger.

The identified examples showcase the potential interplay between
these legal frameworks. The examples clearly emphasise the need to
ensure that operational and interoperable compliance practices are
developed for their use across operational domains. They also highlight
the need for both regulatory literacy and design frameworks that
accommodate cross-domain compliance.

4. Cross-regulation requirement analysis

In this section, we take one step further and analyze the points of
intersection, tension, and synergy among these five laws. Although each
of these major EU digital legal instruments targets specific domains—
cybersecurity, Al, radio equipment, and societal risk—their practical
application often results in regulatory entanglement. Therefore, soft-
ware and product developers must interpret and comply with multiple,
sometimes overlapping, mandates. When an institution needs to comply
with several legal instruments, they need to be aware that overlaps
exist, and plan their processes accordingly so as to avoid repetitive
or redundant work. Fig. 1 illustrates this interplay between the five
legal instruments under scrutiny. The lighter yellow circles depict the
instruments that pretain to products and the darker ones to institutions.
The connections show the points of contact between the instruments:
RED, AIA, CRA and NIS 2 all require risk management procedures; CRA,
CSA and NIS 2 require EU Cybersecurity Certification and notifications.

Several common concepts emerge when comparing these legal in-
struments. We have split such shared principles into three different
categories, namely risk management, notifications, and certification, de-
scribed in the following paragraphs and tables.

4.1. Risk management

Risk is a pivotal concept in all five legal instruments, and its
management (for products or entire institutions) is described in many
different articles in various forms. Table 3 summarises our findings in
this area, where a @ means that a principle is explicitly mentioned,
a O that it is implicitly mentioned, and ® that it is not mentioned
at all. Note that the diagram does not include a risk management edge
connecting the CSA, as it discusses risks at a very high level and only
indirectly when defining the roles of ENISA and the EU Cybersecurity
Certification. For instance, Article 5 only states that ENISA should assist
Member States by inter alia “providing advice and best practices on
topics such as risk management”.

Availability. This aspect is addressed in several laws, though in
different contexts. The NIS 2 emphasises institutional risk management,
requiring business continuity plans with measures such as backups and
disaster recovery (Art. 21). The CRA, in contrast, focuses on techni-
cal safeguards, mandating protection of essential functions even after
incidents, including resilience against denial-of-service attacks (Annex
D). Although the RED does not explicitly mention availability, Art. 3
requires that radio equipment not degrade network performance or
misuse resources.

Access control and authentication. These two principles are explicitly
mentioned in the NIS 2 (Art. 21) and the CRA (Annex I). The NIS 2,
however, mandates the use of multi-factor authentication or continuous
authentication solutions for institutions and bodies, where appropriate.

Data protection. Protecting information is a common topic among
all legal instruments. However, while the NIS 2 (Art. 21) mentions
cryptography, the CRA (Annex I) is more specific, referring to the use of
encryption.® The RED is even more generic, stating in Art. 3 to “ensure

3 Encryption is the process of transforming a message such that only

authorised agents can interpret it. Cryptography is the study of secure
communications. Hence, encryption is a subfield of cryptography.
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for products
for institutions

=— risk management
- — notifications

Fig. 1. Points of contact between different legislations.

Table 3
Risk management intersections; the AI Act requires high-risk and general-purpose Al systems with systemic risks to be
cybersecure.
Scope NIS 2 CRA RED AIA
Target Institutions Products Radio equip. Al systems
Availability @ @ O
(backups) (essential functions) (avoid resource misuse)

Access control
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Authentication
(MFA, cont. auth.)
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Data protection
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Supply chain sec.

Vulnerabilities

Secure-by-default

Cybersec. training

(cryptography)
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(manage,share)
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(encryption) (safe personal data)

@)

(all components’ sec.)

®

(manage,share,doc.)

®Q®
O®® ®

®0 0 OO 000

that the personal data and privacy of the user and of the subscriber are
protected”.

Supply chain security. Supply chain security is explicitly mentioned
in the NIS 2 (Art. 21) from an institutional risk management perspec-
tive. The CRA introduces direct due diligence requirements towards
manufacturers with regard to the security of all integrated third-party
components, including the preparation of a software bill of materials,
turning transparency and vulnerability management into an auditable
requirement. In addition, the CRA obligations also extend manufacturer
responsibility to all the remote services needed for a product to work
correctly (e.g., a cloud service needed to control an IoT device).

Vulnerabilities. Vulnerabilities are a central topic in both NIS 2
and CRA. The NIS 2 presents an institutional duty with respect to
vulnerability management and disclosure to the competent authorities
(e.g., a CSIRT). Similarly, the CRA (Annex I) presents a comprehensive
set of lifecycle obligations for manufacturers, including vulnerability
management and patching for the expected lifetime of the product or
for five years, whichever is shorter.

Secure-by-default. The CRA (in Annex I) mentions that all compli-
ant products must be shipped with a secure-by-default configuration
(e.g., no default passwords such as admin).

Cybersecurity training. The NIS 2 mandates that institutions must per-
form cybersecurity training on their employees for basic cyber hygiene
practices.

Finally, the AI Act has a transversal approach. Although never di-
rectly mentioning cybersecurity practices and techniques, Arts. 15 and
55, respectively, require that high-risk Al systems and general-purpose
Al systems with systemic risks must be adequately cybersecure. The
management of cybersecurity is then delegated to other legislations,
mainly the CRA.

4.2. Notifications

Notifying the competent authorities of known vulnerabilities and
risks is a common thread between the NIS 2 (Art. 23) and CRA (Art.
14), although from two different perspectives: the institutional and a
manufacturer’s. Table 4 shows these differences.

Institutions regulated by the NIS 2 have notification duties for
incidents that occur and for potential risks. At the same time, manufac-
turers producing CRA-compliant products must inform the competent
authorities about any incidents and known vulnerabilities of their
products.

The authorities involved are the computer security incident re-
sponse teams (CSIRTs) (defined in the NIS 2, Art. 10) and ENISA
(defined in the CSA, Chapter I). In addition, NIS 2-compliant institu-
tions (Art. 23) might also have to report incidents and risks to some
other competent authorities, as defined locally by a Member State.

Both the NIS 2 and CRA are aligned with the report time frame: an
early warning notification must be done in 24 h, and a full notification
with more details in 72 h. The final report must be delivered within
one month for incidents and 14 days for a vulnerability.

4.3. EU cybersecurity certification

ENISA is in charge of developing the certification schemes. The
European Common Criteria-based cybersecurity certification scheme
(EUCC) [20] is the overarching framework that can be extended or
specified for narrower topics. The EUCC is based on the ISO/IEC 15408
Common Criteria evaluation framework that is used across EU Member
States and across the world. The EC has adopted the implementing
regulation for EUCC. Certification using EUCC is voluntary, allowing
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Table 4
Notification intersections.
Scope NIS 2 CRA
Target Institutions Manufactureres
What Incident, potential risks Incidents, vulnerabilities
To who CSIRT, ENISA, authorities CSIRT, ENISA
Early warning 24 h 24 h
Full notification 72 h 72 h
Intermediate report If requested -
Final report 1 month Vulnerabilities: 14 days

Incidents: 1 month

ICT suppliers to give a level of assurance for their products and ser-
vices with respect to a frame of reference that is clearly defined and
commonly understood in the EU.

The candidate scheme for the certification of the cybersecurity of
cloud services is the European cybersecurity certification scheme for
cloud services (EUCS) [21]. ENISA has set up an ad hoc working group
to develop it as part of the EUCC framework. It is in draft stage at the
time of this writing.

The first round of consultation has been carried out for certifi-
cation of embedded universal integrated circuit cards (eUICC) under
the EUCC scheme [22]. ENISA has also launched a call for expres-
sions of interest to participate in an ad hoc working group to cre-
ate EUMSS—a candidate certification scheme for managed security
services (MSS) [23].

The EUCC is referenced both in the NIS 2 and the CRA. Art. 24 of
the NIS 2 empowers Member States to require institutions regulated
by NIS 2 to adopt specific products, services, or systems certified under
the EUCC. Art. 27 of the CRA dictates that a product certified under the
EUCC is presumed to be fully compliant with CRA. ENISA, on its side,
is working on cross-legislation interactivity, getting the certification
under EUCC to cover the essential cybersecurity requirements and
conformity assessment obligations of the CRA [24].

4.4. Certification approaches: divergence or convergence?

Within the scope of this paper, a key issue to consider is associated
with the impact of cross-regulation towards compliance demonstration
efforts by relevant stakeholders. Following an initial research of rel-
evant publications [25-29], we noted a gap with regard to a joint
examination of intersections and overlaps across RED, CSA, CRA, AI Act
and NIS2 in particular. This considered, we performed a comparative
analysis (synthetised in Table 5), of the way in which certification is
addressed across three main dimensions: certification recognition, types
of certification, and interoperability.

Certification recognition: The regulatory framework does not under-
stand the role and value of certification in a homogeneous way. The
CSA establishes a voluntary certification hub for ICT products and
services, which is made available for reference by other regulations.
On the other hand, the RED, the CRA and the AI Act adopt and
introduce certification as a gatekeeper for market access, connecting
its conformity assessment with the CE-mark required to legally place
a product on the EU market. Moreover, the NIS2 directive does not
directly require certification, however Member States may require the
procurement of CSA-certified products for their regulated essential or
important entities, effectively positioning certification as a potential
demand driver.

Types of certification: The different regulations recognise several
certification pathways and give different values to each. NIS2 builds
on CSA-certification instead of defining its own certification system.
However, the assurance levels defined by the CSA (basic, substantial,
and high, each mapped with the requirement of conformity assess-
ment by accredited bodies (CABs)) are not generally adopted by other
regulations. Indeed, the RED, the CRA and the AI act allow for self-
certification for lower-risk or non-critical products, and require third-
party assessments for higher-risks or critical categories (or whenever
harmonised standards are lacking).

Interoperability and risk of effort duplication: While some certifications
can be recognised as meaningful solutions to demonstrate compliance
with respect to different regulatory frameworks, this is not the case for
all of them. Interoperability-wise, we note that the CRA’s presumption
of conformity extends to products certified under the CSA. Moreover,
the AI Act explicitly references CSA schemes towards the validation of
compliance with cybersecurity requirements for high-risk Al systems.
Thus, from an organisational point of view, efforts to comply with the
CRA and the AI Act can both be showcased through the obtainment
of a CSA certification. However, RED and NIS2 conformity cannot be
showcased in the same manner, as each regulation includes specific
dispositions requiring separate or additional assurance processes, even
if components in the deployed system already carry CSA or CRA
certificates. This effectively raises the risk of multi-certification friction
and effort duplication, as organisations cannot depend on a single
certification scheme to demonstrate their conformity. This in turn raises
operational expenses, and creates limits to market entry and end-user
trust generation, particularly if the organisation is also subject to other
regulatory frameworks like the GDPR.

Table 5 showecases the certification landscape in these regulatory
frameworks and the various approaches that have since been pursued,
with limited interoperability achieved thus far. In this context, suppliers
are forced to consider regulatory overlaps to minimise certification
costs, and deployers are required to perform parallel processes, where
context-specific risks may force additional assurance steps.

5. Discussion

The preceding analysis reveals both the regulatory ambition and
practical complexity of the EU’s digital compliance landscape. This
section reflects on the broader implications for different stakeholders
— industry, public bodies, policymakers, and researchers —, while also
identifying key structural challenges and opportunities.

To frame the issue at hand, consider the healthcare domain. As
denoted in our Use Case 3.3, hospitals must navigate overlapping
obligations from the AI Act, NIS 2, CRA, and MDR. In this context, con-
tinuous compliance activities become particularly resource-intensive,
as each additional regulatory layer introduces distinct documentation,
risk management, and reporting requirements that may pile upon over-
loaded workers. As such, any attempt to automate the interpretation
and integration of these obligations(for example, linking CRA technical
safeguards with AI Act transparency logs or NIS 2 incident report-
ing) would significantly reduce the compliance burden for healthcare
providers.

One such potential challenge concerns the diverging perspectives
(and usual interplay of obligations assigned to the various stakeholders
concerned by these regulatory frameworks). As previously noted, the
varying legal nature, scope and focus of the reviewed legal frameworks
introduce contextual considerations of particular relevance for certain
value chain actors and players. Indeed, in this context, the dispositions
of the CRA and the CSA, are of highest relevance to product suppliers
(software vendors, product manufacturers, and Al service providers).
Whilst the AIA introduces dispositions of relevance for both suppliers
and deployers, and the NIS2 is mostly relevant for deployers of such
products and services. The following sections will seek to present a
high-level overview of the main implications to be considered.
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Table 5

Certification approach comparison across RED, CSA, CRA, Al Act, and NIS 2.
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Parameter

RED

CSA

CRA

Al Act

NIS 2

Recognition of certification

Primary role

Legal effect

Mandatory; CE

Market access

Voluntary hub

EU-wide
recognition; can be
mandated

Mandatory; CE

Market access (digital)

Mandatory (high-risk);
CE

Market access
(high-risk AI)

Indirect (risk mgmt.)

States may require
CSA cert.

Types of certification

Self certification

Third-party

Certification body

Yes (module A)

If standards missing
(notified body)

Notified body

Yes (basic only)

For substantial/high
(CAB)

CAB/NCCA

Yes (default); limited
for important I

For important II/critical
or if standards absent
(notified body)

Notified body

Yes (Annex VI); NB
only if biometric Al
w/o HS/CS

For listed or if
standards not applied
(notified body)

Notified body

Interoperability

CSA certification recognition

Other certification

Cumulative effect

Practical duplication risk

Possible future
alignment

One CE may cover
RED/CRA/AI
Medium (CE; NB if
no HS)

Source framework

Hub for schemes

Medium-high
(class/risk

Presumption of conf.

CRA overlaps with
RED/AI

Low-medium (Annex
VI); high for biometric

Direct: CSA cert conf.
presumption for Art.15
(cybersecurity)

CRA compliance = Al
compliance

Often overlaps with
CRA/RED

Adds separate CAB
process (unless used as

MS may require
CSA-cert ICT for E/I
entities; EU may list
types

Drives demand for
certified products

May force CSA-CE +
CSA stack

dependent)

w/o HS/CS CRA/AI cyber

substitute)

5.1. Considerations for IT suppliers

Suppliers of products, software and Al services are generally bound
to ensure that the products they bring to the market are inherently
secure, free of vulnerabilities, and can be used safely for their intended
purpose.

Key takeaways include the following.

Early integration is essential. Regulations like the CRA and the AI Act
require secure and auditable system properties that cannot be easily
retrofitted.

Product complexity increases compliance cost. Multi-functional sys-
tems (e.g., Al-enabled, connected, and mission-critical, as seen in Sec-
tion 3.3) often trigger simultaneous obligations under CRA, Al Act, and
RED.

Certification becomes strategic. Voluntary certifications (CSA
schemes) are increasingly leveraged in procurement, especially by
regulated entities under NIS 2 such as in Section 3.3.

Explainable compliance. There is also growing interest in ‘explainable
compliance’, that is, making system conformance not only demon-
strable to auditors but understandable by non-specialist stakehold-
ers (e.g. regulators, consumers, and particularly patients as noted in
Section 3.3).

To mitigate compliance costs, companies, especially SMEs, would
benefit from modular development practices, tool-supported documen-
tation workflows, and participation in standardisation initiatives.

5.2. Considerations for deployers of IT systems

Deployers are generally understood to be the adopting entity, which
introduces the products put into the market by the supplier in an
operational environment, for professional purposes. Key considerations
include:

Security by design, integration and configuration. For these stakehold-
ers, responsibility generally shifts towards system security, including
proper configuration, integration, operation, and monitoring of the
product within the technological and organisational ecosystem under

their control (as Section 3.2 illustrates, where insecure deployment or
weak oversight exposes the operator to liability).

Liability management and identification. A product may be compliant
from the perspective of the supplier at the point of sale, yet be deployed
with insecure configurations, inadequate access controls or lacking
monitoring, leading to potential security incident (particularly in com-
plex scenarios like 3.3, which might trigger overlapping interaction
of regulatory requirements such as RED Art. 10, CSA Art. 10 and Al
Act Art. 29 obligations) in complex deployments, and raise associated
liability not attributable to the supplier but to the deployer.

(Re) certification of deployments. Deployers may be required to cer-
tify or recertify their integrated systems, even when individual com-
ponents are already certified, as regulatory obligations extend to the
deployment context where new risks and interdependencies emerge
(e.g., in Section 3.3, where hospitals must validate integrated systems
despite component-level certifications).

5.3. Implications for policymakers

The EU regulatory approach blends horizontal (e.g., CRA, Al Act)
and vertical (e.g., NIS 2) instruments, but this also generates interpre-
tive ambiguity and operational friction. Some important recommenda-
tions are as follows.

Full legislation alignment is needed. Despite shared principles and
harmonisation intentions, each of these laws introduces different termi-
nology, actor definitions, and timelines. This perspective is particularly
relevant when specialised national or regional regulations arise to
address new technical and operational challenges (such as the case of
the drone platform noted in Section 3.2).

Guidance must evolve. Sector-specific application guidelines and tem-
plates (for example, for technical documentation or risk logs, particu-
larly when focused on sensitive verticals, as in Section 3.3) are urgently
needed to support implementation.

Interoperable standards should come soon. ENISA, DG CNECT, and
national authorities should accelerate the convergence of conformity
mechanisms across the domains converged by the CRA, CSA, and Al
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Act. This is particularly relevant when addressing intrinsically interna-
tional or deeply interconnected systems (e.g. Section 3.1).

5.4. Implications for researchers

The compliance-by-design paradigm opens up a rich interdisci-
plinary research agenda for Software Engineering that includes the
following areas for dedicated future study.

Formal modeling of obligations. Mapping legal requirements to techni-
cal artifacts (e.g., threat models, audit logs) remains an open challenge.
(For example, in the case of Section 3.1, where CRA product-level
and NIS2 institutional-level requirements should be linked in coherent
models).

Compliance-aware development tools. Integrated development envi-
ronments (IDEs) could be enhanced with Al-driven assistants capa-
ble of suggesting design decisions aligned with existing regulations
constraints.

Lifecycle certification workflows. Research into continuous certifica-
tion (analogous to continuous integration) can help bridge the gaps
between regulation and agile delivery.

Attitude change. A new regulatory era has arrived for computing
researchers, bringing with it significant constraints. Where once we
enjoyed considerable freedom, today’s researchers must constantly con-
sider compliance if they intend to bring their research output to the
market.

6. Compliance-by-design

The convergence of technical, legal, and organisational require-
ments across EU regulations has made compliance-by-design a prac-
tical necessity. This section introduces a structured approach to inte-
grate regulatory compliance into the development lifecycle of software
and connected products, minimising the risk of non-compliance and
streamlining cross-regulation alignment.

6.1. Definition and objectives

Compliance-by-design refers to the systematic incorporation of reg-
ulatory requirements—such as security, risk management, documen-
tation, and human oversight—into all phases of a system’s lifecycle:
from initial design and prototyping to deployment, maintenance, and
end-of-life.

The main objectives of compliance-by-design are to minimise com-
pliance risk in applicable regulations, to reuse compliance artifacts
(e.g., documentation, risk assessments) across multiple legal require-
ments, to automate conformance checks where possible, and to facili-
tate auditability and certification under evolving legal schemes.

6.2. Lifecycle integration

The development of compliant digital products involves distinct
lifecycle stages, each corresponding to regulatory touchpoints. Fig.
2 generalises the stages of traditional secure development lifecycles
(e.g., Microsoft SDL, OWASP SAMM, ISO/IEC/IEEE 12207 [30]). In the
following, we propose a mapping of key compliance activities to these
lifecycle phases.

Vision and planning. The first stage in the lifecycle concerns planning
the system. During this stage, the vision is created and, based on
this, the organisation needs to identify applicable laws, standards and
certifications, as this will influence the future steps. If certification is
planned, the processes to achieve certifications need to be initiated.
Risk appetite thresholds are also decided at this stage. This stage
determines the relevant regulations.

Requirements analysis. During the requirements analysis, the or-
ganisation also initiates the risk management process and carries out
the necessary impact assessments (Al, connectivity, cybersecurity, ...).
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During the process, attention needs to be directed to eliciting certifica-
tion requirements. (Relevant regulations: Al Act, CRA, RED.)

Design and architecture. When designing the system, the organisation
must apply security by default and data protection by default princi-
ples. Modular components and interfaces (e.g., for cryptography and Al
models) should be used so that these can be substituted when issues or
vulnerabilities occur with the modules or when market or environment
conditions change. In addition, cybersecurity and privacy technologies
should be chosen according to the results of the risk assessment/risk
mitigation decisions. (Relevant regulations: CRA, AI Act, CSA.)

Implementation. In this phase the organisation should implement
the cybersecurity controls designed in the previous phase (e.g., access
control, cryptography). Where possible, existing validated or certified
solutions can be used, as reimplementing controls can be error-prone.
Supply chain security should be maintained. All design and architecture
changes done in this phase should be communicated back to earlier
phases and rechecked for consistency with the rest of the design and
architecture. (Relevant regulations: CRA, RED.)

Verification and testing. In addition to regular verification and test-
ing, the organisation should carry out conformity tests for cybersecurity
(e.g., configuration, performance and penetration tests), cryptography
(e.g., safety from quantum attacks, uniformity or random number gen-
eration) and Al (e.g., to identify quality issues and bias) components.
The risk assessment can be updated based on the results. (Relevant
regulations: Al Act, CRA.)

Deployment. The organisation should have a release management
process covering all verifications, tests, certifications and documenta-
tion. (Relevant regulations: CRA, CSA.)

Maintenance and updates. Continuous risk monitoring (e.g., supply
chain security, log review), and incident and disclosure management
are paramount for maintaining compliance. (Relevant regulations: NIS
2, CSA, Al Act.)

Documentation. This phase spans the whole lifecycle. All the phases
need to be properly documented and this documentation needs to
be kept consistent and up-to-date during the whole process. The or-
ganisation must expand their regular project documentation following
certification requirements if relevant. Risk management documentation
has to be kept up-to-date. (Relevant regulations: CRA, Al Act, CSA.)

6.3. Patterns for compliance

To assist teams in operationalising compliance-by-design, we out-
line five recurring design patterns aligned with EU regulatory require-
ments. These patterns offer developers a blueprint library for satisfying
legal constraints in a modular way.

The secure-by-default pattern requires a product or service to be
designed so that the relevant security primitives are built in and that
the product or service can be used securely with minimal configuration.
Examples of this pattern are applying minimal privileges by default,
using encrypted communication throughout, and hardening configura-
tions by disabling unnecessary features and implementing security best
practices to protect against potential threats. This pattern is relevant
for CRA, RED.

The risk management pattern requires the organisation to maintain
a continuous risk management process. A cross-organisational risk
management process will give a coherent coverage of all systems, but
an organisation can opt for dealing with the risks of specific mission
critical systems. In either case, they will have to pay special attention
to system-specific risk registries and incident logs, and when dealing
with Al systems, take into account Al specific risks as well. This pattern
is relevant for NIS 2, AI Act.

The traceable decision pattern logs the decision-making processes in
Al systems. It includes the system’s input and output flows, and the
decisions made during human oversight. This pattern will enhance the
transparency and explainability of AI systems. This pattern is relevant
for AI Act, CSA.
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Fig. 2. Secure development lifecycle.

The compliance artifact pipeline pattern automates the generation of
documentation and certification-ready reports using continuous inte-
gration/ continuous delivery (CI/CD) hooks. While there are many dif-
ferent ways of creating pipelines, an organisation can include the nec-
essary documentation and report generation in their chosen pipeline.
This pattern is relevant for CRA, CSA.

The dual-boundary architecture segregates functions covered by dif-
ferent laws to simplify assessment. Although some legislation spans
functionalities, there are clearly independent components that can be
partitioned for assessment, e.g., separating the network stack for RED
from the inference engine for the AI Act. This pattern is relevant for
CRA, RED, AI Act.

6.4. Tooling and automation

Modern compliance requires automation for several reasons, rang-
ing from the increasing complexity of software systems to guaranteeing
the sustainability of compliance during system updates, but also be-
cause of personnel changes. There are different tools and methodologies
available for supporting the automation of the compliance process or
for automating it entirely.

A software bill of materials (SBOM) catalogs the different compo-
nents that make up a software system. SBOMs themselves are a part
of a comprehensive security and compliance process as they provide
transparency, which in turn facilitates vulnerability and risk manage-
ment. SBOMs are also invaluable during certification and incident
response, providing the necessary materials comprehensively and in
a timely manner. A SBOM can be automatically generated and these
generators can support creating the documents needed for CRA and CSA
compliance.

Existing threat modeling tools can be adapted to include risk tax-
onomies in NIS 2 or the Al Act. This involves customising the existing
threat libraries with the specific threat documented in the legislation,
but also grouping threats from existing libraries into a regulation
specific module. Specific tools exist for guiding teams through different
legal acts (e.g., PWC AI Compliance Tool* for the AI Act). More and
more, threat modeling tools are using AI components to guide and
support the user through the process (e.g., IriusRisk’s JeffAI®). Static
and dynamic analysis tools (e.g., Qodo Merge®) help detect regulatory
compliance.

4 https://www.pwc.com/cz/en/sluzby/technologie-a-data/ai-act/ai-
compliance-tool.html.

5 https://www.iriusrisk.com/ai-threat-modeling.

6 https://qodo-merge-docs.qodo.ai/tools/compliance/.

An organisation can opt for a compliance dashboard to enable the
tracking of conformity across regulations over time and simplify the
governance of the whole process (e.g., Radar® Compliance,’ fairnow?).
This will give a comprehensive overview of the whole compliance
process to the quality managers but also the higher management.

While no unified tooling ecosystem exists yet for EU digital reg-
ulation compliance, there is growing momentum towards interdisci-
plinary toolchains combining software engineering, legal ontologies,
and certification protocols [31-33].

The need for an integrated, interoperable approach is evident. Such
a framework should support cross-regulation mapping of obligations,
reusing artifacts (e.g., risk registers) across regulation, be adaptabe
to product scale and domain, and provide interfacing with existing
development workflows.

An apparent way to fulfill these requirements is to use specialised
large language models (LLMs) to enhance legal information processing
within sectoral operations. LLMs have shown promise in their ability
to rapidly summarise complex legal texts [34], identify direct implica-
tions for computing processes [35], and proactively assess compliance
risks by comparing computing system configurations with the latest
requirements [36].

Such LLMs, if designed and implemented optimally, will signifi-
cantly enhance organisational agility in adapting to new rules, and
improve the auditability of compliance efforts. Their use may also
strengthen data governance and prevent unintended exposure of sensi-
tive information, in full alignment with EU legislation principles, when
implemented and used correctly.

6.5. Limitations and open challenges

Despite the discussed techniques and existing guidelines,
compliance-by-design remains challenging due to legal ambiguity, in-
teroperability issues, and the complexity of risk management and
certification.

Legislation often refrains from defining things overly precisely,
which on the one hand is good, avoiding too strict and too specific
restrictions. On the other hand, this introduces ambiguity (e.g., ask-
ing for the use “sufficient measures”) or contain evolving definitions.
For example, what constitutes state-of-the-art can be interpreted very
differently by different stakeholders at the same point in time, but it
can also change for the same stakeholder within months. As another

7 https://www.radarfirst.com/product/radar-compliance/.
8 https://fairnow.ai.
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example, consider what can be counted as general-purpose Al systems
today and what this definition might hold in two years. This ambiguity
is often introduced by design to ensure the flexibility of the legal frame-
work, using consensus-based best practices in the field. The European
Court of Justice (ECJ) ultimately acts as the final arbiter, providing
definitive interpretation through its case law. However, this not only
complicates interpretation but also affects the integration of compliance
into modern engineering practices.

One of the aims of development, security and operations (De-
vSecOps) is to integrate security practices into the development and
operations (DevOps) process, hence facilitating achieving compliance.
But, compliance checks are not always an integral part of the platforms.
There is certainly a possibility to use different add-ons, like automated
security testing, security scanning tools or enforcement of compliance
policies. However, the developers of products need to explicitly activate
these, and it is not always clear which tools are sufficient for a certain
legislation and which are nice to have. In addition, the necessary mea-
sures could be available in different compliance support tools which
are not interoperable.

Furthermore, tools that claim to offer compliance-by-design cannot
always guarantee this blindly, as experience with GDPR-compliance
clearly shows [37]. These tools need to be incorporated and kept up
to date [38] in a mindful and expert way [39].

Smaller organisations, such as start-ups and SME-s, often do not
have the resources and knowledge-base to set up a risk management
process, let alone implement a whole complex governance structure.
Moreover, these organisations might lack a strong legal team that could
make sense of the multitude of legal acts that are relevant for their
product or service. Here a comprehensive toolset or a simplified risk
management process is of paramount importance.

While the requirement of and means for certification (e.g., available
standards and protection profiles (PPs)) offer a clear and systema-
tised way for ensuring compliance, the process of certification is long,
sometimes prohibitively so, lagging far behind product cycles. If the
legal obligation (and hence demand) for certification becomes a reality,
significantly more certification bodies will be needed to meet this
demand. Furthermore, currently much of the necessary standards and
PPs are missing, so in many cases, self-assessment becomes the highest
level of assurance organisations are able to achieve.

These challenges suggest a need for effective strategies from indus-
try players, but also for institutional support and further research.

7. Recommendations for an integrated compliance framework

In contrast with other jurisdictions such as the US, where the
National institute for Standards and Technology (NIST) develops and
refines common reference frameworks (such as the NIST Cybersecu-
rity Framework) which can be used by national and international
stakeholders as a best practice point of reference when defining their
compliance approach and specific measures; Europe does lack a single,
comprehensive compliance framework that clearly addresses the intri-
cate requirements set by the regulations we have examined throughout
this article. As a result, EU organisations are bound to interpret them-
selves the multiple instruments and guidance streams (including, when
relevant, national implementation laws, and guidance from EU, na-
tional, and sectorial authorities), which often have differing scopes and
vocabularies rather than follow one operational scaffold (and can, in
some cases, even introduce conflicting interpretations or requirements).
ENISA’s position and legal recognition would present itself as the natu-
ral hub for such harmonisation activities. Indeed, as required by law, it
is currently developing advanced certification schemes and guidance.
However, its outputs remain largely fragmented and have an advisory
nature, and its remit limits a NIST-like standards-setting role.

In addition, one of the challenges that start-ups and SMEs face is
the lack of resources and knowledge-base to identify, assess, and treat
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risks. This can be alleviated by a simplified risk management process
that helps these organisations overcome such challenges.

In this context, there is growing industry and expert support for
simplifying overlapping regulations, enhancing legal interoperability,
and giving ENISA the authority to support EU framework harmonisa-
tion, all towards alleviating compliance burdens on EU organisations.
In this context, it is generally recommended that EU policymakers, the
European Commission, and ENISA:

Prioritise regulatory coherence and legal interoperability in the
future (seeking harmonisation of overlapping requirements, with
the potential adoption of the principle of legal interoperability, by
which a single certification carried out via a recognised standard
might demonstrate conformity with multiple legal acts);
Mandate the development of a unified EU cybersecurity frame-
work (through a multi-stakeholder process and towards a compre-
hensive, non-prescriptive operational scaffold that helps organisa-
tions meet their obligations under EU law, including a taxonomy
of core functions, clear control mappings to legal requirements,
risk based maturity tiers, and harmonised guidance);

Strengthen and focus ENISA’s mandate for harmonisation (en-
hancing its work on operational cooperation and capacity build-
ing with stewardship of a unified EU framework);

Ensure global alignment of EU certification schemes (e.g., the
interplay between Al accountability and cybersecurity certifica-
tion merits dedicated policy coordination to avoid redundant or
contradictory requirements);

Offer a unified catalog for threats and risk mitigation methods;
Simplify cybersecurity certification processes for SMEs, by cre-
ating modular versions of EUCC (e.g. redesign the scheme to
integrate a self-contained and stackable set of criteria that could
be further expanded to enable regulatory interoperability by con-
sidering specific dispositions or requirements from other legal
instruments);

Provide simplified, clear and actionable compliance guidelines for
start-ups and SMEs, together with checklists and templates;
Expand funding programs and grants for SMEs for achieving
compliance and offer subsidised certifications or compliance as-
sessments where needed.

8. Conclusion

This paper explored the intricate web of EU digital regulation affect-
ing security and safety of software and connected products, focusing
on five major instruments: the CRA, AI Act, RED, NIS 2, and CSA. We
showed that while these laws differ in focus—ranging from product
design to institutional risk—they often apply simultaneously and must
be interpreted together.

Through a structured analysis and a rich set of case studies, we
demonstrated why and how compliance-by-design is emerging as a
critical strategy to cope with regulatory convergence. We also proposed
a set of development lifecycle patterns, identified tooling gaps, and
highlighted the role of certification as a bridging mechanism.

Conceptually, the analyses developed throughout the paper point
towards positioning technology law as a systemic and operational
discipline, showing how the five regulatory instruments together func-
tion as interdependent design constraints that can be translated into
software engineering workflows. By uncovering the cross-cutting de-
pendencies highlighted in the case studies and the stakeholder analysis,
the work also contributes to cross-sectoral regulatory governance, re-
vealing that legal interoperability must overcome several challenges to
go from a theoretical ambition to a practicable approach for reducing
fragmentation across cybersecurity, Al, safety, and product regimes.

Practically, the compliance-by-design components and integrated
framework proposed in the later sections offer regulators, conformity
bodies, suppliers, and deployers concrete mechanisms for aligning legal
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obligations with software lifecycle processes, supporting more coher-
ent guidance and alleviating duplicative compliance burdens. Taken
together, these insights can be used to inform national and interna-
tional policy debates, by illustrating how innovation-minded regulatory
strategies can be crafted to reflect the realities of contemporary soft-
ware development and the increasingly interconnected global digital
ecosystem.

Looking forward, we emphasise the urgency of supporting this
transition through:

interdisciplinary research on regulatory modeling and software
compliance;

coordination among EU institutions to produce actionable guid-
ance;

investments in tooling and automation for software development
workflows.

Much like software must now be secure-by-design, the future of
trustworthy digital technologies will require them to be compliant-by-
design.
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