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Abstract.
Smart-ID is a signing and authentication service available to residents of Belgium,
Estonia, Iceland, Latvia and Lithuania. Such smartphone-based signing service
delivers the usability of software keys with security guarantees of ID-cards by relying
on a remote server to compensate for weak device protection. Security of current
Smart-ID relies on multi-prime server-supported RSA, password-authenticated key
shares and clone detection mechanism. Unfortunately, the security properties of
the underlying protocol (Buldas et al. ESORICS 2017) have been specified only in
“game-based” manner. In other words, there are no guarantees for the protocol being
secure in concurrent setting. We remedy this shortcoming by presenting two ideal
functionalities FgSpl and FSpl

Sig for server-supported signing in Universal Composability
model. We show that improved RSA server-supported protocol realizes FgSpl and
give practical example of server-supported ECDSA protocol realizing FSpl

ECDSA.
Keywords: universal composability · server-supported signatures

1 Introduction
For nearly half a century, digital signatures have been a foundational element in securing
computer systems, providing essential security properties such as data integrity, authenticity,
and non-repudiation. Their widespread adoption could be illustrated by the usage in
cryptographic protocols such as PGP, SSH, TLS and distributed ledgers. The legal
recognition of digital signatures has been formalized by eIDAS in the European Union
(EU), ESIGN in the United States, and ZertES in Switzerland, where they are granted the
same legal status as handwritten signatures.

Given the extensive deployment of digital signatures, necessity occurs for robust
cryptographic key protection mechanisms. While there are solutions such as Trusted
Execution Environments (TEE), Hardware Security Modules (HSMs) and smart cards,
they do not offer much flexibility or scalability. Meanwhile, software-based solutions could
be more conveniently deployed and updated across various platforms, including desktop
computers, smartphones and smart devices. Nevertheless, software-only solutions could
introduce vulnerabilities in the management of private keys.

Security issues of software-only solutions deployed on partially secure platforms could
be mitigated by introducing dedicated servers for remote signing. However, such infrastruc-
ture could reduce the control that individuals have over their private keys. The issues of
both security and ownership may be mitigated by applying multiparty/threshold cryptog-
raphy [Des88, Lin20]. Smart-ID 1 is an example of a deployed solution utilizing supporting
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servers and distributed signing. It provides an authentication and digital signature creation
services for over three million users in Belgium, Estonia, Iceland, Latvia, and Lithua-
nia. The cryptographic protocol behind Smart-ID, server-supported signing [BKLO17],
allows distribution of a private key between the user’s smartphone and a dedicated server.
Smart-ID’s server-supported signing is built upon RSA 2-out-of-2 threshold signing with
protection mechanisms against offline dictionary attack and memory cloning. The public
keys and the signatures created via Smart-ID are indistinguishable from standard RSA
signatures and public keys. This makes Smart-ID functionally interchangeable [Bra26] with
RSA and interoperable with existing protocols/applications. It could be even argued that
Smart-ID is a no less secure solution than traditional smart card-based approach [LV22].
Moreover, Smart-ID is a Qualified Signature Creation Device (QSCD), i.e. Smart-ID
signatures are legally equivalent to the handwritten signatures in the European Union
(EU) 2.

1.1 Motivation
The server-supported signing behind Smart-ID was proposed by Buldas et al. [BKLO17].
Their protocol enables a client using a constrained device (i.e. phone, smartwatch) and
a supporting server collaboratively produce multi-prime RSA signature [Hin08]. The
protocol design takes into account differences in capabilities of clients and servers, offering
multiple techniques to mitigate risks across varying degrees of client’s device compromise.
This solution is effective and practical, but its security analysis could be improved. Buldas
et al. define the security games covering the main properties of the protocol, including
unforgeability by an adversary corrupting the server, and infeasibility of offline attacks by
an adversary that has obtained client’s (weakly) encrypted memory. However, the more
“peripheral” properties have not been addressed in the same manner. Lack of analysis lead
to an attack by Sarr [Sar19] against the protection mechanism which catches malicious
copies of client’s memory (fortunately, that attack has been mitigated in the deployed
service3). Buldas et al. [BKLO17] also do not offer a clear description on how the protocol’s
guarantees degrade if several attacks or unlikely-but-not-implausible events take place
together. In order to clarify such details, a security definition in terms of defining the
system behavior in the ideal world is necessary. The Smart-ID security should be analyzed
in a framework which allows to discuss security of protocols in concurrent composition, for
example, in the universal composability (UC) framework [Can01, Can20].

Also, it is worth to mention that usage of RSA in Smart-ID has some disadvantages
compared to other signature schemes:

1. Identity wallets: recently updated version of the European Digital Identity Framework
Regulation i.e. eIDAS2 requires EU’s Member States to develop an EU Digital
Identity wallet (EUDI wallet) solution available to their residents and public/private
organizations 4. Such wallets aimed to provide its users a digital identity storage and
privacy-preserving authentication services. The eIDAS2 regulation requires seamless
interoperability for EUDI wallets, resulting in the development of an architecture and
reference framework (ARF) [Eur25]. It defines common attribute formats, standards,
technical specifications, and guidelines to enable consistent implementation of the
eIDAS2. With regard to signature schemes, the majority of EUDI Wallet ARF’s
attribute formats are aligned with ECDSA, not RSA [ISO21, SLCH25].

2. Migration to quantum safe-solutions: with National Institute of Standards and
2https://www.smart-id.com/e-service-providers/smart-id-as-a-qscd/
3https://www.tuvit.de/fileadmin/Content/TUV_IT/zertifikate/en/9263BE_s.pdf
4https://ec.europa.eu/digital-building-blocks/sites/spaces/EUDIGITALIDENTITYWALLET/pages

/694487738/EU+Digital+Identity+Wallet+Home
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Technology (NIST) releasing a set of new quantum-safe standards 5, and overall
global trend in adoption of post-quantum cryptography, substitution of RSA signing
with schemes like ML-DSA, Falcon or SLH-DSA is becoming inevitable. Though,
migration of authentication and signing solutions is less urgent than for encryption
ones 6, there remains a pressing need to develop post-quantum server-supported
signing solutions, given the risk that quantum threats could mature more quickly
than expected, necessitating proactive readiness.

3. Hybrid signatures for quantum-safe solutions: To provide proper migration to
quantum-secure schemes, one of the strategies is support hybrid modes [SFG23,
BHMS17, GCRH23], i.e. using both quantum-safe and quantum-vulnerable algo-
rithms. This strategy could prevent from any potential vulnerabilities exploits in
pure post-quantum solutions. Due to the large sizes of post-quantum signatures stan-
dardised by NIST, it makes sense to employ post-quantum signatures together with
ECDSA/EdDSA rather than RSA signatures during a transition period. German
Federal Office for Information Security (BSI) is already following this approach and
ceases the issuance of RSA certificates starting from 2029 while using ECDSA in
hybrid solutions 7.

Therefore, there is a need to define security of Smart-ID (i.e. server-supported sig-
natures) to be parametrized by any signature scheme, while keeping its core security
properties intact.

1.2 Our contribution
1. We propose an ideal functionality FgSpl (Section 3.1) that captures adaptive security

and operational behavior of a server-supported signatures consistent with the design
of Smart-ID. We define an additional ideal functionality FSpl

Sig (Section 3.2) which
can be parameterized by any signature scheme Sig. Functionality FgSpl may be seen
as generic signing service, while FSpl

Sig is a server-supported signing functionality with
concrete signature scheme as a parameter.

2. We present a UC-secure construction of improved Buldas et al. [BKLO17] server-
supported protocol adapted to resolve the issues raised by Sarr [Sar19] that securely
realizes FgSpl functionality (Section 4).

3. To show capabilities of FSpl
Sig , we show that a UC-variant of Xue et al. two-party

ECDSA protocol [XAX+21] securely realizes FSpl
ECDSA (Section 6).

1.3 Related Work
The expression server-supported signatures, originally coined by Asokan et al. [ATW97], has
become ambiguous and interchangeable with the server-assisted and server-aided terms. By
above mentioned definitions Asokan et al. [ATW97] and sequential works [MR01b, BB04,
BB05, GT12] implied protocols with server assuming responsibility for the computationally
demanding signing process, minimizing the processing overhead on the client side. In this
work, we are interested in server-supported protocols built upon threshold signing [Des88]
and multisignatures [Oka88]. Buldas et al. [BKLO17] protocol, which is used as foundation
for Smart-ID, falls into this category. Several works [Gan95, MR01a, XS03, DEF24] have
studied systems with similar properties to Smart-ID, but none provide analysis within

5https://blog.cloudflare.com/nists-first-post-quantum-standards/
6https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited2.pdf
7https://docbox.etsi.org/Workshop/2023/02_QUANTUMSAFECRYPTOGRAPHY/TECHNICALTRACK/WORLDT

OUR/BSI_KOUSIDIS.pdf

https://blog.cloudflare.com/nists-first-post-quantum-standards/
https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited2.pdf
https://docbox.etsi.org/Workshop/2023/02_QUANTUMSAFECRYPTOGRAPHY/TECHNICALTRACK/WORLDTOUR/BSI_KOUSIDIS.pdf
https://docbox.etsi.org/Workshop/2023/02_QUANTUMSAFECRYPTOGRAPHY/TECHNICALTRACK/WORLDTOUR/BSI_KOUSIDIS.pdf
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the UC model, except for the work of Camenish et al. [CLNS16]. While their protocol
Pass2Sign offers UC password-authenticated server-supported signing, it lacks distributed
key generation and clone detection mechanisms present in Smart-ID.

2 Preliminaries
2.1 General Notation
The relation a ←$ A denotes sampling an element a uniformly at random from the set
A. We use ..= for defining a new value in a deterministic manner. Zq – denotes a set of
integers modulo q, Symbol N - set of naturals, G – a group, F – a finite field, P(λ) – a set
of primes of size defined by λ. The symbol ⊥ is used to indicate a failure or abort. The
symbol ∥ means depending on the context: a) parallel execution of Turing machines or
protocols b) concatenation of two inputs. We use ϕ(·) to denote Euler’s totient function.

2.2 Universal Composability
The Universal Composability (UC) framework, introduced by Canetti [Can01, Can20],
defines when a system Π composed of interactive Turing machines securely implements
another such system. The system may consist of several interacting machinesMi executing
the functionality of some protocol, and also with machines Ffun executing some ideal
functionality, e.g. the random oracle. Or system may consist of a single machine F that
states what the ideal functionality of some cryptographic construction is. The system Π is
not closed, but offers two interfaces for the outside world. One interface is meant for the
environment Z, meant to model everything that the “legitimate” system contains beside
the protocol Π. The second interface is meant for the adversary, modelling the weaknesses
(actual for protocols, must-be-tolerated ones for ideal functionalities) of analyzed systems.
The first interface is intuitively meant for n different parties (although Z is universally
quantified in our definitions, i.e. it may realise these n parties in an arbitrary fashion); if a
message is sent through a channel intended for the i-th party then we write that “party Pi

sends / receives a message from Π / F”. The closed system Π∥Z∥A can be executed, let
ExecΠ∥Z∥A be the random variable of the output of Z in such execution.
Definition 1 (UC-secure). A system Π UC-securely implements another system Π′ if for
each Z and A, there exists an adversary S, such that ExecΠ∥Z∥A and ExecΠ′∥Z∥S are
indistinguishable.

RSAKeyGen(e, v, λ)
1 : p1, . . . , pv ←$ P(λ)
2 : N ..= p1 · p2 . . . pv−1 · pv

3 : if [gcd(e, ϕ(N)) ̸= 1] , RESTART
4 : d ..= e−1 mod ϕ(N)
5 : return sk ..= ⟨N, d⟩, pk ..= ⟨N, e⟩

RSASign(sk, M)
1 : σ ..= Pad(M)d mod N

2 : return σ

RSAVerify(pk, M, σ)

1 : b ..=
[
σe ?
≡ Pad(M)(mod N)

]
2 : return b

Figure 1: Multiprime RSA signature scheme

To show that this definition is satisfied, we have to provide the construction of S.
Typically, we define a machine Sim (the simulator) and put S ..= A∥Sim. We usually use
Def. 1 in settings where Π′ is the ideal functionality F for some cryptographic construction.

An important property of UC is composability: if a protocol Π securely implements F ,
and a different protocol Π′∥F securely implements F ′ (we say that “Π′ securely implements
F ′ in F -hybrid model”), then Π′∥Π also securely implements F ′.
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Canetti’s framework suggests how the corruption of parties may be modelled [Can20,
Sec. 2, 7.1–2]. This modelling is not convenient to use for us, due to the partial corruptions
that we may have. We thus move the modelling of corruptions from the framework to the
definition of individual functionalities and machines, similarly to [PW01].

2.3 Digital Signatures

ECDSAKeyGen(G, G, q)
1 : x←$ Zq

2 : Q ..= x ·G
3 : return sk ..= ⟨G, q, x⟩, pk ..= ⟨Q, G, q⟩

ECDSASign(sk, M)
1 : k ←$ Zq

2 : R ..= k ·G; R ..= (rx, ry)
3 : r ..= rx mod q

4 : s ..= k−1(H(M) + r · x) mod q

5 : return σ ..= ⟨r, s⟩

ECDSAVerify(pk, M, σ)
1 : v ..= s−1 mod q

2 : u1 ..= H(M) · v mod q

3 : u2 ..= r · v mod q

4 : R′ ..= u1 ·G + u2 ·Q

5 : b ..=
[
r′

x mod q
?= r

]
6 : return b

Figure 2: ECDSA signing

Definition 2 (Multi-prime RSA [Hin08]). RSA signature scheme [RSA78] defined by
v ≥ 3 prime numbers is called multi-prime RSA. It consists of the three algorithms defined
in Figure 1.

In our work, we set parameter as v = 4 (currently used in Smart-ID) and refer to such
signature variant as 4RSASplit scheme. As the verification algorithm is independent of
the number of primes, this RSA variant standard RSA verification algorithm and suitable
padding scheme Pad : {0, 1}∗ → ZN [BR96].

Definition 3 (ECDSA [JMV01]). Elliptic Curve Digital Signature Algorithm (ECDSA) is
defined over an elliptic curve group G of order q with generator point G. The group G is
defined by an elliptic curve over the finite field F. Additionally, a hash function H is fixed
as H : {0, 1}∗ → {0, . . . , 2⌈log q⌉ − 1}. Subroutines for ECDSA are defined in Figure 2.

Definition 4 (UF-CMA security). A signature scheme is unforgeable under chosen-message
attacks (UF-CMA) if an adversary with pk and with access to a signing oracle Sign(sk, ·),
where (sk, pk) are created by the key generation algorithm, has only a negligible chance of
producing a message-signature pair (M, σ), such that Ver(pk, M, σ) accepts, but M was
not queried to the signing oracle.

2.4 MtA functionality
Multiplicative-to-Additive (MtA) protocols allow two parties to transform their multiplica-
tive shares into corresponding additive shares. FMtA functionality (Figure 3) is a main
building block to achieve secure redistribution of an ECDSA ephemeral key k between
server and client. Doerner et al. [DKLS18] have shown a protocol that securely realises a
variant of FMtA in UC using oblivious transfer [KOS15, Roy22]. Theoretically, this func-
tionality could be realised in UC using Paillier encryption [Pai99], Castagnos-Laguillaumie
encryption [CL15] and Joye-Libert encryption [BHJL16].
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FMtA:
Init: On an input (init) from parties P1 and P2:

• Send (request-init) to S.
• If respond from S is (init-success), store (init-complete) and output it to P1 and P2. Other-

wise, return (init-fail) to P1 and P2.
Multiply: Upon receiving (input, sid, x1 ∈ Zq) from P1 and (input, sid, x2 ∈ Zq) from P2:

• If init-complete is not stored in a memory and sid is not unique, ignore this query.
• If Pi is corrupted (i ∈ {1, 2}), send (multiply-share, xi, sid) to S. Otherwise, send

(multiply-share, sid) to S.
• Wait for response (multiply-share, sid, x′) from S with x′ ∈ {x′

i, fail}. If x = fail, send ⊥ to
Pi and to Pj . Otherwise, set xi

..= x′
i and proceed.

• Sample random y1 ←$ Zq.
• Calculate y2 ..= x1 · x2 − y1 mod q.
• If Pi is corrupted (i ∈ {1, 2}), send (multiply-share-output, yi, sid) to S.
• Wait for response (multiply-share-output, sid, y′

i) from S. Set yi
..= y′

i.
• Send (output, sid, y1) to P1 and (output, sid, y2) to P2.

Figure 3: FMtA: ideal functionality for transforming multiplicative shares into additive.

2.5 Non-interactive Zero-Knowledge Proofs

Non-interactive zero-knowledge proofs (NIZKPs) are the family of protocols that allows
a prover to demonstrate to a verifier that the former knows some value w, for which a
relation R(x, w) holds, without requiring interactive communication between the parties.
NIZKP of knowledge (NIZKPoK) of discrete logarithm is a common tool to construct
distributed ECDSA [DKLS18, CCL+19, XAX+21, DKLS19, CGG+20, Lin21] protocols.
One could instantiate NIZKP from an interactive Σ-protocol using transforms such as Fiat-
Shamir [FS87] (FS), Pass [Pas03], Fischlinn [Fis05] and Chen et al [CDG+25]. The most
common approach to construct NIZKPoK of discrete logarithm is applying FS transform
to Schnorr identification scheme [Sch90]. In this case, however, knowledge extraction
algorithm Extract(·) cannot be straightforwardly instantiated for FS-based proofs in the
UC due to the requirement of simulator rewinding. Lysyanskaya and Rosenbloom [LR22]
have shown how to instantiate NIZKP in the UC model using Fischlin transform to
obtain extractable and simulatable NIZKPs. Chen et al.[CDG+25] demonstrated that
NIZKPoK can be instantiated with their transform in UC model as well. Corresponding
ideal functionality FNIZKP is given in Figure 2.5.

2.6 Random Oracle Model

Random Oracle Model (ROM) could be used to simulate the behavior of hash functions
in signing protocols [BR93]. In the ROM, hash functions are abstracted to an external
oracle that behaves like a truly random function, providing consistent and unpredictable
responses to the parties with access to it. To represent the access of random oracle to
several parties, we use Restricted Programmable Observable Global Random Oracle model
introduced by Camenisch et al [CDG+18]. The corresponding ideal functionality F rpoRO is
presented in Figure 2.6.
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FNIZKP:
Setup: Upon receiving (setup, sid) from a party P :

• If sid does not correspond to a session, ignore this query.
• Send (setup, sid) to adversary S.
• Upon receiving from adversary S the tuple (algorithms, sid, Prove, Verify, Sim-Setup,

Sim-Prove, Extract) with algorithm descriptions, store this tuple.
Prove: Upon receiving (prove, sid, x, w) from a party P :

• If R(x, w) ̸= 1 or sid does not correspond to a session, ignore this query.
• Compute π using Sim-Setup and Sim-Prove algorithms.
• Run Verify(x, π). If it returns 1, record and output the message (proof, sid, x, π). Otherwise,

output (fail).
Verify: Upon receiving (verify, sid, x, π) from a party P :

• If sid does not correspond to a session, ignore this query.
• If Verify(x, π) = 0, output (verification, sid, x, π, 0).
• Otherwise if (proof, sid, x, π) is already stored, output (verification, sid, x, π, 1).
• Otherwise, run Extract to compute w. If R(x, w) = 1, output (verification, sid, x, π, 1). If

R(x, w) = 0, output (fail).

Figure 4: FNIZKP: ideal functionality for non-interactive zero-knowledge proof of knowl-
edge.

3 Ideal Functionalities for Server-Supported Signing
In this section, we define two ideal functionalities for server-supported signing: FgSpl and
FSpl

Sig . The first functionality FgSpl is the generic functionality for server-supported signing,
which is instantiated for n parties, where the first two parties (called client and server)
can run key generation/signing and all parties can run signature verification. The second
functionality FSpl

Sig is instantiated for two parties (called client and server) and takes as a
parameter any signature scheme Sig.

The two functionalities are best understood as addressing distinct modeling objectives.
The generic ideal functionality FgSpl abstracts signing in a scheme-independent way:
it captures the fact that signing is performed in a server-supported manner, without
requiring the resulting public keys and signatures to match the syntax or verification
procedure of any particular signature scheme. This abstraction is appropriate when the
signatures are embedded in a part of some composable system and interoperability with
an outside verifier is irrelevant. By contrast, definition of FSpl

Sig requires generated keys
and signatures conforming to a concrete signature scheme Sig (i.e. functionality output is
verifiable by Sig.Ver(·)). This stronger functionality is the appropriate abstraction when
server-supported signing must remain compatible with standard signature scheme.

We show the relation between two functionalities by proving that there exists a trivial
protocol securely realizing FgSpl in FSpl

Sig -hybrid model for any UF-CMA secure signature
scheme Sig (Section A).

3.1 Ideal Functionality FgSpl

FgSpl is the ideal functionality for server-supported signatures (Figure 8). It handles
the PIN-s (i.e. low-entropy passwords) that are used to authenticate the client to the
server. It also handles clone detection (Figures 6 and 7). It is partly inspired by the
ideal threshold signature functionality of Canetti et al. [CGG+20]. Running with the ideal
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F rpoRO: Let HT be the hash table that is used to store queries to the oracle. Let prog be a list of
programmed values in the oracle. Both are initially empty. The size of the oracle output is ℓ.
Hash: Upon receiving input (hash, sid, m) from a party P :

• If there is a record (m, h′) ∈ HT for some h′, set h ..= h′.
• Otherwise, sample random h′ ←$ {0, 1}ℓ and create a record (m, h′) ∈ HT, set h ..= h′.
• If this query is made by the adversary S or if sid does not correspond to a session, then

add (sid, m, h) to the list of illegitimate queries Qsid of a session sid.
• Output (hash-response, sid, m, h) to party P .

Observe: Upon receiving input (observe, sid) from the adversary S:
• If Qsid does not exist, then set Qsid ..= ⊥.
• Output (observed-list,Qsid).

Program: Upon receiving (program-RO, m, h) s.t. h ∈ {0, 1}ℓ from the adversary S:

• If ∃h′ ∈ {0, 1}ℓ s.t. (m, h′) ∈ HT and h ̸= h′, ignore this query.
• Create a record (m, h) ∈ HT and set an entry of m in list prog.
• Output (program-confirmed).

IsProgrammed: Upon receiving (is-programmed, sid, m) from a party P :
• If sid does not correspond to current session, ignore this query.
• If m ∈ prog, set b ..= 1, else b ..= 0.
• Output (is-programmed, b)

Figure 5: F rpoRO, ideal functionality for Restricted Programmable Observable Global
Random Oracle (rpGRO)

adversary S, towards an environment Z, it offers a functionality supporting an arbitrary
number of parties, where two of them are identified as the client and the server, capable of
cooperatively producing signatures, while any party can verify the signatures.

The internal state of FgSpl contains a set of tuples (M, σ, b), recording all the signatures
that FgSpl has created or verified. The tuple (M, σ, 1) in the state of FgSpl means that σ is
considered a valid signature for M , while (M, σ, 0) denotes σ being an invalid signature for
M . This part of FgSpl is identical to the other ideal functionalities modeling signatures.

Corruption level: The functionality FgSpl tracks the corruption levels of parties,
and the source of the last signing query (necessary for modeling clone detection). The
corruption level cS of the server can be either “0” (uncorrupted) or “1” (corrupted) – in the
latter case we think of the adversary as being in full control of the server. The corruption
level cC of the client is more fine-grained: here “0” stands for an uncorrupted client and “3”
means that the adversary has full control over it. There are also intermediate levels: cC = 1
means that the adversary has managed to learn client’s memory sometime between signing
sessions, and cC = 2 means that client’s memory has leaked during a signing session. In
the former case, the memory has been “encrypted” with a PIN. In the latter case, the
adversary has learned the key material that the client uses for signing. In cases “1” and
“2”, the adversary does not have control over the client’s device that would allow it to
control the messages the client sends out.

Our treatment of corruptions departs from the commonly used binary static/adaptive
formulations in the UC framework, though, only in granularity. Binary honest/corrupt
abstraction would be too coarse for desired threat model because the relevant compromise
events on the phone have different consequences. In particular, the treatment of low-entropy
PIN protection and clone detection requires distinguishing leakage of encrypted memory
from leakage of unencrypted signing state, and both from full corruption of the device.
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Initialization of FgSpl: Set cS ..= cC ..= T ..= 0; blq ..= bOK ..= 1; Ver ..= ⊥.
Initialization of FSpl

Sig : Set cS ..= cC ..= T ..= 0; blq ..= bOK ..= 1, pk = sk = ⊥.
Derived values for FgSpl: bKG ≡ [Ver ̸= ⊥]. bkeyleak ≡ [cS = 1] ∧ [cC ≥ 1].
Derived values for FSpl

Sig : bKG ≡ [pk ̸= ⊥]. bkeyleak ≡ [cS = 1] ∧ [cC ≥ 1].
Corrupt server: On input (corrupt-server) from S: set cS ..= 1. Send (corrupt-server) to server.
Corrupt client: On input (corrupt-client, ℓ) from S, where ℓ ∈ {1, 2, 3}:

• If cC > ℓ, ignore this query.
• Set blq ..= ⊥. If bKG = 0, set cC ..= 3. Otherwise, set cC ..= ℓ. Send (corrupt-client, cC) to

client.
Trigger: If bkeyleak, then set cC := max(cC, 2).
Trigger: If cC ≥ 2 and bKG, then send (corrupt-pin, PIN) to S.
Trigger for FSpl

Sig : If bkeyleak and bKG, then send (private-key, sk) to S.
Forwarding: If cC = 3 [resp. cS = 1], then inputs from client [resp. server] are forwarded to S; and
S determines the outputs that client [resp. server] receives.

Figure 6: Initialization and corruption instructions for FgSpl and FSpl
Sig functionalities

For this reason, we encode these cases as distinct corruption levels of the phone, rather
than subsuming them under a single corrupted state.

Tracking origin of queries: The internal state of functionality contains the bit blq
for indicating whether the client (blq = 1) or the adversary (blq = 0) made the last signing
query. Whenever the client is corrupted, this bit is set to ⊥, allowing the next signing
query to come from either of them. Generally, corrupting the client means ability to read
its memory, and this presumably includes the current value of the bitstring used for clone
detection.

Simulating PIN: The internal state of FgSpl contains the value of the correct PIN
and the counter T for wrong guesses by the adversary. It also contains the range of the
possible PINs, L and the allowed amount of guesses T0. We have to explicitly model the
PIN, because it is available to the environment (as opposed to the bitstring used for clone
detection). Guessing the PIN is an issue for client corruption level cC = 1, therefore it has
to be modeled since the PIN may have low entropy. If the adversary manages to guess
the PIN, then it can decrypt the memory. Hence, upon successful guess, we set corruption
level as cC ..= 2.

process-pin(PIN′):
• If PIN = PIN′, set T ..= 0 and return execution to the caller. Otherwise, increment T .
• If T ≥ T0 then set bOK ..= 0.
• Return (sign-fail) to the invoker(s).

clone-check(d):
• If blq = 1− d, set bOK ..= 0 and return (sign-fail) to the invoker(s).
• Otherwise, set blq ..= d and return execution to the invoker.

request-sig(sid, M):
• Send (sign-init, sid, M) to S.
• Upon receiving (signature, sid, σ, M) from S, check whether (M, σ, 0) is already stored. If

true, restart request-sig(sid, M).
• Check if Ver(M, σ) = 1. If true, store (M, σ, 1) and return σ; otherwise output ⊥.

Figure 7: Supporting routines/algorithms for ideal functionalities FgSpl and FSpl
Sig
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Clone detection and offline-guessing attacks protection: The internal state
of FgSpl contains the bit bOK. The server having detected several clones of the client is
indicated by setting bOK := 0. When this happens, the server no longer participates in
signature creation.

Leaking the private key. The derived bit bkeyleak indicates whether the entire
signing key may have leaked to the adversary. This leak happens when the adversary
has sufficiently corrupted both the client and the server, i.e. when cC = 2 (the adversary
knows client’s keyshare) and cS = 1 (the adversary knows server’s keyshare). Note also
that if the adversary has server’s keyshare and client’s encrypted memory, then it can try
out all possible PIN’s to decrypt the latter; it can verify it’s guess of the PIN with the help
of the former. In this process, the adversary also learns the correct PIN. Hence the setting
cC = cS = 1 is not possible; we immediately move to cC = 2.

Key Generation: On input (keygen, sid, L, T0, PIN) from client and (keygen, sid, T0) from server, if
Ver is already recorded, or sid is not unique, or the values T0 differ for client and server, or
PIN /∈ {0, . . . , L− 1}, ignore this query. Otherwise:

• Send (keygen-init, sid) to adversary S.
• If S returns (keygen-stop), then send ⊥ to both client and server.
• Upon receiving (key, sid, Ver) from S, where Ver is signature verification algorithm, store

(Ver, L, PIN, T0) and send (key, sid, Ver) to both client and server.

Signing by client and server: On input (sign, sid, M, PIN′) from the client and (sign, sid) from the
server, ignore, unless bKG ∧ bOK and sid is unique. Otherwise:

• Call clone-check(1) and process-pin(PIN′). If successful, compute σ using request-sig(sid, M).
• If σ ̸= ⊥, output (sign-success, sid, M, σ) to client and server. Otherwise, output (sign-fail, sid)

to client and server.
Signing by client and adversary: On input (sign, sid, M, PIN′) from the client and (sign-server, sid)
from S, ignore, unless bKG ∧ [cS = 1] and sid is unique. Otherwise:

• Call process-pin(PIN′) and then compute σ by querying request-sig(sid, M).
• If σ ̸= ⊥, output (sign-success, sid, M, σ) to client. Otherwise, output (sign-fail, sid) to both

client and S.
Signing by adversary and server: On input (sign-client, sid, M, PIN′) from S and (sign, sid) from the
server, ignore unless bKG ∧ bOK ∧ [cC > 0] and sid is unique. Otherwise go to step cC ∈ {1, 2, 3}:

1. Call clone-check(0) and process-pin(PIN′). If successful, set cC ..= 2 and go to step 3.
2. Call clone-check(0). If successful, go to step 3.
3. Compute σ using request-sig(sid, M). If σ ̸= ⊥, output (sign-success, sid, M, σ) to server.

Otherwise, output (sign-fail, sid) to both S and server.
Verification: On input (verify, sid, M, σ) from a party P , ignore, unless sid is unique. Otherwise:

• Define the bit b as follows:

– If (M, σ, b′) is recorded, then set b ..= b′.
– If (M, σ′, 1) record does not exist for any σ′ and bkeyleak = 0, then set b ..= 0.
– Else, set b ..= Ver(M, σ).

• Record (M, σ, b) and output (is-verified, sid, M, σ, b) to party P .

Figure 8: Ideal functionality for server-supported signing FgSpl

In order to support the validity of the construction of FgSpl, we show that it satisfies a
number of properties analogous to those presented by Buldas et al. [BKLO17], and that
its improved clone detection system works. These properties state something about the
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possible input-output behaviours of FgSpl; these restrictions of the behaviour correspond
to our understanding of “security”.

Theorem 1. An adversary S and an environment Z running in parallel with FgSpl,
corrupting at most one of client and server, are not able to create a pair (M, σ), such that
a query (verify, sid, M, σ) by some party P would return (is-verified, sid, M, σ, 1), but M was
never submitted to FgSpl either by the client or by S.

Proof. Let us assume an adversary S produced a pair (M, σ), such that a query (verify, sid, M, σ)
by some party P returns (is-verified, sid, M, σ, 1). According to the definition FgSpl, verifi-
cation command returns b = 1 in two cases:

1. If a pair (M, σ) was produced and recorded as a response to signing command by
ideal functionality FgSpl.

2. If bkeyleak = 1 and adversary recorded a pair (M, σ) such that Ver(σ, M) = 1.

The first case implies that pair was not produced by adversary S alone. Second case
implies that both parties are corrupted by adversary which contradicts given assumption.
Therefore, under given conditions adversary S cannot produce such pair (M, σ).

Theorem 2. An adversary S and an environment Z, running in parallel withMPP∥FgSpl,
not corrupting the server, and corrupting the client to at most level 1, have at most
T0/L probability (where T0 and L are fixed during the initialization of FgSpl) of cre-
ating a pair (M, σ), such that a query (verify, sid, M, σ) by some party would return
(is-verified, sid, M, σ, 1), but M was never submitted to FgSpl by the client.

Our second theorem characterizes the security of the mechanisms limiting adversary’s
guesses of the PIN. Note that these mechanisms involve both the counter T in Figures 6-7,
as well as the clone detection mechanism that is careful to reset that counter. In order to
state that theorem, we have to make sure that the environment cannot communicate the
PIN to the adversary through some direct channel between them. Hence we are going to
introduce the machine MPP whose task is to permute the possible PINs that the client
submits to FgSpl. In this way, the “real” PIN is not known by Z.

The machine MPP has the interface that allows it to be placed between the client (as
part of Z) and the functionality FgSpl (or any protocol implementing FgSpl). The machine
MPP is defined in Figure 9.

MPP forwards any message from FgSpl unchanged to the client.

Initialise: On input (init, L, T0, PIN) from the client:

• Generate and store a random permutation π of the set {1, . . . , L}
• Submit (keygen, L, T0, π(PIN)) to FgSpl.

Sign: On input (sign, sid, M, PIN′) from the client:
Submit the command (sign, sid, M, π(PIN′)) to FgSpl

Figure 9: Description of supporting PIN interception machine MPP

Proof. Let us assume an adversary S produced a pair (M, σ), such that a query (verify, sid, M, σ)
by some party returns (verified, sid, M, σ, 1). According to the definition FgSpl, verification
command returns b = 1 in two cases:

1. If a pair (M, σ) was produced and recorded as a response to signing command by
ideal functionality FgSpl. In this case, S had to guess PIN. S can make PIN guessing
attempts, when cC = 1. With each command, S can test only one value of PIN. When
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S submits wrong guess, FgSpl increments counter T until it reaches T0 and FgSpl

stops. The mechanisms for reducing T without guessing the PIN are the following:

• Increase cC, after which PIN is revealed to S and wrong guesses of PIN are no
longer tracked. We have presumed that this does not happen.

• Let the client make a signing query. In this case, the clone detection mechanism
prevents any further guesses.

2. If bkeyleak = 1 and adversary submitted a pair (M, σ) such that Ver(σ, M) = 1 during
verification command.

First case implies that M was submitted to FgSpl by either client or S, where S could
have submitted M to FgSpl with probability at most T0/L. Second case implies that
both parties are corrupted by adversary. Both of these cases contradict with the given
assumptions.

Theorem 3. Suppose that an adversary S and an environment Z are running in parallel
with FgSpl, not corrupting the server and corrupting the client to at most level 2. Suppose
that S and Z cause FgSpl to be initialized, after which (not necessarily immediately) they
issue commands for Signing by client and server, and for Signing by client and adversary (in
either order, with any number of other commands in between), such that between these
two sets of commands there is no command to corrupt the client to level 3. Then, it is
impossible for S and Z to produce a pair (M, σ), such that a query (verify, sid, M, σ) by
some party would return (is-verified, sid, M, σ, 1), but M was not submitted for signing to
FgSpl before the second of the above command sets was issued.

Before providing a proof for Theorem 3, we also want to clarify on how clone detection
mechanism works. Buldas et al. [BKLO17] specified for their protocol that the random
string chosen for clone detection is generated by the client. Sarr [Sar19] showed an attack
which gives an adversary multiple attempts at guessing the PIN, by resetting the string
value after (L− 1) tries to the old value. They proposed an improvement, changing the
protocol to make the server generate the clone detection string. However, Sarr [Sar19] did
not give a security definition that such construction could aim to satisfy.

Our theorems give such definition; in fact, a part of it appears in Theorem 2, stating
that the adversary only gets L tries. We also want to state that clone detection is a
practical security measure even when client’s unencrypted memory has leaked, which is
formalized by Theorem 3.

Proof. Let us assume an adversary S produced a pair (M, σ), such that a query (verify, sid, M, σ)
by some party returns (is-verified, sid, M, σ, 1). According to the definition FgSpl, verification
command returns b = 1 in two cases:

1. If a pair (M, σ) was produced and recorded as a response to signing command by
ideal functionality FgSpl.

2. If bkeyleak = 1 and adversary recorded a pair (M, σ) such that Ver(σ, M) = 1 during
the verification command.

First case implies that M was submitted to FgSpl by either client or S. This suggests
that S could have submitted M to FgSpl only if client has not issued signing commands
after S. It would mean that clone detection mechanism is activated and S cannot issue
signing commands anymore. Second case implies that both parties are corrupted by
adversary. Both of these cases contradict with the given assumptions.
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3.2 Ideal Functionality FSpl
Sig

Next, we define functionality FSpl
Sig (Figure 10) which is less general and more similar

to the ideal functionalities defined for threshold/multisignature protocols defined in the
literature [CGG+20, DKLS24, CEN25, DKLS25]. It is parametrized by a signature scheme
Sig, and models the distributed key and signature generations of that scheme. There are lot
of similarities between FgSpl and FSpl

Sig , including the corruption levels of the client and the
server, the PIN verification and the clone detection mechanisms. Noteworthy differences
are in the generation of keys and signatures, where FSpl

Sig uses the methods of signature
scheme Sig, instead of invoking the adversary S.

Key Generation: On input (keygen, sid, L, T0, PIN) from the client and command (keygen, sid, T0)
from the server, if (pk, sk) are already defined, sid is not unique, the values T0 differ or PIN ̸∈
{1, . . . , L}, then ignore this query. Otherwise:

• Generate (pk, sk) by running KGen() and send (keygen-start, pk) to S.
• If S returns (keygen-stop), thensend ⊥ to both client and server.
• If S returns (keygen-ok), then store L, PIN, and T0, and send pk to both client and server.

Signing by client and server: On input (sign, sid, M, PIN′) from the client and (sign, sid) from the
server, ignore, unless bKG ∧ bOK and sid is unique. Otherwise:

• Call process-pin(PIN′) and clone-check(1). If successful, compute σ by running Sign(sk, M),
• Send (sign-ongoing, sid, M, σ) to S. On input (sign-proceed, sid) from S, send

(sign-success, sid, M, σ) to client and (signature, sid, M, σ) to server.

Signing by client and adversary: On input (sign, sid, M, PIN′) from the client and (sign-server, sid)
from S, ignore, unless bKG ∧ bOK ∧ [cS = 1] and sid is unique. Otherwise:

• Call process-pin(PIN′) and then compute σ by running Sign(sk, M).
• Send (sign-ongoing, sid, M, σ) to S. On input (sign-proceed, sid) from S, send

(sign-success, sid, M, σ) to client.

Signing by adversary and server: On input (sign-client, sid, M, PIN′) from S and (sign, sid) from the
server, ignore unless bKG ∧ bOK ∧ [cC > 0] and sid is unique. Otherwise, go to step cC ∈ {1, 2, 3}:

1. Call process-pin(PIN′). Upon success, set T ..= 0, cC ..= 2 and go to step 2. Otherwise, call
clone-check(0) and return (sign-fail) to S and server.

2. Call clone-check(0). If successful, go to step 3.
3. Compute σ by running Sign(sk, M). Send (sign-ongoing, sid, M, σ) to S. On input

(sign-proceed, sid) from S, send (signature, sid, M, σ) to server.

Figure 10: FSpl
Sig , ideal functionality for server-supported signing with scheme Sig

The analogues of Theorems 1–3 can be stated for FSpl
Sig . With theorems 4–6, we show

that our ideal functionality FSpl
Sig has properties similar to FgSpl, correctly capturing the

security requirements that we set for server-supported signature schemes. The proofs of
the following theorems have significant differences from the proofs of the previous ones,
because while the properties of FgSpl where guaranteed by the way it added the tuples
(M, σ, b) to its internal state, the properties of FSpl

Sig largely rely on the security of Sig.
Theorem 4. Let Sig be a signature scheme. If Sig is UF-CMA secure, then an adversary S
and an environment Z running in parallel with FSpl

Sig , corrupting at most one of client and
server, have a negligible chance of creating a pair (M, σ) such that Ver(pk, M, σ) accepts,
but M was never submitted to FSpl

Sig either by the client of by S.

Proof. Assume the opposite. We construct a machine BSign(sk,·)(pk) that will break the
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UF-CMA security of Sig. The machine B internally executes FSpl
Sig ∥Z∥S except that:

• Upon initialization, B does not make FSpl
Sig generate a keypair for signing and verifica-

tion. Instead, it uses its argument pk as the public key. There is no private key sk
available to B.

• Upon signature queries, instead of computing σ via Sign(sk, M), the machine B
submits M to its oracle and receives back σ.

As long as both the client and the server have not been corrupted, the view of Z∥S in an
actual execution with FSpl

Sig is equal to their view when executing inside BSign(sk,·)(pk). Hence
there is non-negligible chance that Z∥S construct a pair (M, σ), such that Ver(pk, M, σ)
accepts, but M was never an argument to a sign or sign-client queries. But in this case,
the definition of FSpl

Sig shows that M was also not submitted to B’s signing oracle. Hence
(M, σ) is a valid forgery.

Theorem 5. Suppose that an adversary S and an environment Z running in parallel with
MPP∥FSpl

Sig , not corrupting the server and corrupting the client to at most level 1, have the
probability p of producing a pair (M, σ) such that Ver(pk, M, σ) accepts, but M was never
submitted to FSpl

Sig by the client. If (p− T0/L) is non-negligible (where the values T0 and L

are fixed during the initialization of FSpl
Sig ), then Sig is not UF-CMA secure.

Proof. We construct a machine BSign(sk,·)(pk) that will break the UF-CMA security of Sig.
The machine B executes MPP||FSpl

Sig ||Z||S internally, except:

• Upon initialisation, instead of generating keypair as defined in FSpl
Sig , use key pk that

was supplied as input to B. No sk gets generated by FSpl
Sig . Instead of receiving

client-supplied PIN, FSpl
Sig receives and stores π(PIN) from MPP.

• Upon receiving signing command, instead of computing signature σ via Sign(sk, M),
it makes query to the signing oracle that B has access to and use the obtained σ as
the response to the signing command.

Suppose B produces a verifiable pair (M, σ), such that M was never submitted to FSpl
Sig by

the client. In order to produce such pair via submitting M to FSpl
Sig by S, it must guess

the PIN. The guessing is enabled if cC = 1 and at each guess, the adversary can test one
possible value of the PIN. At each wrong guess, FSpl

Sig increments the counter T of wrong
guesses, and stops when it reaches T0. The mechanisms for reducing T without guessing
the PIN are the following:

• Increase cC, after which PIN is revealed to S and wrong guesses of PIN are no longer
tracked. We have presumed that this does not happen.

• Let the client make a signing query. In this case, the clone detection mechanism
prevents any further guesses.

Hence the probability of B producing a verifiable pair (M, σ), where M was submitted to
FSpl

Sig by the adversary, is at most T0/L. The probability of M being never submitted to
the signing oracle is thus at least (p− T0/L), which is non-negligible.

Theorem 6. Suppose that an adversary S and an environment Z are running in parallel
with FSpl

Sig , not corrupting the server and corrupting the client to at most level 2. Suppose
that S and Z cause FSpl

Sig to be initialized (returning public key pk), after which (not
necessarily immediately) they issue commands for Signing by client and server, and for
Signing by client and adversary (in either order, with any number of other commands in
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between), such that between these two sets of commands there is no command to corrupt
the client. If S and Z have non-negligible probability of producing a pair (M, σ), such that
Ver(pk, M, σ) accepts, but M was not submitted for signing to FSpl

Sig before the second of
the above command sets was issued, then Sig is not UF-CMA secure.

Proof. We construct a machine BSign(sk,·)(pk) that will break the UF-CMA security of Sig.
The machine B executes FSpl

Sig ||Z||S internally, except:

• Upon initialisation, instead of generating keypair as defined in FSpl
Sig , use key pk that

was supplied as input to B. No sk gets generated by FSpl
Sig . Instead of receiving

client-supplied PIN, FSpl
Sig receives ans stores π(PIN) from MPP.

• Upon receiving signing command, instead of computing signature as σ = Sign(sk, M),
make query tho the signing oracle that B has access to and use provided σ to respond
signing command.

Suppose that B outputs a verifiable pair (M, σ). The message M may have been
submitted to the signing oracle, meaning that according to the construction of B and FSpl

Sig
it had to be submitted to FSpl

Sig by either the client or by S. By our assumption, there was non-
negligible probability that M was either not submitted to FSpl

Sig at all, or it was submitted
after the command sets for Signing by client and server and Signing by adversary and server
were issued by Z and S (without intervening commands to increase the corruption level of
the client). In the former case, B has broken the UF-CMA security of Sig. In the latter
case, clone detection mechanism was activated in FSpl

Sig and bOK was set to 0 which means
that the adversary was unable to issue signing commands anymore.

4 Server-Supported RSA Signatures

In this section, we describe a server-supported RSA signing protocol Π4RSASplit proposed
by Buldas et al. [BKLO17] with improved clone detection algorithm addressing Sarr’s
critique [Sar19].

The server-supported RSA protocol is run between two parties: client C and server
S in the presence of adversary A. Buldas et al. [BKLO17] indicate that since client’s
side of the protocol is run on the constrained device, the cryptographic material on the
client’s side may not be protected as strongly as on the server’s side. Considering adversary
may infect user’s device with malware, there exists a possibility of client’s device memory
leakage. If it occurs while the key generation or signing process are running, adversary
could learn unencrypted memory obtaining a client’s private key share. However, if this
attack is executed when no aforementioned protocols are running, adversary gets encrypted
memory, that corresponds to learning seed w. Additionally, to deter offline-guessing attack,
server counts each incorrect PIN entry by client and aborts any further communication if
number of attempts exceeds defined threshold. Finally, to counter impersonation attacks
from memory leaks, the clone detection mechanism is employed to identify and prevent
unauthorized replication of client’s device memory.

4.1 Key Generation
Before running key generation protocol (Figure 12), set of parameters such as security
parameter λ, maximum amount of sequential failed PIN queries T0 and RSA public
exponent e are predefined. For key generation, client C [resp. server S] generates an
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genShare(u, PIN, size)
1 : for i ∈ {0, 1, . . . , 255} do
2 : x ..= FPIN(u || i)
3 : if x < size,

4 : return x

5 : return FAIL

Figure 11: Supporting algorithm for a key splitting genShare(u, PIN, size)

KeyGenC(λ, e, PIN)
1 : p1, q1 ←$ P(λ)
2 : n1 ..= p1 · q1

3 : d1 ..= e−1 mod ϕ(n1)

4 : u←$ {0, 1}λ

5 : d′
1

..= genShare(u, PIN, n1)
6 : d′′

1
..= (d1 − d′

1) mod ϕ(n1)
7 : =⇒ S : ⟨d′′

1 , n1⟩
8 : S =⇒: ⟨n, w⟩
9 : if [n1 ∤ n],⊥

10 : w′ ..= w

11 : store ⟨n, n1, u, w′⟩
12 : return pk ..= ⟨n, e⟩

KeyGenS(λ, e, T0)
1 : p2, q2 ←$ P(λ)
2 : n2 ..= p2 · q2

3 : d2 ..= e−1 mod ϕ(n2)
4 : C =⇒: ⟨d′′

1 , n1⟩
5 : n ..= n1 · n2

6 : w ←$ {0, 1}λ

7 : =⇒ C : ⟨n, w⟩
8 : T ..= 0
9 : store ⟨n, n1, n2, d′′

1 , d2, w, T, T0⟩
10 : return pk ..= ⟨n, e⟩

Figure 12: Server-supported RSA key generation

RSA modulus n1 [resp. n2] (of two primes), such that gcd(ϕ(n1), e) = [gcd(ϕ(n2), e)] = 1
for a previously fixed public exponent e. Both parties locally compute their private
exponents as di = e−1 (mod ϕ(ni)). C also generates a random string u, takes PIN
proved by user and uses it to compute a value d′

1 = genShare(u, PIN, n1) ∈ Zn1 (Figure.
S generates a bitstring w for clone detection purposes. Then client C sends n1 and
d′′

1 = (d1 − d′
1) mod ϕ(n1) to server S; the latter sends back w and n. C verifies whether

n1 | n and upon success stores n1, u, n, e, w′ := w, deleting d1, d′
1, d′′

1 and the prime factors
of n1. S stores n, n1, n2, d′′

1 , d2, w and initializes the incorrect PIN counter as T ..= 0. The
resulting public key is pk = (n1 · n2, e).

The value d′
1 is derived using genShare function (Figure 11). It expands user-provided

PIN into a longer value, using the randomness u that will be leaked if A obtains client’s
encrypted memory. The algorithm calls a pseudorandom function that could be instantiated
from a block cipher or extendable-output function.

4.2 Signing
In order to sign a message M using a user-provided PIN, client C computes d′

1 ←
genShare(u, PIN, n1), y ..= Pad(M)d′

1 mod n1, and sends (y, w′) to S. Server S checks that
received w′ is equal to stored bitstring w and whether the client did not exceed allowed
number of attempts T0, halting if it is not the case. S computes σ1 ← y ·Pad(M)d′′

1 mod n1
and verifies it against client’s modulus n1. If σ is not a valid signature, then S increments
T and restarts the protocol. Otherwise, they compute σ using the Chinese Remainder
Theorem from values σ1 and Pad(M)d2 mod n2. Finally, S generates a bitstring w′, S sets
T ..= 0, and sends (σ, w′) back to the client C. On their side C updates clone detection



Nikita Snetkov, Jelizaveta Vakarjuk, Peeter Laud 17

SignC(M, PIN, u, w′, n1, n)
1 : d′

1
..= genShare(u, PIN, n1)

2 : y ..= (Pad(M))d′
1 mod n1

3 : =⇒ S : ⟨y, Pad(M), w′⟩
4 : S =⇒: ⟨σ, w⟩
5 : w′ := w

6 : if [RSAVerify(pk, M, σ) = 0] ,⊥
7 : return σ

SignS(d2, d′′
1 , n2, w, T )

1 : C =⇒: ⟨y, M, w′⟩

2 : if
[
w′ ̸= w ∨ T ≥ T0

]
,⊥

3 : σ1 ..= Md′′
1 · y mod n1

4 : if σe
1 ̸≡ m∗ (mod n1),

5 : T ..= T + 1 and RESTART

6 : σ ..= CRTn1,n2 (σ1, Md2 mod n2)

7 : w ←$ {0, 1}λ

8 : T ..= 0
9 : =⇒ C : ⟨σ, w⟩

Figure 13: Server-Supported RSA Signing

bitstring w′ ..= w and outputs a signature σ.

5 Security of Server-Supported RSA
We prove that Π4RSASplit protocol securely realises FgSpl in UC model. We have to analyse
several adversarial scenarios and the corresponding outcomes. If adversary A corrupts
server, it obtains values d2, d′′

2 , w, n1, n2. If adversary A get access to client’s encrypted
memory, it possesses values u, w, n1. If adversary A get access to client’s unencrypted
memory, it get a hold of values u, d′

1, w, n1.
To address various adversarial scenarios properly, we model client’s corruptions levels

by allowing the adversary to issue commands Leak encrypted memory and Leak unencrypted
memory. When issuing the first command, A receives the value u. In the case of the
second command, A receives the value d′

1, as well as u, if this was not sent earlier, which
also determines PIN.

Theorem 7. If RSA with padding function Pad is UF-CMA secure, then server-supported
RSA signing presented in Figures 12 and 13 is a secure implementation of FgSpl.

In order to show that Π4RSASplit is at least as secure as FgSpl, we will construct a simulator
Sim, such that for any adversary A, no environment Z can distinguish an execution with
Π4RSASplit∥A from an execution with FgSpl∥Sim∥A. The state of the simulator contains the
values mentioned in the description of the ideal functionality and the protocols, namely:

cS, cC, e, n, n1, n2, d1, d′
1, d′′

1 , d2, u, T, PIN, w .

Most of these values are undefined at the start of an execution. Actually, only cC ..= 0 and
cS ..= 0 are defined at the beginning, and the value e is defined during the initialization.
Other values become defined while simulating key generation and also when the corruption
level of the client or the server increases. Tables 1–3 give an overview of when each of
these other values is initialized. In these tables, the values in the left / bottom cell are
initialized during key generation. The rest are initialized when the corruption level of the
client or the server increases. Recall that the case cC = cS = 1 is impossible.

Below, we outline the manner in which the simulator interacts with and reacts to
commands from FgSpl.

5.1 Initialization
During the initialization, simulator defines the public exponent e and sets T = 0.
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Table 1: The values that are defined in the simulator, if both the server and the client
were uncorrupted during key generation. For each (cC, cS) value, the cells to the left and
below are accounted for, too.

cS = 0 cS = 1
cC ≥ 2 PIN, d′

1, d′′
1 (empty)

cC = 1 u, N/A. Go to cC ≥ 2
cC = 0 n, n1, ϕ(n1), n2, d1, d2, T , w d′

1, d′′
1

Table 2: The values that are defined in the simulator, if the server was corrupted during
key generation

cC ≥ 2 PIN, u
cC = 1 N/A. Go to cC ≥ 2
cC = 0 n, n1, ϕ(n1), n2, d1, d′

1, d′′
1 , T , w

5.2 Corruption before key generation
On command “Corrupt server” from A before the key generation has started, send
(corrupt-server) to FgSpl.

On command “Corrupt client” from A before the key generation has started, send
(corrupt-client, 3) to FgSpl.

5.3 Key generation
On command (keygen-init) from FgSpl, the simulator proceeds as follows; depending on the
corruption level of the client and server.

5.3.1 Neither is corrupted.

Simulate the execution of both client and server inside Sim, running the distributed key
generation protocol in Fig. 12. During the execution, initialize only the values named
in the cell cP = cS = 0 in Table 1; the outputs of the key generation protocol can be
computed from these values. In this case, the real protocol execution is identical to the
simulated one, since all values are generated in the same way as in the real protocol. Send
(key, Ver) back to FgSpl, where Ver is the description of the RSAVerify(·) algorithm using
the public key just generated.

5.3.2 Client is corrupted.

Simulate the server’s execution of the protocol, defining the values in the “cS = 0” cell
of Table 3. Generate RSA modulus n2, compute private exponent d2 ..= e−1 mod ϕ(n2).
Upon receiving ⟨d′′

1 , n1⟩ fromA (as if coming from the corrupted client), compute n ..= n1·n2
and sample clone detection bitstring w ..= {0, 1}∗. Send ⟨n, w⟩ to the corrupted client, i.e.
to A.

Let Ver be the description of the RSAVerify(·) verification algorithm using the public
key just generated. Send (key, Ver) back to FgSpl.

Table 3: The values that are defined in the simulator, if the client was corrupted during
key generation

cS = 0 cS = 1
n, n1, n2, d2, d′′

1 , T , PIN, w (empty)
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The key generation with corrupted client triggers the leakage of client’s PIN. Hence
receive (corrupt-pin, PIN) from FgSpl.

The real protocol execution is identical to the simulated one, since all values are
generated in the same way as in the real protocol.

5.3.3 Server is corrupted.

Simulate client’s execution of the protocol, defining the values in the “cC = 0” cell of
Table 2. Generate RSA modulus n1, compute private d1 ..= e−1 mod ϕ(n1) and sample
randomly d′′

1
..= Zϕ(n1). Send ⟨d′′

1 , n1⟩ to the corrupted server, i.e. to A. Upon receiving
⟨n, w⟩ from A, check whether n1 | n.

Let Ver be the description of the RSAVerify(·) algorithm using the public key just
generated. Send (key, Ver) back to FgSpl.

The real protocol execution is different from the simulated one in the way how d′′
1 is gen-

erated. In the real protocol, d′′
1

..= d1 − d′
1 (mod ϕ(n1)), where d1 = e−1 (mod ϕ(n1)) and

d′
1 = genShare(u, PIN, n1). In the simulated execution, d′′

1
..= Zϕ(n1). Since genShare(·, ·, n1)

is a bijection, the distribution of the value d′′
1 in both cases is identical.

5.3.4 Both parties are corrupted.

In this case, the adversary A runs the key generation protocol. At the end of the protocol,
the adversary tells Sim what the machinesMcli andMsrv should output to the environment.
The simulator extracts the public key pk from this command, defines Ver as the description
of the RSAVerify(·) verification algorithm using pk, and sends (key, Ver) back to FgSpl.

5.4 Corruption after key generation
5.4.1 Corrupting the server.

On command “Corrupt server” from A, presumably to Msrv, after the keys have been
generated, send (corrupt-server) to FgSpl and proceed as follows:

• If cC = 0, then we move from cell (cC, cS) = (0, 0) to cell (0, 1) in Table 1. Generate
random d′

1, d′′
1 , subject to (d′

1 + d′′
1) mod ϕ(n1) = d1. Send the state of the server to

A.

• If cC = 1, then we move from cell (cC, cS) = (1, 0) to cell (2, 1) in Table 1. I.e.,
FgSpl sets cC ..= 2 and the simulator receives (corrupt-pin, PIN) from FgSpl. Compute
d′

1 ← genShare(u, PIN, n1) and d′′
1 ← (d1 − d′

1) mod ϕ(n1). Send the state of the
server to A.

• If cC ≥ 2, then we move from cell (cC, cS) = (2, 0) to cell (2, 1) in Table 1, or from
cell cS = 0 to cell 1 in Table 3. All computations of the values in the internal state
of the simulator have already been done. Send the state of the server to A.

5.4.2 Leaking client’s encrypted memory.

On command “Leak encrypted memory” from A, presumably to Mcli, ignore this query
if key generation has not yet taken place. Otherwise, send (corrupt-client, 1) to FgSpl and
proceed as follows:

• If cS = 0, then we move from cell (cC, cS) = (0, 0) to cell (1, 0) in Table 1. Generate
the random value u. Send the values in client’s encrypted memory (the simulator
has now generated all of them) to A.
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• If cS = 1, then we move from cell (cC, cS) = (0, 1) to cell (1, 1) and then immediately
to cell (2, 1) in Table 1. Alternatively, we move from cell cC = 0 to cell 1 and then
to cell 2 in Table 2. The functionality FgSpl sets cC ..= 2 and the simulator receives
(corrupt-pin, PIN) from FgSpl. Using that PIN, compute u from the already computed
value d′

1. Send the values in client’s encrypted memory to A. (The adversary itself
will find the values in client’s unencrypted memory)

5.4.3 Leaking client’s unencrypted memory with no previous leaks.

On command “Leak unencrypted memory” from A, presumably toMcli, with cC = 0, ignore
this query if key generation has not yet taken place. Otherwise, send (corrupt-client, 2) to
FgSpl. The functionality FgSpl sets cC ..= 2 and the simulator receives (corrupt-pin, PIN)
from FgSpl. Proceed as follows:

• If server has not been corrupted, then we move from cell (cC, cS) = (0, 0) to the
cell (2, 0) in Table 1. The simulator generates random u and uses PIN to construct
the value d′

1 from it. Send client’s unencrypted memory and the value d′
1 to the

adversary.

• If server has been corrupted, then we move from cell (cC, cS) = (0, 1) to the cell (2, 1)
in Table 1. Use the PIN to compute u from the previously initialized d′

1 by inverting
PRFn1 . Send ⟨d′

1, u⟩ to the A.

5.4.4 Leaking client’s unencrypted memory, when encrypted memory has
already leaked.

On command “Leak unencrypted memory” from A, presumably to Mcli, with cC = 0,
the keys have already been generated, and the server has not been corrupted. Send
(corrupt-client, 2) to FgSpl. The functionality FgSpl sets cC ..= 2 and the simulator receives
(corrupt-pin, PIN) from FgSpl. We move from cell (cC, cS) = (1, 0) to the cell (2, 0) in
Table 1. Using the PIN, compute d′

1 from u, and send it to the adversary.

5.4.5 Fully corrupting the client.

On command “Corrupt client” from A, presumably toMcli, send (corrupt-client, 3) to FgSpl.
If cC ≤ 1 before that command, then compute the state of the client and send it to the
adversary in the same manner as in leaking client’s unencrypted memory. In any case, set
cC ..= 3 and expect Mcli to be commanded by A in the rest of the execution.

5.5 Signing and Verification

5.5.1 Signing by client and server.

This corresponds to the client (part of Z) sending the command (sign, sid, M, PIN′) to the
system (either toMcli or FgSpl) and the server (part of Z) sending the command (sign, sid)
to the system (either toMsrv or FgSpl). The simulator’s next steps depend on whether the
client and the server have been corrupted (i.e. the control given to the adversary) or not.

Neither controlled by the adversary. The simulator learns of this run at the moment
when it receives (sign-init, sid, M) from FgSpl. The simulator uses n1, n2, d1, d2 to compute
the signature σ. It sends (signature, sid, σ) back the FgSpl.
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Client controlled by the adversary. The simulator has received the forwarded
(sign, sid, M,
PIN′) command from FgSpl. The simulator tells A that client has sent this command to
Mcli. The simulator participates in the signing protocol in Figure 13 with the adversary,
using the values n2 and d2 (that it knows) to construct the second half of the signature. In
the end, the simulator learns from A whatMcli should return to the client. The simulator
tells FgSpl to return this value to the client.

Server controlled by the adversary. The simulator has received the forwarded
(sign, sid) command from the ideal functionality, and also (sign-init, sid, M) as the message
from FgSpl. The simulator has the values n1 and d′

1 that it needs to participate in a signing
protocol with the adversary. The protocol results in a signature σ; the simulator returns
(signature, sid, σ) to FgSpl.

Both controlled by the adversary. In this case, the simulator forwards the forwarded
messages to the adversary, and learns from it the outputs that it tells FgSpl to give to the
client and the server.

5.5.2 Signing by client and adversary.

This corresponds to the client (part of Z) sending the command (sign, sid, M, PIN′) to the
system (either to Mcli or FgSpl), and the adversary A telling the corrupted Msrv to run
the signing protocol. In executions with FgSpl, the latter is received by the simulator who
sends the command (sign-server, sid) to FgSpl.

The ideal functionality sends (sign-init, sid, M) to the simulator. If the client is not
under adversary’s control (cC < 3), then the simulator has the values n1 and d′

1 that it
needs to run the signing protocol with the adversary. The protocol results in a signature σ;
the simulator returns (signature, sid, σ) to FgSpl. If the client is also adversarially controlled,
then A will tell what FgSpl returns to the client.

5.5.3 Signing by the adversary and the server.

This corresponds to the server (a part of Z) sending the command (sign, sid) to Msrv or
FgSpl, while the adversary A, masquerading as the client, contactsMsrv (or the simulator),
initiating a signing session (Figure 13) by sending it the message ⟨y, M, w′⟩. In this setting,
the server is not corrupted, otherwise the adversary would not need to masquerade to it.
For the same reason, the client is not fully corrupted (cC < 3).

If cC = 0, then the simulator sends (sign-client, M, PIN0) to FgSpl, where PIN0 is some
constant PIN. At this point, the execution stops, because FgSpl will ignore this query. The
same would have happened in the execution of the real system Π4RSASplit, because the
adversary would not have any information about d′

1.
If cC ≥ 1, then the simulator has the value u. The simulator tries out all possible values

of PIN′ ∈ {0, . . . , L − 1}, and finds the one for which MgenShare(u,PIN′,n1) ≡ y (mod n1).
The simulator sends (sign-client, M, PIN′) to FgSpl. If PIN′ ≠ PIN then the execution again
ends, this is the same effect as in the execution of the real system Π4RSASplit.

If PIN′ = PIN, then cC ..= 2. The ideal functionality sends (sign-init, sid, M) to the
simulator. The simulator completes the run of signing protocol with the adversary,
obtaining the signature σ, which it sends back to the ideal functionality.

5.5.4 Verification.

The verification of signatures does not involve the simulator. However, we have to argue
that the real system Sys (that always executes Ver(pk, M, σ) at this point) returns the same
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verification outcomes as the ideal functionality (that also uses the records of verification
results in the internal state of FgSpl). We see that due to the internal logic of FgSpl, the
only possible deviation is the real protocol returning 1 for some (M, σ), while the ideal
functionality returns 0 because no (M, σ′, 1) has been recorded for any σ′ and bkeyleak = 0.
This corresponds to the construction of the pair (M, σ) without M being an argument to
some signing query, and without leaking the private key. In this case, we can combine the
simulator, A, and Z to a challenger that breaks the UF-CMA security of RSA with the
given padding. The challenger would work identically to Sim∥Z∥A, except that

• At the start of the execution, the challenger gets a RSA public key N from the
environment. As long as neither party is corrupted, N will be the RSA modulus for
one of them, i.e. ni ← N , but the challenger does not yet know whether i = 1 or
i = 2. During the key generation, the challenger generates the modulus n3−i and
the private exponent d3−i, still not knowing what is the value of i. During signing,
the CRT can be used without knowing the value of i, as long as both parties are
uncorrupted. Once the corruptions start, the value i will be determined.

• At key generation, the challenger does not create the RSA modulus and the private
exponent for the uncorrupted party. Instead, it will use N as the modulus (i.e.
n1 := N if client stays uncorrupted, and n2 := N if server stays uncorrupted. If the
client stays uncorrupted, then the challenger picks a random d′′

1 as server’s share of
d′′

1 .

• During signing, if server stays uncorrupted, then the challenger calls Osign(M)
to both determine the padding for M and obtain (Pad(M))d2 mod n2. If the
client stays uncorrupted, then the challenger calls Osign(M) to obtain Pad(M)
and σ̂(Pad(M))d1 mod n1. In order to find y = (Pad(M))d′

1 as required in certain
steps of the simulation, the challenger computes σ̂ · (Pad(M))−d′′

1 mod n1.

5.6 Proof summary

The simulator constructed in the proof considers different corruption scenarios – un-
corrupted parties, corrupted phone, corrupted server, or phone’s memory leakage. The
only point, where adversary can distinguish real protocol execution from the simulated one
arises during the signature verification process. The real protocol may accept a signature
that the ideal functionality would reject if it has not previously recorded it. However, this
would imply existence of forger that breaks the UF-CMA security of RSA. Therefore, any
non-negligible distinguishing advantage would contradict the assumed UF-CMA security
of underlying RSA signature scheme.

6 Server-Supported ECDSA Signatures

In this section, we show practical relevance of FSpl
Sig functionality. First, we define a

server-supported version of Xue et al. [XAX+21] two-party ECDSA signing. We prove
proposed protocol is a secure realization of FSpl

ECDSA in UC model (Theorem 8). One could
show realization of FSpl

ECDSA by other distributed ECDSA protocols, which we leave for
future work. One cannot naturally realize FSpl

ECDSA in FECDSA-hybrid model, because there
would be no satisfactory way to model memory leaks.
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KeyGenC(G,Gλ, q, PIN)
1 : u←$ {0, 1}λ

2 : x1 ..= genShare(u, PIN, q)
3 : Q1 ..= x1 ·G

4 : πx1
..= FNIZKP(prove, Q1, x1)

5 : =⇒ S : ⟨cKG ..= H1(Q1, πx1 )⟩
6 : S =⇒: ⟨Q2, πx2 , w⟩

7 : if
[
FNIZKP(verify, Q2, πx2 ) ̸= 1

]
, ⊥

8 : w′ ..= w

9 : =⇒ S : ⟨Q1, πx1⟩
10 : Q ..= Q1 + Q2

11 : store ⟨Q, u, w′⟩
12 : return pk ..= ⟨Q, G, q⟩

KeyGenS(G,Gλ, q, T0)
1 : x2 ←$ Zq, Q2 ..= x2 ·G

2 : πx2
..= FNIZKP(prove, Q2, x2)

3 : C =⇒: ⟨cKG⟩

4 : w ←$ {0, 1}λ

5 : =⇒ C : ⟨Q2, πx2 , w⟩
6 : C :=⇒ ⟨Q1, πx1⟩
7 : if [cKG ̸= H1(Q1, πx1 )], ⊥

8 : if
[
FNIZKP(verify, Q1, πx1 ) ̸= 1

]
, ⊥

9 : T ..= 0
10 : Q ..= Q1 + Q2

11 : store ⟨Q, Q1, Q2, x2, w, T, T0⟩
12 : return pk ..= ⟨Q, G, q⟩

Figure 14: Server-supported ECDSA key generation

6.1 Key Generation
Before key generation is executed the group G parameters, generator G and and group
order q are predefined to provide security level λ. Hash functions H0, H1, H2 are secure
implementations of F rpoRO with output length 2λ. Parameters for FMtA and FNIZKP for
both client and server are properly defined.

First, client C samples a random bitstring u ←$ {0, 1}λ to generate their secret key
share x1 derived from user-provided PIN using genShare(·) function. Then C computes
corresponding public key share Q1 ..= x1 ·G and produce πx1 , a proof of knowledge of x1.
With the first sent message, C commits to values cKG ..= ⟨H1(Q1, Q′

1, x′′, πx1)⟩.
On their side, server S generates its share of the secret and public key shares x2,

Q2 ..= x2 ·G and produces a proof πx2 . Next, S samples clone detection string w ←$ {0, 1}λ.
S sends Q2, w, πx2 to the client.

Client verifies πx2 , stores bitstring w′ ..= w and sends opening to the commitment cKG.
Upon receiving opening, server verifies corresponding commitment and validity of the
proof πx1 against Q1. Server sets counter T ..= 0 to track number of incorrect PIN guesses
made by the client.

Finally, both client and server calculate resulting public key pk ..= ⟨Q ..= Q1 + Q2, G, q⟩.
Client stores only Q, u, w′ values and must securely delete all the remaining values received
or generated during the key generation protocol. They do so to prevent potential PIN
guesses during memory leakage. Server stores a set values ⟨Q, Q1, Q2, x2, w, T, T0⟩ on their
side. More detailed description of distributed key generation is presented in the Figure 14.

6.2 Signing
Client C samples a ephemeral key k1 ←$ Zq, computes the curve elliptic point R1 = k1 ·G
and corresponding proof of knowledge πk1 . In parallel, server computes their ephemeral
shares k2 ←$ Zq, R2 = k2 ·G and a proof πk2 . Since we want to authenticate any client after
their message, client additionally samples x1 ..= genShare(u, PIN, q) using user provided
PIN and produce a proof πx1 . Then, C sends ⟨csig ..= H2(R1, w, M, πx1 , πk1), πx1 , w⟩ to the
server. S checks the validity of πx1 against locally stored public key share Q1, restarting
the signing protocol upon failure. If T = T0 or w′ ̸= w, server does not participate in any
future communication with the client.

Upon success, both server and client run MtA protocol with inputs k1 and x∗
2 to receive
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SignC(M, pk, PIN, u, w′)
1 : k1 ←$ Zq, R1 ..= k1 ·G

2 : πk1
..= FNIZKP(prove, R1, k1)

3 : x1 ..= genShare(u, PIN, q), Q1 ..= x1 ·G

4 : πx1
..= FNIZKP(prove, Q1, x1)

5 : csig ..= H2(R1, w, M, πx1 , πk1 )
6 : =⇒ S : ⟨M, csig, πx1 , w⟩

7 : tc
..= FMtA(input, k1)

8 : S =⇒: ⟨R2, Q∗
2, y, hid, πk2⟩

9 : ch ..= (tc + hid) ·G
10 : if [ch ̸= (y + k1) ·Q∗

2 − (Q−Q1)], ⊥

11 : if
[
FNIZKP(verify, R2, πk2 ) ̸= 1

]
, ⊥

12 : R ..= (y + k1) ·R2, r ..= Rx mod q

13 : x∗
1

..= x1 − (tc + hid) mod q

14 : s1 ..= (k1 + y)−1(H0(M) + rx∗
1) mod q

15 : =⇒ S : ⟨R1, s1, πk1⟩
16 : S =⇒: ⟨r, s, w⟩
17 : if [ECDSAVerify(pk, M, ⟨r, s⟩) ̸= 1] , ⊥
18 : w′ ..= w

19 : return σ ..= ⟨r, s⟩

SignS(pk, x2, w, T )
1 : k2 ←$ Zq, R2 ..= k2 ·G

2 : πk2
..= FNIZKP(prove, R2, k2)

3 : C =⇒: ⟨csig, πx1 , w⟩

4 : if
[
w′ ̸= w ∨ T ≥ T0

]
, ⊥

5 : if
[
FNIZKP(verify, Q1, πx1 ) ̸= 1

]
, RESTART

6 : x∗
2 ←$ Zq, Q∗

2
..= x∗

2 ·G

7 : ts
..= FMtA(input, x∗

2)
8 : y ←$ Zq

9 : hid ..= ts + x∗
2 · y − x2 mod q

10 : =⇒ C : ⟨R2, Q∗
2, y, hid, πk2⟩

11 : C :=⇒ ⟨R1, s1, πk1⟩
12 : if ⟨csig ̸= H2(R1, w, M, πx1 , πk1 )⟩, ⊥

13 : if
[
FNIZKP(verify, R1, πk1 ) ̸= 1

]
, ⊥

14 : R ..= k2 ·R1 + k2 · y ·G, r ..= Rx mod q

15 : s ..= k−1
2 (s1 + r · x∗

2) mod q

16 : if [ECDSAVerify(pk, M, ⟨r, s⟩) ̸= 1] , ⊥

17 : w ←$ {0, 1}λ

18 : T ..= 0
19 : =⇒ C : ⟨r, s, w⟩
20 : return σ ..= ⟨r, s⟩

Figure 15: Server-supported ECDSA signing

correlated outputs tc and ts. Next, S proceeds with calculating values for consistency check
by generating y ←$ Zq, computing hid ..= ts + x∗

2 ·y−x2 and sending ⟨R2, Q∗
2, y, hid, πk2⟩ to

C. On their side, C runs a consistency check that (tc + hid) ·G = (y + k1) ·Q∗
2 − (Q−Q1)

together with verifying the proof πk2 . If they are successful, C calculates a partial signature
s1 ..= (k1 + y)−1(H0(M) + rx∗

1) mod q and sends it to S with πk1 .
If an opening of the commitment csig and proof πk1 is valid, S computes final signature

s ..= k−1
2 (s1 + r · x∗

2) mod q using partial signature s1 supplied by C. After verifying
signature ⟨r, s⟩, server generates new clone detection bitstring w ←$ {0, 1}λ and sends in
to C. The formal description of server-supported ECDSA signing protocol is presented in
Figure 15.

7 Security of Server-Supported ECDSA

Theorem 8. Server-supported ECDSA signing presented in Figures 14 and 15 securely
implements the functionality FSpl

ECDSA in the (FNIZKP,F rpoRO,FMtA)-hybrid model with the
presence of a malicious adaptive adversary.

In order to show that ΠECDSA is at least as secure as FSpl
ECDSA, we will construct a

simulator Sim, such that for any adversary A, no environment Z can distinguish an
execution with ΠECDSA∥A∥F rpoRO from an execution with FSpl

ECDSA∥Sim∥A∥F rpoRO. The
state of the simulator contains the values mentioned in the description of the ideal
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Table 4: The values that are defined in the simulator, if both the server and the client
were uncorrupted during key generation. For each (cC, cS) value, the cells to the left and
below are accounted for, too.

cS = 0 cS = 1
cC ≥ 2 PIN, x1, Q1, Q2 x
cC = 1 u N/A. Go to cC ≥ 2
cC = 0 Q, T , w Q1, Q2, x2

Table 5: The values that are defined in the simulator, if the server was corrupted during
key generation

cC ≥ 2 PIN, u, x, x1
cC = 1 NA. Go to cC ≥ 2
cC = 0 Q, Q1, Q2, T , w, x2

functionality and the protocols, namely:

cS, cC, Q, Q1, Q2, x, x1, x2, u, T, PIN, w, (1)

where x = x1 + x2 is the full private key. The state of Sim also contains the internal
states of FNIZKP and FMtA. Most of these values are undefined at the start of an execution.
Actually, only cC ..= 0 and cS ..= 0 are defined at the beginning, and the internal states of
the simulated ideal functionalities are initialized at the beginning of the execution. These
internal states evolve during the execution. Other values in (1) become defined while
simulating key generation and also when the corruption level of the client or the server
increases. Tables 4–6 give an overview of when each of these other values is initialized. In
these tables, the values in the left / bottom cell are initialized during key generation. The
rest are initialized when the corruption level of the client or the server increases. Recall
that the case cC = cS = 1 is impossible.

Below, we outline the manner in which the simulator interacts with and reacts to
commands from FSpl

ECDSA and A.

7.1 Initialization
During the initialization, simulator receives from A the descriptions of the algorithms of
FNIZKP and sets T = 0. It also marks FMtA as initialized.

7.2 Corruption before key generation
On command “Corrupt server” from A before the key generation has started, send
(corrupt-server) to FSpl

ECDSA.
On command “Corrupt client” from A before the key generation has started, send

(corrupt-client, 3) to FSpl
ECDSA.

Table 6: The values that are defined in the simulator, if the client was corrupted during
key generation

cS = 0 cS = 1
Q, Q1, Q2, T , PIN, w, x1 x, x2
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7.3 Key generation
On command (keygen-start, Q) from FSpl

ECDSA (here Q ∈ G is the public key), the simulator
saves Q. It proceeds as follows; depending on the corruption level of the client and server.

7.3.1 Neither is corrupted.

Simulate the execution of both client and server inside Sim, running the distributed key
generation protocol in Fig. 14. During the execution, initialize only the values named in
the cell cP = cS = 0 in table 4; the outputs of the key generation protocol can be computed
from these values. In this case, the real protocol execution is identical to the simulated one,
since all values are generated in the same way as in the real protocol. Send (keygen-ok)
back to FSpl

ECDSA.

7.3.2 Client is corrupted.

Simulate the server’s execution of the protocol, defining the values in the “cS = 0” cell of
Table 6. I.e. generate x2, and w, compute Q2 = x2 ·G and Q1 = Q−Q2, use Sim-Setup
and Sim-Prove to create πx2 . Upon receiving cKG from A (as if coming from the corrupted
client), send back Q2, πx2 , w, receive Q1, πx1 . Run the verification check of (Q1, πx1), using
the algorithms Verify, Extract as necessary (see App. 7.7). If the verification fails, then send
(keygen-stop) to FSpl

ECDSA. Otherwise extract x1 from πx1 , set T := 0, store Q1, Q2, x2, w, T ,
send (keygen-ok) to FSpl

ECDSA.
The key generation with corrupted client triggers the leakage of client’s PIN. Hence

receive (corrupt-pin, PIN) from FSpl
ECDSA.

The real protocol execution is a bit different than the simulated one: in real protocol
we define Q := Q1 + Q2, while in simulated protocol we define Q1 := Q−Q2. Still, the
distributions of all values are the same.

7.3.3 Server is corrupted.

Simulate client’s execution of the protocol, defining the values in the “cC = 0” cell of
Table 5. Generate random cKG, send cKG to A (as if going to the server). Upon receiving
(Q2, πx2 , w) from A, compute Q1 := Q−Q2. Simulate the proof πx1 . Program F rpoRO, such
that cKG = H1(Q1, πx1). Verify the proof πx2 . If it does not verify, then send (keygen-stop)
to FSpl

ECDSA. If it verifies then extract x2 from πx2 and send (Q, πx1) to A.
Again the real protocol execution is a bit different than the simulated one, but not

recognizably so.

7.3.4 Both parties are corrupted.

In this case, the adversary A runs the key generation protocol. At the end of the protocol,
the adversary tells Sim what the machinesMcli andMsrv should output to the environment.
The simulator forwards these messages to FSpl

ECDSA. The simulator also receives PIN and x

from FSpl
ECDSA.

7.4 Corruption after key generation
7.4.1 Corrupting the server.

On command “Corrupt server” from A, presumably to Msrv, after the keys have been
generated, send (corrupt-server) to FSpl

ECDSA and proceed as follows:
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• If cC = 0, then we move from cell (cC, cS) = (0, 0) to cell (0, 1) in Table 4. Generate
random x2, compute Q2 := x2 ·G and Q1 := Q−Q2. Send server’s state (Fig. 14)
to A.

• If cC = 1, then we move from cell (cC, cS) = (1, 0) to cell (2, 1) in Table 4. I.e., FSpl
ECDSA

sets cC ..= 2 and the simulator receives (corrupt-pin, PIN) and (private-key, x) from
FSpl

ECDSA. Compute x1 := genShare(u, PIN), x2 := x− x1, Q1 := x1 ·G, Q2 := x2 ·G.
Send the state of the server to A.

• If cC ≥ 2 then we move from cell (cC, cS) = (2, 0) to cell (2, 1) in Table 4, or from
cell “cS = 0” to cell “cS = 1” in Table 6. The simulator receives (private-key, x) from
FSpl

ECDSA and computes x2 := x− x1. It can now send the state of the server to A.

7.4.2 Leaking client’s encrypted memory.

On command “Leak encrypted memory” from A, presumably to Mcli, ignore this query if
key generation has not yet taken place. Otherwise, send (corrupt-client, 1) to FSpl

ECDSA and
proceed as follows:

• If cS = 0, then we move from cell (cC, cS) = (0, 0) to cell (1, 0) in Table 4. Generate
the random value u. Send the values in client’s encrypted memory (the simulator
has now generated all of them) to A.

• If cS = 1, then we move from cell (cC, cS) = (0, 1) to cell (1, 1) and then immediately
to cell (2, 1) in Table 4. Alternatively, we move from cell cC = 0 to cell 1 and then
to cell 2 in Table 5. The functionality FSpl

ECDSA sets cC ..= 2 and the simulator receives
both (corrupt-pin, PIN) and (private-key, x) from FSpl

ECDSA. Compute x1 := x − x2.
Using PIN, compute u from x1. Send the values in client’s encrypted memory to A.
(The adversary itself will find the values in client’s unencrypted memory).

7.4.3 Leaking client’s unencrypted memory with no previous leaks.

On command “Leak unencrypted memory” from A, presumably toMcli, with cC = 0, ignore
this query if key generation has not yet taken place. Otherwise, send (corrupt-client, 2) to
FSpl

ECDSA. The functionality FSpl
ECDSA sets cC ..= 2 and the simulator receives (corrupt-pin, PIN)

from FSpl
ECDSA. Proceed as follows:

• If server has not been corrupted, then we move from cell (cC, cS) = (0, 0) to the
cell (2, 0) in Table 4. The simulator generates random u and uses PIN to construct
the value x1 from it. It computes Q1 := x1 · G and Q2 := Q − Q1. Send client’s
unencrypted memory and the value x1 to the adversary.

• If server has been corrupted, then we move from cell (cC, cS) = (0, 1) to the cell (2, 1)
in Table 1. Simulator receives (private-key, x) from FSpl

ECDSA. Compute x1 := x− x2.
Use the PIN to compute u from x1 by inverting genShare(·, ·, q). Send ⟨x1, u⟩ to A.

7.4.4 Leaking client’s unencrypted memory, when encrypted memory has
already leaked.

On command “Leak unencrypted memory” from A, presumably to Mcli, with cC = 0,
the keys have already been generated, and the server has not been corrupted. Send
(corrupt-client, 2) to FSpl

ECDSA. The functionality FSpl
ECDSA sets cC ..= 2 and the simulator

receives (corrupt-pin, PIN) from FSpl
ECDSA. We move from cell (cC, cS) = (1, 0) to the cell

(2, 0) in Table 4. Using the PIN, compute x1 from u, and send it to the adversary. Also
compute Q1 := x1 ·G and Q2 := Q−Q1.
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7.4.5 Fully corrupting the client.

On command “Corrupt client” from A, presumably to Mcli, send (corrupt-client, 3) to
FSpl

ECDSA. If cC ≤ 1 before that command, then compute the state of the client and send it
to the adversary in the same manner as in leaking client’s unencrypted memory. In any
case, set cC ..= 3 and expect Mcli to be commanded by A in the rest of the execution.

7.5 Signing and verification
7.5.1 Signing by client and server.

This corresponds to the client (part of Z) sending the command (sign, sid, M, PIN′) to
the system (either to Mcli or FSpl

ECDSA) and the server (part of Z) sending the command
(sign, sid) to the system (either to Msrv or FSpl

ECDSA). The simulator’s next steps depend
on whether the client and the server have been corrupted (i.e. the control given to the
adversary) or not.

Neither controlled by the adversary. The simulator learns of this run at the mo-
ment when it receives (sign-ongoing, sid, M, σ) from FSpl

ECDSA. The simulator responds with
(sign-proceed, sid).

Client controlled by the adversary. The simulator has received the forwarded
(sign, sid, M,

PIN′) command from FSpl
ECDSA. The simulator tells A that client has sent this command

to Mcli. The simulator also receives (sign-ongoing, sid, M, σ) from FSpl
ECDSA. The simulator

runs the signing protocol in Fig. 15 with the adversary, with the simulator playing the role
of server, and the result of the signing being σ = ⟨r, s⟩. Let R ∈ G be a point with the
x-coordinate r. From simulator’s point of view, this run proceeds as follows:

1. Receive M, csig, πx1 , w from A.

2. If w is not equal to the stored w or πx1 does not verify, then send (sign-fail, sid) to
FSpl

ECDSA. Otherwise:

3. Send (observe, sid) to F rpoRO. Receive the list Qsid, find from it the H2-query that
produced csig. Find R1, πk1 . Extract k1 from R1.

4. Receive (input, sid, k1) from A, presumably meant for FMtA. If this k1 is different
from the previous one, then update it, but also remember to return (sign-fail, sid) to
FSpl

ECDSA at the end of the simulation.

5. Generate random y, tc, m ∈ Zq. Define n := y + k1, R2 := n−1 ·R, hid := n ·m− tc,
Q∗

2 := n−1 ·Q2 + m ·G. Fake the proof πk2 .

6. Send (output, sid, tc) to A, presumably coming from FMtA.

7. Send the message ⟨R2, Q∗
2, y, hid, πk2⟩ to A, i.e. to the corrupted client.

8. Receive ⟨R1, s1, πk1⟩ from A.

9. If csig ̸= H2(R1, w, M, πx1 , πk,1) or the proof πk1 does not verify, then send (sign-fail, sid)
to FSpl

ECDSA. Otherwise:

10. Generate new w. Send ⟨r, s, w⟩ to A and (sign-ok, sid) to FSpl
ECDSA.

In this way, the values seen by the adversary (in messages that the server sends to the
client, or the client obtains from ideal functionalities) are distributed as expected. Indeed,
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• tc and y should be uniformly randomly distributed, and independent from previous
values;

• R2 should be a uniformly random element of G. It is indeed, because n (and n−1) is
uniformly random.

• Q∗
2 should also be a uniformly random element of G. It is, because m is uniformly

random.

• hid should be such, that the equality check involving ch passes. It does indeed pass.

Server controlled by the adversary. The simulator has received the forwarded
(sign, sid) command from the ideal functionality, and also (sign-ongoing, sid, M, σ) as the
message from FSpl

ECDSA. The simulator runs the signing protocol in Fig. 15 with the adversary,
with the simulator playing the rol of client, and the result of the signing being σ = ⟨r, s⟩.
Let R ∈ G be a point with the x-coordinate r. From simulator’s point of view, this run
proceeds as follows:

1. Fake the proof πx1 and generates a random csig.

2. Send ⟨M, csig, πx1 , w⟩ to A (i.e. to corrupted server).

3. Receive (input, sid, x∗
2) from A, presumably meant for FMtA.

4. Generate a random ts ←$ Zq and send (output, sid, tc) to A, presumably coming from
FMtA.

5. Receive the message ⟨R2, Q∗
2, y, hid, πk2⟩ from A.

6. Verify πk2 . If it does not verify then finish the execution and send (sign-fail, sid) to
FSpl

ECDSA. Otherwise:

7. Verify that hid− ts = y · x′
2 − x2. If this is not the case, then finish the execution

and send (sign-fail, sid) to FSpl
ECDSA. Otherwise:

8. Extract k2 from πk2 . Define R1 := k−1
2 ·R− y ·G and s1 := s · k2 − r · x∗

2. Fake the
proof πk1 .

9. Send (program-RO, (R1, w, M, πx1 , πk1), csig) to F rpoRO.

10. Send ⟨R1, s1, πk1⟩ to A.

11. Receive ⟨r, s, w⟩ from A, where w is the next clone detection string. Update it. If
⟨r, s⟩ = σ then send (sign-ok, sid) to FSpl

ECDSA. Otherwise send (sign-fail, sid) to FSpl
ECDSA.

In this way, the values seen by the adversary (in messages that the client sends to the
server, or the server obtains from ideal functionalities) are distributed as expected. Indeed,

• ts is uniformly random, as expected.

• R1 and s1 are such, that they lead to the computation of the signature σ = ⟨r, s⟩
that the simulator received from FSpl

ECDSA.

• The result of the equality test is the same as the result of the test in SignC.

Both controlled by the adversary. In this case, the simulator forwards the forwarded
messages to the adversary, and learns from it the outputs that it tells FSpl

ECDSA to give to
the client and the server.
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7.5.2 Signing by client and adversary.

This corresponds to the client (part of Z) sending the command (sign, sid, M, PIN′) to the
system (either to Mcli or FSpl

ECDSA), and the adversary A telling the corrupted Msrv to run
the signing protocol. In executions with FSpl

ECDSA, the latter is received by the simulator
who sends the command (sign-server, sid) to FSpl

ECDSA.
The ideal functionality sends (sign-ongoing, sid, M, σ) to the simulator. If the client is

not under adversary’s control (cC < 3), then the simulator can run the signing protocol
with the adversary in the same manner as described above (“Server controlled by the
adversary”). If the client is also adversarially controlled, then A will tell what FSpl

ECDSA
returns to the client.

7.5.3 Signing by the adversary and the server.

This corresponds to the server (a part of Z) sending the command (sign, sid) to Msrv
or FSpl

ECDSA, while the adversary A, masquerading as the client, contacts Msrv (or the
simulator), initiating a signing session (Fig. 15) by sending it the message ⟨M, csig, πx1 , w⟩.
In this setting, the server is not corrupted, otherwise the adversary would not need to
masquerade to it. For the same reason, the client is not fully corrupted (cC < 3).

If cC = 0, then the simulator sends (sign-client, M, PIN0) to FSpl
ECDSA, where PIN0 is

some constant PIN. At this point, the execution stops, because FSpl
ECDSA will ignore this

query. The same would have happened in the execution of the real system, because the
adversary would not have any information about x1 and Q1.

If cC ≥ 1, then the simulator has the value u. The simulator tries out all possible
values of PIN′ ∈ {0, . . . , L − 1}, and finds the one where πx1 verifies with respect to
genShare(u, PIN′, q)·G. The simulator sends (sign-client, M, PIN′) to FSpl

ECDSA. If PIN′ ≠ PIN
then the execution again ends, this is the same effect as in the execution of the real system.

If PIN′ = PIN, then cC ..= 2. The ideal functionality sends (sign-ongoing, sid, M, σ) to
the simulator. The simulator completes the run of signing protocol with the adversary, in
the same manner as above (“Client controlled by the adversary”).

7.6 Handling to queries to FMtA

Adversary may make (input, sid, x) queries towards FMtA. These are expected during the
signing protocol, where their handling takes place as described above. These queries may
also take place at other times, with other session identifiers. These are replied as stated in
Fig. 3, generating random shares of the product of inputs.

7.7 Handling queries to FNIZKP

Adversary may make queries to generate or verify the proofs handled by FNIZKP. These are
handled normally, considering also that the simulated proofs generated by the simulator
will also be reported as passing.

Simulator constructed throughout the proof uses programmability of global random
oracle and the extractability/simulatability of the NIZKP functionality to generate proofs
and signing transcripts on behalf of the honest parties. Since the NIZKPs are perfectly
simulated and the random oracle can be programmed consistently (except with negli-
gible probability due to collisions), the view of adversary in the simulated execution is
indistinguishable from the the real protocol. We see that throughout the protocol, the
simulator is able to simulate the replies to all the queries made by the adversary, or by the
environment. Hence proposed server-supported ECDSA protocol securely UC-realizes the
ideal functionality.
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Table 7: Comparison of RSA (3072 modulus) and ECDSA server-supported signing (P−256
curve).

Protocols Phone’s
Key Size

Server’s
Key Size

Signature
Size

Server-supported RSA 3328 bits 9344 bits 6144 bits
Server-supported ECDSA (this work) 512 bits 1666 bits 512 bits

8 RSA vs. ECDSA
In this section, we compare RSA-based server-supported signing against ECDSA-based
one. As could be seen in the Table 7, ECDSA clearly outperforms RSA in terms key
and signature sizes. Still, the presented ECDSA protocol requires to run NIZKP and
MtA. One could argue that the usage of Fischlin transform in ZKP incurs additional
costs to the protocol, but as recently pointed out by Chen and Lindell [CL24] those costs
are unnoticeable in practical applications. The MtA’s major effect on the protocol will
be either on the bandwidth (if implemented using OT [DKLS18, DKLS19]) or on the
execution time (if implemented with linear homomorphic encryption [LN18, CCL+20]).
Buldas et al. [BKLO17] protocol does not require any additional subprotocols, though, key
generation could be slowed by (l, s)-safe prime generation on mobile devices.

One “hidden” advantage of RSA-based server-supported protocol is its compatibility
with standard HSMs on the supporting server side, if HSM allows to produce unpadded
RSA signatures 8. Conversely, we tend to believe that implementation of ECDSA-based
server-supported protocol with HSMs presents significant challenges.

9 Conclusion and Future Work
In this paper, we introduced the ideal functionalities FgSpl and FSpl

Sig , which capture the
security and functional properties of server-supported signing. We have shown that both
functionalities could be securely realized in UC with RSA and ECDSA server-supported
protocols. There are several main directions of future work. First, could be showing how
could one securely realize ideal functionalities FgSpl and/or FSpl

Sig for other signature scheme
such as EdDSA, BLS and ML-DSA. Another, defining security of the whole infrastructure
for server-supported signing such as Smart-ID in UC model. This would include defining
security against denial-of-service attacks, more nuanced session tracking system and
modeling HSM-calls in UC. Finally, we leave implementation of server-supported ECDSA
and LAN/WAN benchmarks against Buldas et al. protocol for future work.
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A Relation between FgSpl and FSpl
Sig

There exists a protocol ΠSpl that securely realizes FgSpl (serving n parties) in the FSpl
Sig -

hybrid model, as long as the signature scheme Sig is UF-CMA-secure. This system ΠSpl,
given in Fig. 16, consists of the machine Mcli, the machine Msrv, (n− 2) copies of the
machine Mgen, and the functionality FSpl

Sig . We see that except for signature verification,
the machines mostly forward the messages between FSpl

Sig and Z, sometimes changing the
format of the message (e.g. during key generation). Note also that the machinesM cannot
be corrupted (for some notion of “corruption”) by the adversary. Instead, A can corrupt
the client and/or the server by sending the appropriate message to FSpl

Sig .

Theorem 9. If the signature scheme Sig is UF-CMA secure, then protocol ΠSpl securely
implements FgSpl in FSpl

Sig -hybrid model.

Proof. We construct a simulator Sim that translates between the messages from FgSpl and
the messages from A. Internally, Sim simulates FSpl

Sig . Next, we describe the way how the
simulator Sim responds to the commands:

Key generation: This is initiated by the environment, where P1 and P2 send the requests
to Mcli and Msrv, but these requests are received by FgSpl instead. The functionality
FgSpl eventually makes the query (keygen-init, sid) to the adversary, this query is received
by the simulator. It simulates the working of FSpl

Sig during key generation (ignoring the
values PIN, T0, L), including the communications with A. During this, Sim generates
(pk, sk) (even if either client or server is corrupt). Sends (key, Ver(pk, ·, ·)) to FgSpl.

Signing:

• Request from client and server: in this case, the clone detection checks and the PIN
correctness checks are done by FgSpl. While FgSpl is processing the signing query, it
makes a signature request for message M to Sim. Compute σ ←$ Sign(sk, M), send
(sign-ongoing, sid, M, σ) to A, get back (sign-proceed, sid), and return σ to FgSpl.

• Request from client and adversary: in this case, the environment expects to make
the (sign, sid, M, PIN′) request to Mcli, while adversary expects to make (sign, sid)
request to FSpl

Sig . The former request is actually received by FgSpl, while the latter
request is received by Sim. Pass that request to FgSpl, too. Now, FgSpl again does
the checks and requests a signature for message M . Computes σ ←$ Sign(sk, M),
exchanges (sign-ongoing) and (sign-proceed) messages with the adversary, and returns
σ to FgSpl.
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Protocol ΠSpl:
ΠSpl offers an interface towards Z for n users: client, server, and (n− 2) entities that only
verify signatures.
ΠSpl consists of the machine Mcli serving the user P1, the machine Msrv serving the
user P2, (n− 2) machines Mgen serving the users P3, . . . , Pn, and the machine FSpl

Sig . The
machine Mcli has connections to all machines Mgen. The machine FSpl

Sig is connected to
Mcli and Msrv.
Key generation:

• When the machine Mcli gets the input (keygen, sid, L, T0, PIN) from P1, it forwards that
message to FSpl

Sig . WhenMcli gets back pk, it sends (key, sid, pk) to all machinesMgen. Also,
Mcli constructs the description of the algorithm Ver(·, ·) ..= Sig.Verify(pk, ·, ·) and returns
(key, sid, Ver) to P1.

• When the machine Msrv gets the input (keygen, sid, T0) from P2, it also forwards that
message to FSpl

Sig . Similarly to Mcli, it gets back pk, constructs Ver and sends (key, sid, Ver)
to P2.

• When any of the machines Mgen receives (key, sid, pk) from Mcli, then it stores pk.

Signing:

• When the machineMcli gets the input (sign, sid, M, PIN′) from P1, it forwards that message
to FSpl

Sig . When it gets back (sign-success, sid, M, σ) or (sign-fail, sid), it forwards that message
back to P1.

• When the machine Msrv gets the input (sign, sid) from P2, it also forwards that message to
FSpl

Sig . Also, Msrv forwards the reply from FSpl
Sig back to P2.

Signature verification:
• When any of the machines M receives (verify, sid, M, σ) from Z and if it has already stored

pk, then it runs b← Ver(pk, M, σ) and returns b.

Corruptions:
• When Mcli or Msrv is notified by FSpl

Sig of its increased corruption level, then it forwards
that notification to Z (either P1 or P2).

Figure 16: Protocol ΠSpl securely implementing FgSpl in FSpl
Sig -hybrid model

• Request from adversary and server: in this case, the environment expects to make the
(sign, sid) query to Msrv while A expects to make the (sign, sid, M, PIN′) query to
FSig. Again, the former request is actually received by FgSpl, while the latter request
is received by Sim. Pass this request to FgSpl, too. The computations and message
exchanges continue as above. If FgSpl requests for a signature for the message M ,
then construct σ, send the (sign-ongoing, sid, M, σ) message to the adversary, get
back (sign-proceed, sid) and give σ to FgSpl. If the signature request actually takes
place, then corruption level cC is set to be ≥ 2. The first time it happens, FgSpl

sends PIN to the ideal adversary, i.e. to Sim. Forward it to A, because A expects to
receive PIN from FSig.

Corruptions
The adversary A makes corruption requests to FSpl

Sig , i.e. they reach Sim. The simulator
forwards them to FgSpl. If FgSpl sends back PIN, then Sim forwards it to A. If, according
to the internal logic of FSpl

Sig , the private key sk should be sent to the adversary, then Sim
does it.

Verification
A user makes a verification request for (M, σ) that is received by FgSpl. The functionality
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FgSpl may decide on the result by itself, or it may forward the verification request to the
simulator. The simulator then answers with Ver(pk, M, σ).

Security of verification follows from the UF-CMA security of Sig. As long as one of
client and server is uncorrupted, the adversary does not have access to sk. Hence if Mgen
would return that a signature verifies, but there is no (M, σ, b) recorded in the database
of FgSpl, we have a forgery. In this case we could turn the simulator, A, and Z to a
challenger that breaks the UF-CMA security of Sig. The challenger would work exactly
like Z∥Sim∥A together, but instead of generating (pk, sk) it would use pk and the signing
oracle given by the environment of the UF-CMA experiment. There will be no need of
producing sk, as long as one of the parties is uncorrupted.
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